I"onoBi pa3oBoi crenianizoBaHoi BYeHOT paay
HanionansHoro aBiamiifHOTO YHIBEPCHTETY
IOKTOPY TEXHIYHHX HayK, podecopy

Opnapuenky Pomany CepriiioBudy

PEINEH3IA
KaH1/1aTa TEXHIYHUX HayK, CTApIIOTro JAOCIiIHUKA, IPOBIJHOIO HAYKOBOI'O
cniBpobiTHHKa HaykoBo-nociiaHoi taboparopii nmpotunii Kibep3arpozam B
aBilaniffHi} ramysi HanioHanbsHOro aBialliiiHOro YHiBEpCHTETY
Oxpimenko Tersanu OJiekcanapiBuu
Ha nuceprauito [lonoxennera Aprema AHaToiioBUYA

«Metonau Ta 3acobu ynpasiiHHs I T-iHuMaeHTaMK Ha 00'€KTaX KPUTUIHOT
iHdopManiiiHol iHppacTpyKTypH», NIPEACTABIEHY Ha 3000yTTS HAYKOBOTO
CTyIIEHs JOKTopa (inocodii 3a cnerianbricTio 122 — KoM 10TepHi HayKu

ranysi 3Haub 12 — [ndopmariitai Texnosorii

1. AKTya/IbHiCTh TEMH AHCEPTANIAHOTO AOC/iI3KEHHS

Juceprarjifine AOCTIJUKSHHS NTPUCBSIYEHO BAXIMBIM TeMi 3a0e3eYeHHs
HajlifHOrO 3axHCTy KpHTH4HOI iH(ppactpykrypu (KI) B ymMoBax IUBHMAKOIO
PO3BUTKY iH(pOpMaLiiiHUX TeXHOJOTiH Ta nuppoBoi Tpanchopmaii. Iiaxix qo
3aXMCTY KPUTU4YHOI iHPopMatiitHol indpactpykrypu (KII) Big IT-iHuuaeHTis €
HaJ[3BUYaHHO BaKIIMBUM, OCKiIbKH OyIb-sKi nopyineHus B podoti KI MoxyTs
IIPU3BECTH A0 CEPHO3HUX HACHIIKIB AN €KOHOMiKH, TPOMAICHLKOTO MOPSIKY,
OXOPOHM 3[J0POB'S Ta IHIIKX KUTTEBO BAXKIIUBUX CEKTOPIB JIEPIKABH.

AKTyalbHICTD TeMH MOCHIJPKEHHS IIONsrae B TOMY, I[IO B YMOBax
3pocTarouoi KiIbKocTi Ta cknaaHocti [T-3arpos, HeoOXigHO po3poOsATH HOBI
METOH OLIHIOBAaHHS CTaHy 3aXWIICHOCTI Ta ynpaBiiHHs IT-iHUugeHTaMK U1
3abesneyeHHs HafiiHOrO (yHKIionyBanHs KII. BincyTHICTD Halle)KHOTO 3aXHUCTY
MOJK€ TPU3BECTH A0 3YIIMHKYA KPUTHYHUX QYHKLIN JepikaBH, 1[0 B CBOK) Yepry
MOXKE MaTH KaTacTpo(iyHi HACI1IKK 11 eKOHOMIKY Ta Oe3nexku KpaiHu.

JlocnipKeHHs CIIpSIMOBAaHe Ha BUPIMICHHS BAXITHBUX HAYKOBO-TEXHIYHUX
3aj1ay, 1110 MalOTh SIK TEOPETHYHE, TakK 1 NpaKTUYHE 3HAYCHHS, 30KpeMa po3podKa
MeToliB ynpaBiinag IT-immunentamu ta IT-3arposamu, sKi J03BOJIATH

eQeKTUBHO pPO3HOAUIATA pecypcH Mis Herpanizauii 3arpos. IlpakTuuse



3HAYEHHS OJIEPXKAHUX PE3YNbTATIB IIONSATAE Y MOXIIMBOCTI 1X BUKOPHUCTAHHS
BIATIOBIAHMMHM OpraHaMy [Uisi e(eKTHBHOIO OLIHIOBAHHS CTaHY 3aXHINEHOCTI
KII ta ynpasninns [T-3arpozamu.

Huceprauiiine nocnimxenns [Tonoxennesa A.A. Mae BelMKe 3HAYECHHS [UIS
,3abe3neveHHs HalioHaNBHOI Oesneku aepikasH, amie 3axuct IT-cuctem KII e
KITIOYOBOIO CKIIa[IOBOKO CTabIIBHOrO (YHKLIOHYBAHHS €KOHOMiKH, TPOMAJICEKOr0

HOPAZKY, OXOPOHH 3[J0POB's T IHIIMX KPUTHIHO BAXKITUBUX CEKTOPIB.
2. 3B'A30K po6OTH 3 HAYKOBHMH MPOTPAMaMH, ILIAHAMH, TEMaAMH

PesyneTati jpucepraliiinoi poGoTu BimoOpakeHi y HAyKOBO-IOCIiAHIN
poboTi HanionankHoro aBianifiHOro yHiBEpCHTETY 3a TEMOIO «AITOPUTMIYHO-
nporpaMHe 3a0e3NeueHHs yHiBepCaJbHUX METOJIB 3aXMINEHOTO TepeIaBaHHs
JIAHUX pH BUKOPHUCTaHHI PO3BITYBAILHO-ITOIIYKOBOIO BITJIA»
(nepx. peectp. Ne 0120U101400) (2023-2024 pp.).

3. HaykoBa HOBH3HAa OTPHMAHHX Pe3yJbTATIB

HaykoBa HOBM3HA OTpUMaHHX pe3yJbTaTiB qUCEPTalifiHOi pPo6OTH
OCHOBHUM YMHOM IOJATA€ Y HACTYITHOMY:

— énepuie po3pobneHo Meron ynmpasminHsa IT-3arposamm, sxuii 3a
PaxyHOK CHHTE3y METOAIB  OararoKpHTEepialbHOrO IMPUHHATTS  PpilllEHb,
MOJIECIOBAHHA 3arpo3 Ta (yHKUIl IEepCHeKTWBHOI MIHHOCTI, Ja€ 3MOTy
ineHTH(IKyBaTH, OLIHIOBATH Ta NpiopuTH3yBatd 1T-3arposy 11 ONTHMAIBHOIO
PO3MOLTY pecypciB 3aXUCTy KPUTUIHOL iH(PACTPYKTYPH JEPIKABH.

- YyoockoHaneHo MeTOR BU3HadeHHs npioputeTiB I T-iHimenTis, axuii 3a
PaxyHOK IIpeJICTaBIEHHs I€papXi9HUX CTPYKTYP €JIEMEHTIB MOTEHI[IMHUX 3arpo3 Ta
po3paxyHKy HMOBIpHOCTI X peanisaliii, J03BOJISE KUTBKICHO OIIHUTH IPIOPUTETH
IT-iHIMeHTIB Ta yrpaBaaTH HUME 1Uis 3a0e3MeueH s HeoOXiTHOro piBHA 3aXHCTY
JKUTTEBO BAXKIIMBMX IHTEPECIB IPOMA/ISTH, CYCIIiIbCTRA, IePIKaBH Ta [IPABOIIOPSIKY;

= OmpuUMas  NOOQILUIO20  PO36UMKY METONl  OILIHIOBAHHS  PiBHS
3aXMILEHOCTI, SIKAH 3a paxXyHOK BUKOPHUCTAaHHS HOBMX iHAukartopis IT-Gesrnexu Ta
piBHS 1mMQpoBoi TpaHchopmanil, a TakoX pPO3pOONEHMX PEeKOMEHAalii s
ONTHMi3allil 3aXUCTy Ja€ 3MOTY BU3HAYMUTHU CTaH 3aXHMIIEHOCTI 06’ €KTIB KPUTHIHOI
iHhpacTpyKTypH (CEKTOPY/MiACEKTOPY YK [IEPXKABH B LIJIOMY), @ TAKOXK yHPABIATH

3aXHCTOM 3a3Ha4eHMX 00’ €KTiB B yMOBax BUHUKHEHHS I T-iHIMAeHTIB.



4. IIpakTUYHe 3HAYEHHN, OTPHMAHHX pe3yJiLTATIB

1. Ortpumani pe3ynbTaTd MOXYTh OyTH BHKOPHUCTaHI BiAIIOBiqHUMHU
opraHamMd A0 e(QeKTUBHOTO  OIHIOBAaHHSA  CTaHy  3aXHUIIEHOCTI
cextypy/mincexropy KII, a6o ynpasniuus 1T-3arpo3amu.

- . 2. PeanizoBaHO IIPOrpaMHHI 3aCTOCYHOK, KM aBTOMAaTHU3ye€ IPOILEC
OIHKM  CTaHy 3aXMIIEHOCTI 00’exTiB  KpuTmuHOi  iHGMoOpMmariHOi
iHppacTpyKkTypH, Ans 3abe3nedyeHHs CTPYKTYpOBAaHOTO IIAXOAy OO 300py
JaHUX, TMPOBENEHHs OLIHIOBAHHS pIBHS 3aXWIIEHOCTI T4 HaJa€ KOHKPETHI
peKOMeHpalll a8 IOKpalleHHs Oe3lMeKd KPUTHYHOI iHhopMamiiHol
1HQPACTPYKTYPH.

3.  PeanizoBaHO MeTOAMKY, SIKy MOXHA BHKODHUCTOBYBATH [l
BU3Ha4YeHHs npioputeTiB  IT-iHmmaenTiB, 1m0 103BoisS€  €(QEKTUBHO
inenTudikyBaTd Ta mupioputusysar iHuuaentu Ha OKII Ta onTmMizyBaTH
po3mozin pecypciB, 3abesnmedyloud HaAiMHiCTE Ta CTIMKICTP KPUTHYHKX
1HpOpMAITIITHUX CHCTEM.

4. Peani3oBaHo NporpaMHuii 3aCTOCYHOK Jyist yrpaBiinus I T-3arpozamu
KPUTUYHOI  IHQOpMalilHOi  IHQPACTPYKTYpH, SKHM LUSIXOM  CHHTE3Y
OararokpuTepianbHOro MeToxy NpHiHATTS pilens TODIM Ta Momenmo 3arpo3
STRIDE, no3ponse e(eKTHBHO ineHTH(IKyBaTH, OLIHIOBATH Ta IPiOPUTU3YBATH
3arpo3M, BPAXOBYIOUM IXHIO HMOBIPHICTB, MOTEHIIMHUA 30MTOK Ta CKIAIHICTB
peasizarii.

S TeopetuuHi pe3yNbTaTi aucepraii Ta pe3yIBTaTh
eKCIIEPUMEHTAIbHUX JOCHIKEHb BIPOBAIKEHI 1 BUKOPHCTOBYIOTHCH Y
HayKoBO-H0cIiaHI# gismeHocTi HIJI mpotuzii kiGepsarposzam asiailiiHoi ramysi
HAYV (akt BnpoBamxenns Bix 11.12.2023), a takox y JepxHJII Texsomoriii
KibepOesneku Ta 3axucty iHbopMarii oIf MDiABUINEHHS e(QEKTHBHOCTI
migroroBku (axisuis 3 IT Ta 3a6e3neuenns 3axucty OKI (axT BrpoBamKeHHs
Bix 14.06.2024).

S. MoBa Ta cTH/Ib BUKJIAJEHHA Pe3yJIbTATiB

Hucepraniitna pobora HanmwcaHa YKpaiHCEKOKO MOBOIO, C(OPMOBaHA
TIOCTIIOBHO Ta JOCTYITHO, 3 BUKOPHCTAHHAM 3arajbHONPUAHSATO! TEPMiHOJIOTII,

3 ypaxyBaHHSIM HAyKOBMX NMpoOseM, TeHAEHIIi! Ta BUMOT rajiysi.



6. IloBHOTA ONPH.IIOTHEHHS Pe3yJILTATIB Ta JHCEPTAUiHOI po6oTH

OcHOBHI HayKOBi pe3y/bTaTH AucepTariiHol pobotu omyGnikosani y 30
HayKOBHUX Mpaldx, 13 HUX: 1 po3zin y KonekTuBHiH MoHOrpadii, 5 HayKoBHX
CTaTel, HaApPyKOBaHUX Y BITYM3HAHUX (AaXOBUX HAYKOBHX BHIAHHAX,

.. 15 my6nikamii, BKIIOUEHUX A0 MDKHAPOIHHX HAYKOMETpHYHHX 6a3 Scopus, a

TaKoX 9 Te3 NONOBiAEH Ha HAYKOBO-NIPAKTUYHUX KOH(MEPEHIIIAX.

7. 3araJbHa XapaKTepHUCTHKAa CTPYKTYpH PpoGoTH Ta 3MicTy

AUCEePTANIHOTO JOCTiIKEeHHA

Juceprauifine cknajaeTbcs 3 aHOTAalii, 3MICTy, BCTYNYy, YOTHPBOX
PO3/1L71iB, BAUCHOBKY, CIIUCKY BUKOPHCTAHUX JKepell Ta foaarkis. [ToBauii o6csar
pobotu cTanoBUTH 180 CTOPIHOK IPYKOBAHOIO TEKCTY, 3 HMX aHOTALd — Ha 4
CTOp., 3MICT Ha 2 CTOp., OCHOBHHMN TekcT Ha 151 crop., cmucok i3 125
BUKOPUCTAHMX JKepeln Ha 17 crop., nogatku Ha 29 ctop. [uceprarniisi MiCTHTE
30 pucyHkiB Ta 38 TabnuIb.

Y Berymi aBTOpoM c(OpPMYIBOBAaHO aKTYalbHICTh, MeTy, 3ajadi
NOCHIKEHHS, HAYKOBy HOBHM3HY Ta IPAKTH4HY IiHHICTh OTPHMAaHHX
pe3yJbTaTiB, IPEACTaBISHO BiIOMOCTI IOJ0 iX BIPOBAJKEHHS.

Y mepmomy po3iiai aucepTaniiHOTO MOCHTIKEHHSA OyJIO JeTalbHO
IpOaHasi30BaHO OCHOBHI migxoau jo 3axucty KI Vkpainu Ta iHmmx kpain
cBity. Takox Oynu mnpoanamizoBani cy4acHi MeTogu ympasimiHs IT-
IHUMAEHTaMH, fKi J03BOJIIOTH €DEeKTUBHO iAeHTU(IKYBAaTH, OLIHIOBATH Ta
YIPaBIATH PU3UKaMH, OB’ s13aHUMU 3 [T-3arposamu Ha 00’€KTax KPUTHYHOL
iHdopmaniiinoi iHnppactpykrypu (OKII). V xXomi gociigkeHHsS BH3HAYEHO
nepeBaru Ta HeJOJIKH IMX METO/IB, a TAKOX MOXKJIHMBOCTI X iHTerparii mms
niABUIIEHHs piBHs 3axuuieHocTi KI.

Y napyromy posgini 0yno yZoCKOHaJeHO MeTON BH3HAUYEHHS piBHS
saxumieHocti OKII nuisxom BrpoBamkeHHs: HOBUX iHuKaropiB IT-0e3nexu Ta
pisHs 1udpoBoi TpaHchopManii. BUKOpHUCTaHHA LKMX IHAUKATOPIB J03BOJIMIIO
JieTaJIpHIIIE OLIHHUTH CTaH O€3NeKH Ta BUSABHTU CIAOKi Micus i moTeHIiMHi
pusuxu. Kpim 1poro, po3poGneHi peKoMeHAaIll 100 ONTHMIzalii 3aXHCTy
OKII copusatumyTh Oibll TOYHOMY BU3HAYEHHIO IXHBOTO CTAHY 3aXHINEHOCTI
Ta e(EKTUBHOMY YIPABJIiHHIO 3aXUCTOM Bij IT-iHIMIEHTIB.

Y TpeThoMy po3aiai 6yo yIOCKOHaNEHO METO BU3HAYEHHS IIPIOPUTETIB
IT-iHUMAEHTIB  IIIAXOM CTBOPEHHS I€papXiYHUX CTPYKTyp €JIEeMEHTIiB
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MOTEHIIMHKX 3arpo3 i po3paxyHKy HMOBIpHOCTI iX peanizaiii. Takox, y oMy
po3zini 6yno po3pobieHo MeTox ouinoBanHs I T-3arpos3, AKHi OEAHY€E METOIH
OaraTokpuTepiaJbHOTO NPHHHATTS PillleHb, MOJEIOBAHHS 3arpo3 Ta (QyHKIIIO
IPOCIEKTUBHOI LIHHOCTI, IO [J03BOJISE€ ideHTU(IKYBaTH, OLIHIOBATH Ta
,ipioputu3yBatd IT-3arposu Assi ONTHMANBHOTO PO3MOJINY PECYPCiB 3aXHUCTY
KPUTHYHOT iHPPaCTPYKTYPH JE€pPiKaBH.

Y yersepromy po3miii Ha OCHOBI Po3po6JIEHOrO CIENiali30BaHOrO
IPOrpaMHOro 3abesnedeHHs OyJIM NPOBEIeHI eKCIIepUMEHTAIBHI JOCTIIKEHHS
ans pisHux cektopiB KI, Takux sk mudposi TexHOJOrII, TelekoMyHikaii,
CHEPreTHKa, OXOPOHa 3[J0POB'sl, TpaHCHIOPT Towo. L1e 103B0sIMI0 BepudikyBaTu
po3pobiieHi y poboti metonu ynpasninas IT-isnunentamu aa OKII.

Y BHCHOBKAX CTHCIIO TPEACTABICHO OCHOBHI HayKOBi Ta IPaKTHYHI
pe3yJIbTaTy AUCepTaliiftHOl poOOTH.

Y momaTkax BMILIEHO aKTH BIPOBA/DKEHHS pE3Y/IbTATiB AUCEPTAIiMHOI
poboTH Ta KoM pealizallil IPOrpaMHHUX 3aCTOCYHKIB.

Hucepraniiina po6ora opopmiena BiamosigHo no sumor Hakxasy MOH
Yxpainu Big 12 cigns 2017 p. Ne 40 «I1po 3atBeppkeHHS BAMOT 0 0(OpMISHHS

JaycepTanii.
8. Hemosiku Ta 3ayBaseHHs o poboTi

1. Merpuku Ta iHIUKaTOPH, po3po6ieHi aBTopom y posaini Il 1 metony
BU3Ha4YeHHs mnpiopuTeTiB IT-iHmunentie wa OKII, moxyts 6yTu 3aHamTo
MIOBEPXHEBUMH 1 HE BPaxoBYBaTH crerrdiuti noTpeGu Ta 0co6IUBOCTI Pi3HAX
ranyseit KII. Lle moxe npu3sBecT# 10 HEOOCTATHROI TOYHOCTI Ta €EKTUBHOCTI
TIPH 3aCTOCYBaHHI B pi3sHUX yMoBax. OKpiM TOro, 3arporoHoBaHi eTarH i KPOKH
MOXYTh OyTH HaATO CKIATHUMHU sl IPaKTUYHOTO BUKOPUCTAHHS B PealbHUX
ymoBax. OcobnuBo 1Le cTOcyeThcsi (OPMYBaHHS MHOXKHH METPUK Ta
00uKCIeHHs iHAEKCIB, 110 MOXKE BUMaraTd 3HAYHUX PECYpPCIB Ta CTlellialbHHUX
3HaHb, IKMX MOXe He OyTH y BCiX oprasisaiiii.

2. Y pospuini Il mpu po3po6ui Metony ynpasniuns IT-3arposamu na OKII
Npolec BHU3HAYEHHsS BaroBUX KOe(ILIEHTIB KPHTEPiilB Ta OLIHKH 3arpos
3HAYHOIO MIpOIO 3aJIeXUTh Bil Cy0'€KTHBHHMX OLIHOK excrepTiB. Lle Moxe
IIPU3BECTH 10 YIEPENKEHOCTI Pe3yNbTaTIB, 0COBIUBO AKINO €KCIIEPTH MAalOTh
pisHi mormsau abo HeJOCTATHiM JOCBIL y MEBHMX acleKTax 3arpo3. A TaKoX,

MOe€ 3HH)KYBAaTH TOUHICTh Ta HaJilHicTh ominku IT-3arpos.
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3. Tlpouec 300py, OLIHKK Ta HOpMai3allii JaHUX MoXe GYTH CKIagHUM i
PECYPCOEMHUM. Y BENWKMX 1 CKIATHUX CHCTEMAX, J€ KiIbKICTh MOTEHILIHHUX
3arpo3 1 KpHTepiiB 3HayHa, HOpMAli3alis JaHUX MOXe OYTH BaXXKOK I
peanizauii Ta nixTpumku. Lle Moxe npU3BeCTH 0 3aTPUMOK y MpOILeci OIIHKH i
,HEOOXIZIHOCTI 3aTy4eHHs JOIATKOBUX PECypCiB.
| Ilpotpe BapTO 3a3Ha4YWTH, IO BHCIOBJIEHI 3ayBaKeHHS HE €
BU3HAYaJIbHUMM 1 HE 3MEHILYIOTh 3arajibHy HayKOBY HOBH3HY Ta 3HAYMMICTh

OJIepXKaHUX Pe3YJIbTATIB.
9. BucHOBKH

Beaxaro, mo nuceprauiiiHa pobora 3mo00ysaua IonoxkeHueBa A.A. Ha
TeMy «Meronu Ta 3aco0u ynpapninaa IT-iHnuaeHTaMu Ha 06'€KTaX KPUTUYHOT
iHopmarniinoi iHppacTpyKTypu» BHKOHAHA Ha BUCOKOMY HayKOBOMY PiBHi, He
MOpyIIy€e IPHUHLMIIIB aKaZeMiqHOT JoGPOYECHOCTI Ta € 3aKiHUEHOIO, 1[1JIiCHOIO,
a CYKYIHICTh NPAaKTUYHUX | TEOPETHYHUX Pe3yJbTATiB Mac BaroMe 3HAYEHHS
A ranysi 35aHb 12 «IHpopmaliiini TexHomorin.

Taxum yuHoM aucepranifiHa po6oTa BiAIOBifae BUMOraM MyHKTIB 6-9
«Ilopsimky npucymkeHHs CTyNeHs JOKTopa ¢inocodii Ta ckacyBaHHs pileHHS
pa3oBoi creniangi3oBaHOi BYEHOI painu 3aKaaly BHINOI OCBITH, HayKOBOI
YCTaHOBH PO MPUCY/DKEHHS CTYIEHs JOKTopa ¢inocodii», 3aTBEpIKEHOr0
Iocranosoro KMV Bix 12.01.2022 Ne 44, a ii asrop IlonoxeHies Aprem
AHaToNifoBUY 3aCIyTroBye IPUCYIKEHHS HAYKOBOIO CTyIEHs JOKTOpa
dinocodii 3a cnemiamshicTio 122 — Komm’roTepHi Haykd raiay3i 3HaHbB

12 — Tndopmaniiiai TexXHOJIOrII.

PEIIEH3EHT

.H.c. HIUT nmpotunii kibep3arposam B
aBianiiHii ranysi HanjonansHoro

aBialiifHoro yHiBepcurery &7,
i y/ ,’?;77.. 77 37—
K.T.H., CT. JOCJIiTHUK Q- W7 Terana OXPIMEHKO
« » e
R 5 S W
ZFD T L
- : "U:I f i u ‘y L@
: '?:%*fcg‘ﬁmék Ha4YaAbHMKa Biaainy kaapis
Nl 51?9;’}!:@:%@3'6 asianiiiHoro ynisepcurery
N e T
’ o (e REL S XL
27 ot L 4 ’,/ -

R
N



