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ToyoBi pa3oBOi  Creliani3oBaHOi BYCHOL
pagu - HanioHansHOrO aBialiifHOrO
YHIBEPCUTETY

ZOKTOPY TEXHIYHUX HAyK, npocbecopy
Onapuenky Pomany Ceprifiopudy

PENEH3IA
- 2% JOKTOpa TEXHIYHUX HayK, IIpodecopa -_—
3aBinyBada kadempu KOMII'IOTepHEX iHhopMaliiHIX TEXHOJIOT1H
Capuenko Ajginn CTanic/iaBiBHE
Ha JucepTariiiny poboty ITonoxenmesa ApremMa AmnatonifioBu4a
«Mertoyw Ta 3aco6u ynpasiinas I T-iHipneHTaMu Ha 00'eKTax KpUTHIHOL
- imdopMariitsol iHGpacTpyKTypr» IofaHy Ha 3000yTTS CTYIEHs I0KTOpa
dinocodii, 3a cnenianpricTio 122 «KoMm roTepHi HayKm»
raimy3s 3HaHb 12 «[HpopManiliHi TexHOMOrii»

AKTyanbHicTL TeMH auceprTanii

AKTyaJbHiCTB AucepTanii oGyMoBIIeHa CTPIMKMM PO3BATKOM iH(bopMariifHIx
TeXHOJIOTiH Ta IudpoBoi Tpanchopmaii, mo pobuts 3axuct IT-cucTeM KIOI0BOK0
CKJIAIOBOIO HALHOHAIBHOI Gesnekd. B yMoBax 3pocTarodoi KilbKoCTi Ta CKJIaTHOCTI
IT-3arpo3, ocoOmmBy yBary HEOOXiHO TNPUAUIATH  3aXHCTY KPUTHUYHOL
inQpacTpyKTypH (KI), ockimpku 1i HajifHICTE  BH3HAYAE cTabinbHe
(yHKI[IOHYBaHHS €KOHOMIKH, IPOMAJICBKOTO MOPSIKY, OXOPOHH 3IOpOB'st Ta iHITAX
JKHTTEBO BAXJIMBHX CEKTOpiB. 3pocTaHHs KimbkocTi Ta ckmagmocti IT-3arpos
BAMArae po3poOKH HOBMX METOIB OLIHKH CTaHy 3aXMIIEHOCTi Ta ylpaBimiHH: IT-
inmupeHTamu, 1wo6 3abesmeunTH  HapjiliHe — QYHKIOHyBaHHS  KPUTHYHOL
inpopmaniiinoi indpactpyxrypu (KII). BincyTHicTb HalIeKHOTO 3aXMCTy MOXKE
IPU3BECTH MO 3yNWHKH KPUTHYHUX QYHKUIA JepxaBH, IIO MOXe MaTH
KaTacTpodivHi HACIIKY JJIs EKOHOMIKHM Ta Oe3meKu KpaiHu.

TakuM uMHOM, JWCepTaliiiHe mociuipkeHHs IlomoxeHmesa ApreMa
AHATOJiHOBMYa, CIPSIMOBaHE Ha PO3poOKy edEeKTMBHHX METOMIB YIPABIIHHS T4
npioputuzanii 1T-IHIMACHTaMY, € HaJ3BMYaiiHO- aKTyalbHUM [JIf _ONTAMAIBHOTO
PO3IIOJIiTY pecypciB Ta 3abe3neueHHs Oe3meKn KpHTHIHIX inpopmarniifHuX cuCTEM.

Iucepraniiina poGoTa Ge3nocepeHbo MoB’ 13aHa 3 «OCHOBHMMY HayKOBUMH
HaIpsAMaMH Ta HalBaxJIMBiMEME npobneMamu (yHIaMEHTaTbHEX JOCIIDKEHb Y



rajgysi NPUPONHHMYKX, TEXHIYHMX i rymaHiTapHUX Hayk HamioHampHOi axajmemii
Hayk Ykpainu Ha 2024-2028 poku», BUKOHaHa B Mexax Haykosoro Hampsamy «Hosi
KOMIT'FOTepHI 3aco0u Ta TexHonorii iHdopmarusamii cycHilbcTBa» BH3HA4EHOIO
IPIOPUTETHAM Yy IEpeliKy akTyalbHHX IpobneM MiHICTEPCTBOM OCBiTH i HayKu
Vipainu, konmenmii «[Iporpamu indopmarmsanii HAH Vkpainm-na 2020-2024
POKM 3a OCHOBHAMH Ii HampsMamMu». TeopeTWduHi i IpaKTH4Hi IONOKEHH:
Iucepraniiiol poGorH OynM BUKOPHCTaHi B HayKOBO-IOCHIZHUX poborax, sKi
BUKOHyBaiich y HamioHanpHOMy — aBiamiiHOMy — yHiBepcuTeTi, a  came
«AJNTOPATMiYHO-IPOTpaMie 3a0e3NeUEeHHs. YHIBEPCATBHEX METONIB 3aXMIIEHOIO
IepefaBaHAs JaHMX [PH BUKOPUCTAHHI po3BimyBansHO-momrykoBoro BILIA
(mepx. peectp. Ne 0120U0101400).

OcHoBHHuUiI1 3MicT po6oTH
Y Beryni o6rpyHTOBaHO aKTyaJbHICTh HMCepTallii, BUSHAICHO METY, 00’€KT
Ta TmpexMerT mochimkenHs. CdopMyThOBaHO — HpobIeMy EﬁcepTamHHoro
IOCIIJDKEHHS, HayKOBI 3aBIaHHS, HaBEICHO OCHOBHI HayKOBI Ta IIPaKTUYHI
pesynsrard. BimsHadueHo ocoOucTuii BHecok 3100yBada, ampoOariio pes3y/abTariB
aMcepTaniiinol poboTH Ha KOoH(EpeHIisX, HaBeleHo BimoMocTi mpo myOnikamii Ta
CTpYKTYypy-poboTH. .

V mepmomy pozmimi amcepraril HpOBeHeHO BCeOIUHMI aHalli3 OCHOBHHX
nigxonie mo 3axucty KI B YkpaiHi Ta iHmumx kpainax cBity. Po3misHyTo Metonu Ta
CTaHAapTH, L0 BHKOPHCTOBYIOThCA Ui 3abesmeueHHs Oesmeku Kl, Bkmogarodn
migxomu B CIIIA, €sponeticekomy Coto3i, Benukiii bpuranii, Kanazni, Himequnsi,
Ascrpanii-Ta Snonii. OuiHeHO HOPMATHBHI BHUMOTU Ta IPAKTHKH, BH3HAYCHO
KJII0YOBI HAIPSAMKH T4 METOIY IMOKpPAIleHHS 3aXUCTy KPUTHYHOI iHPPacTpyKTypH.
Takok IIpoaHaIi30BaHO CydacHi MeTomu ympabiinHs IT-iHoupeHTamu, IO
JO3BOJISIIOTh €(EeKTUBHO iIeHTU(IKyBaTH, OLIHIOBaTH Ta YIPABIATH PH3UKAMH,
noB’s3apuMy 3 IT-iHmmmenTamMu Ha 00’ekTaX KpUTHYHOI  iH(oOpMaIiitHol
indpactpykrypu (OKII). BuzHaueHo mepeBard Ta HeJONIKM IMX METO/IB, & TaKOXK
MOXJIMBOCTI TX iHTeTrpallil s miABUIIEHHS PiBHS gaxnmeHoc:Ti KI.

V npyromy po3miti mucepramnii 6yio yIockOHaJIEHO METOJ BU3HAYECHHS PiBHS
saxumenocti OKII muisxoM BUKopucTaHHS HOBUX iHAMKaTopiB IT-6e3mexu Ta piBHA
mubpoBoi  TpaHchopmamii. BukopucTaHHS HOBUX iHAWKATOpiB  JO3BOJISE
JeTanbHillle ONiHATH CTaH Oe3leKH, aHami3 mudpoBoi TpaHchOpMALIl Jomomarae
BUSBUTH ClTabKi MiCII Ta TOTEHIMHI PU3UKH, a Po3po0JieHi peKoMeH amii moxo
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OHTI/IMISaI_Ill zaxucty 00’ ektiB KII CIIPHSIOTH OiTBII TOUHOMY BU3HAYCHHIO CTaHY ix
3aXHUINEHOCTi Ta e)eKTUBHOMY YIPABIiHHIO 3aXMCTOM Bim IT-i -iHI(AIEHTIB.

V TpersoMy po3misi 6yI0 yIOCKOHAIEHO MEeTO BU3HaueHHs npioputeris IT-
iHIMIEHTIB [UIIXOM  IPENCTABIIEHHS  i€papXidHUX  CTPYKTYp  €JIEMEHTIB
MOTeHIIMHAX 3arpo3 Ta pPO3pPaxyHKy HMoBipHOCTI ix peamizamii. Takox Gymo
po3pobieHo Meron ouiHioBaHHA I[T-3arpos, sKkuif, 3aBASKA CHHTE3y METOHIB
OararoOKpUTEPiaAIbHOTO TPHUHAHATTA pilleHb, MOZENIOBaHHS 3arpo3 Ta QyHKIil
IIPOCHEKTHBHOI  LIHHOCTi,  [X03BoNsf€e  imeHTU(iKyBaTu,  OLHIOBard  Ta
npioputrsyBatd 1T-3arpo3m i ONTHMAJIBHOIO PO3MOALLY PECypCiB 3axHUCTy
KPUTUYHO1 iHGpaCTPYKTypH epKaBH.

Y . deTBepTOMy pO3Iii, Ha OCHOBI pPO3pPOOJIEHOrO CIIEHiali30BaHOTO
IporpaMHoro 3ade3mneueHHs, Oy/aM IMpOBeieH] eKCIIepUMEHTATbHI T0CIIKEHHS I
pizuux cexropis KI, Takux sk 1udpoBi TeXHONOTI], TeTeKOMYHIKaIlil, eHepreTHKa,
OXOpOHa 3I0POB’s, TpaHCOpT Ta iHmi. I{e Jo3Bonmno BepudikyBaru po3pobieHi y
po6oti metomu ynpasiiass [T-innunenramu Ha OKIL.

- OCHOBHI BHCHOBKM MICTITh OTpHMaHi y poOoTi HaykoBi 1 NpakTH4HI
pe3yNbTaTy Ta BiIIOBialOTh 3asBIE€HINA METI i 3aBIaHHIM JOCIII>KEHHSL.

HaykoBa HoBu3Ha quceprauiiiHoi po6oTH

_ BHepine po3poOieHo Meron ympasminHs IT-3arpozamm, skuil 3a
PaXyHOK  CHHTE3y METONiB  OararOKpMTepiabHOro  NPUAHATIA  pileHs,
MOIENIIOBaHHSI 3arpo3 Ta (YHKIII IIepCHEeKTHBHOI I[IHHOCTi, Jda€ 3MOry
ineHTHdiKyBaTH, OIiHIOBATH Ta IpiopuTHU3yBaTH [T-3arpo3m Iy ONTHUMAIBLHOIO
PO3IONLTY pecypcCiB 3aXHCTy KpUTHYHOTL iHQPACTPYKTYPH AEpKaBH.

— YAOCKOHAJIEHO METOJ BH3Ha4YeHHs npiopureTiB IT-iHIMIeHTIB, SKu#
3a paxyHOK IIPeICTaBICHHS i€papXiuHUX CTPYKTYp €leMEHTIB HOTEHIIMHMX 3arpo3
Ta po3paxyHKy HMOBIpHOCTI IX peaiizallii, J03BOJAE KITBKICHO OLIHUTH IIPIOPUTETH
IT-iHITAAEHTIB Ta YIPaBISTH HUMH IJIs 3a0e3MeueHHs HeoOXiTHOTO PiBHS 3aXHCTY
’KMTTEBO BaXXIIUBUX iHTEPECIB TPOMAJISTH, CyCIIILCTBA, IEPKaBU Ta MPABOMIOPSIKY;

~— . OTpMMaB MOJAJILIIOIO PO3BUTKY METOX OLIHIOBaHHA DiBHA
3aXUIIEHOCTI, SKuif 3a paxyHOK BUKOPHCTaHHS HOBUX iHmukaropiB IT-6e3mexku Ta
piBHS 1mdpoBol TpaHchopMarlii, a TakoX pO3pOOIEHUX peKOMEeHIaIil s
OTITUMI3aIlil 3aXUCTy Jla€ 3MOTY BU3HAUUTH CTAaH 3aXUIIEHOCTI 00’ €KTiB KPUTUYHOI
iHbpacTpykTypH (CEKTOPY/IiICEKTOPY UM JEp>KaBH B IIJIOMY), & TaKOXK YIPAaBIATH
3aXUCTOM 3a3HaY€HUX 00’€KTIB B yMOBax BUHUKHEHHS [ T-iHIMIeHTIB.
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C’I’yl’llﬂb OOrpyHTOBAaHOCTI HAyKOBHX  IOJIOKEHD, BHCHOBKIB |
pekomMenaauiii, chopmMy/ILOBAHMX Y AMcepTaNil, T2 IX JAOCTOBIpHICTD

OO6IpyHTOBAaHICTE Ta JOCTOBIPHICTH HAYKOBUX IIOJIOXCHD, BHCHOBKIB 1
peKkoMeHmaniii ucepranii 3a6esneqyeTLc>1. apryMEHTOBaHMMHU DPE3yJbTaTaMH
JNOCHIKEeHb, CIIBCTABJICHHAM 3 pe3yJbTaTaMd MaTeMaTHIHOTO i mporpaMHOro
MOJIEMIOBAHHS, & TaKoX ix Bepn(bncame}o yepes aBTomaTmauno npouecus
3aCTOCYBaHHS PO3POOIICHUX METO/IB YIIPABJiHHS IT-iHUEAeHTaMH.

IMpakTnyHe 3HAYEHHS OfEPKAHAX pe3ysbTaTiB

L. PeanizoBaHO IPOTpaMHMIl 3aCTOCYHOK, SKHH aBTOMATH3ye TIponec
OIiHKH CTaHy 3aXHIIEHOCTI 00’ €KTiB KPUTHIHOT iH(opManiiHOl IHQPACTPYKTypH, VLA
3aGe3Teden s CTPyKTYpOBAHOTO MiIXORKY [0 300Dy NAHWX, TIPOBEIECHHS OLiHIOBAHHS
piBHS 3aXWIIEHOCTI Ta Hajae KOHKpPETHI peKOMeHAalil i MOKpareHH] Oe3meKn
KpUTHYHOI iH(opManiiHOI iHYPaCcTPYKTypH.

2, PeatizoBaHO METOIVKY, SKY MOKHA BUKOPHCTOBYBAaTH Il BU3HAYEHHS
npiopureris  IT-iHIMAEHTIB, IO JO3BOJAE edexrmBHO  imeHTHGiKyBaTH Ta
npioputusysarn  iHippent Ha OKIL Ta ONTHMI3yBaTd pPO3MOALT  Pecypeis,
3a6e3MedyI0UH HaIiifHiCTb Ta CTIMKICTh KPUTHIHAX {HQOPMALIHAX CHCTEM.

3 Peai3oBaHO IMPOrpaMHMIl 3aCTOCYHOK mis ympasninus IT-sarposamu
kputmaHoi  imdopmauiiimoi  iHdpacTpykrypu, — SKME =~ LUDIXOM  CHHTE3Y
GararoKpUTePiaibHOTO METOHY MPHAHSITTI pimers TODIM Ta MOIEIUIIO 3arpo3
STRIDE, no3Boisie e(eKTHBHO ifeHTHGIKyBaTd, OLIHIOBaTH Ta TIPIOPUTH3YBATH
3arpo3d, BPAaxXOBYIOUM IXHIO HMMOBipHiCTB, HOTCHMifiHMIA 30MTOK Ta CKIAJHICTh
peaizariii.

4. TeopeTyyHi pe3yysraTd AMCepTalii Ta pe3y/IsTary eKCIIEPUMEHTATBHIX
NOCTiKeHb BIPOBA/PKEHI i BUKODUCIOBYIOTBCA y HAyKOBO-HOCITHIH IisUTBHOCTI
HJUI mpormpil kibepsarposaM apiarilinoi ramysi HAY (aKT BIPOBA/PKEHHS Bl
11.12.2023), a Takox y JlepxHJII TexHomori# KiGepOesnekn Ta 3aXUCTy inhopmari
TSI THABUIIEHHS e(EKTUBHOCTI IiINOTOBKA daxismis 3 IT Ta 3a0e3meueHHs 3aXUCTY
OKI (axT BrpoBapkeHHs Bift 14.06.2024).

AnpoGauist pe3yJbTaTiB AucepTamii
OCHOBHI pe3y/IsTaTH mwcepramniiioi poGoru Gymu IIpefCTaBlIeHl Ta
0GroBopeHi Ha TaKMX MIXXKHAPOJHHX HAYKOBO-TEXHIUHMX Ta HayKOBO-TIPaKTHYHHX
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xondepenmisx: «12th IEEE International Conference on Intelligent Data Acquisition
and Advanced Computing Systems:Technology and Applications» (M. Jopr™yHz,
2023), «1st International Workshop on Social Communication and Information Activity
in Digital Humanities» (M. JIpBiB, 2022), «VIII International conference “Information
Technology and Implementation» (M. Kuis, 2021), «The 3rd International Workshop on
Intelligent Information Technologies & Systems of Information Security» (M.
XmenpaAnpkuii, 2022), «[lepcrexTvBHi HanpsIMKA 3axucTy iHpopmawii», (M. Oneca,
2021).

IyGnikamii

OCHOBHi HayKOBi pesynsTaTH aucepTaliitHoi pobotu omyGmikoadi y 30
HAayYKOBHX TIpallsiX, i3 HEX: 1 PO3MiN y KONEeKTHBHiH MoHorpadii, 5 HayKOBHUX CTaTeH,
HaJ[pyKOBaHHX y BITUM3HAHMX (PaXOBUX HAYKOBHX BHUJIAHHSX, 15 myGmnikarii,
BKITIOUEHMX 1O MDKHApOJHMX HayKOMeTpHYHHX 6a3 Scopus, .a. Takox 9 Te3
JIOTIOBizIell Ha HAYKOBO-IIPAKTHYHIKX KOH(EpeHIIisX.

3ayBaskeHHS 10 poooTi

1. PospoGiIeHnii aBTOpoM y APYrOMy poO3dimi MeTom mHoTpebye OimpII
YiTKOTO -BU3HAYEHHS KpPHTEPiiB OMIHKA e(heKTHBHOCTI pEKOMEHIALid IIomo
omrumizamii 3axucry OKIL 3okpema, HeoOXifHO YTOYHMTH, sKi KiNbKicHI abo
SIKICH] [IOKA3HHKM MOYKHA BUKOPHUCTOBYBATH JUTS BUSHAYEHHS KOITHMAILHOI0)» 260
«IOCTATHBOTOY» PiBHA 33aXMCTY, @ TAKOXK VI OIiHKH PE3YyIBTATiB BIPOBAIKEHHS
pexoMeHpalliit. Binbm uiTke BU3HAYEHHs KPUTEPiiB OLIHKH 3pOOWTH peKOMEeHIaNii
GibLI PAKTHIHIME T4 KOPHCHUMU JUTS IIOTEHIIHHNX KOPUCTYBAYiB METOLY.

2. Mertoz Bu3Ha4deHHs npiopureriB IT-iHIWAEHTIB, 3alPONOHOBAHUH Y
TpeTboMy pO3AULL poGord, Gasyerbcs HA BHKOPHCTaHHI METONy TOMApHMX
IIOPiBHAHB Ta MOXe OyTH Cy0'€KTHBHEM Ta 3aJIE)XHUM BiJ{ eKCIIEPTHHX ominok. Lle
MOXe [PH3BECTH JIO HETOTHHX a60 [OMIAIKOBUX BU3HAYEHb IpiopuUTETiB, 0COOINBO
AKIO eKCIePTH MaloTh Di3Hi TONIAAM a0 HENOCTAaTHIO KillbKiCTh BXiTHOI
indopmarii. KpimM Toro, pospobnennit MeTox (OKYyCyeThCs Ha CTarHYHiM OITIHTT
npiopureri IT-iHIMueHTIB, He BPaXOBYOUH JUHAMIYHUH XapakTep IT-3arpos.

3. Ha puc. 3.1. 300paxkeHa cxeMma peaiizailii METORAY BHU3HAYCHH:
nplopmenB IT-3arpo3, IpoTe Ha CXeMi BIICYTHE Blz[o6pa>KeHH;1 BXiTHUX Ta
BUXi/[HUX JIQHHX, IO JIEIIO YCKIIAJHIOE PO3yMiHHS IPOLECY pOGOTH MeTONy.
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4, YV werBepToMy po3mimi, mpu Bepubikamii meromy ympasminas IT-
3arpo3aMH, HaBeJeHO BaroBi KoedillieHTH I KpuTepiiB OLIHKH 3arpos, aje ix
OOGIPYHTYBaHHS He € JOCTaTHBO NEPEKOHNMBMM. Ha MO0 JyMKy, BapTo oyno 6
IIPOBECTH OiNbII AeTalnbHUI aHali3 Ta apryMeHTyBaHHs BHOODY KoedimieHTiB,
MOYJIMBO, 3 BUKOPUCTAHHSAM €KCIIEPTHUX OLIHOK 200 CTATHCTHYHUX JAHHUX.

B1113Haqu1 3ayBaXCHHA HE CTaBIATH IIX CyMHIB OCHOBHI HayKoBi Ta
IIPAKTHYA] Pe3y/IBTAaTH i CyTTEBO HE BIUIMBAIOTH HA 3araibHy IO3UTHBHY OLIHKY |
aucepraliiaoi po6oTH.

Bucnosok

I[HcepTauluna poGora Ionoxenuesa ApreMa AHATONIHOBAYA NPE/ICTABIIALE
coGOI0 3aBepIleHe aKTyalbHe HAayKoBe OCIiZKeHHA. B poGOTi OTpMMaHO HOBi
HAyKOBO-TEXHIUHI PE3yNBTaTd, sKi JO3BONSIOTH - PO3BUHYTH METOAM Ta 3aco0H
ynpasnigas IT-iHUaeHTamMu, MO MOXYTh OyTM BHKOPHCTaHi BiIIOBIIHUMHU
opraHaMu 1y eeKTHBHOTO OLIHIOBAHHS CTaHY 3aXWIIEHOCTI CEKTYpy/MiACeKTOpY
kpuTHaHOI iHdopManiiHoi indpacTpykTypu, abo ynpasninas [T-3arpozamu.

BBaxkaro, Mo JaHA JWMCEpPTallis BiANOBifae BUMOraM IO AUCEPTAI[iHHOTO
JOCHiKEHHS Ha 3000yTTs CTymeHsa Joktopa ¢inocodii, Haenenum y Ilocrarmosi
Ka6inery Minicrpip Vkpaimun Ne4 Bim 12.01.2022 «IIpo sarBepmxenHs ITopsanky
IPUCYIKEHHS CTymeHs AHokTopa dimocodil Ta ckacyBaHHS pilCHHS pPa3oBOl
cremianizoBaHoi BYeHOI pagd 3akjagy BHUINOI OCBITH, HAyKOBOI YCTaHOBH IIPO
IPUCYIKEHHS CTyIIeHs ToKTopa dinocodiin.

Iucepraniina po6ora Moxe OyTH HpeAcTaBIeHa Juid oGiifHoro 3axucry y
pasoBiif cremiamizoBanifft BueHid pami, a 1 asrop, IlomoxeHues Aprem
AHaroniifoByY, 3acIyroBy€ Ha NpPHUCYIKEHHS CTyIeHs Jokropa ¢imocodii 3a
cnemianeaicio 122 «Komm’loTepHi Haykm», ramysi 3HaHb 12. «IHdopmamidini
TEXHOJIOT1i».

PEIIEH3EHT
JIOKTOp TEXHIUHHUX HayK, Ipodecop,

3aBiyBa4 Kadeapu KOMII'FOTEpHUX /&f
indopMaIliifHUX TeXHONOTiA éd
HamnioHaasHOro aBialliifHoro yHiBEpCUTETY
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