
Piureunq
paronoi cneqia.nironauoi eqeHoi paJH

rpo rpncyAr(eHHq cryreHq Aor$opa Qhocoeii

3,1o6ynauKa cryneHs AoKropa $iirocoSii lleuxx Harani.q Ceprirnua- 1993 po5)
Hapotr)KeHHt' rpoMaAxura Vxpiluu, oceira BI4rrIa, s4o6y,ra cryniHr 6aranaepa ra
cneuialrnicno 6.050102 Kovn'rorepna iuNenepix (Xnaenrnuusrufi Hauionanrsrli
yHinepcvrey 2014) ra cryninr cneqia.rricra sa cneqia,rruicrto 123 Kovr'rorepna
iuxenep ix (Xtre.rmHzqrrufi uaqioHzurrnufi ynieepcr4rer, 20 17 ).Is BepecH{ 2017 poKy po3noqar'ra cBoro rap'epy Ha noca4i iuNeHepa
iHSopMallifino-xoun'torepuoto rIeHTpy XuemnuqbKoro uaqiouzurrnoro
ynieepcrarery. 3 6epe:n-a 2020 poKy - iHcrpyrrop Mepexeeoi ara4euii Cisco. V
xoerHi 2021 porcy 6ym npl43HaqeHa Ha rrocaAy sanigynava ni44iny o6clyronyBaHHt
ronan'rorepin ueHTpy qra$ponzx rexnororifi XuelruzqbKofo uauiosalrsoro
yHinepczrery. 3 BepecHr 2021 poKy rrpaqroe Ha xaSe4pi r<i6ep6e:nercu
Xrue;rrHraqbKoro uaqioua,rruoro yuinepcrrrery ua nocagi acvcreHTa, Ae npaqroe Ao
renepiuruboro qacy. V rpanHi 2024 poKy rrpr43Harrena repinurrKoM HasqamHo-
HayKoBoro rleHrpy ri6ep6esuexu Xve,rbHI4IIbKoro uaqiouanbHoro yHieepczrery.

Pasosa cneqiarieorana BrreHa pala yrBopeHa HaKa3oM lepxannoro
HeKoMepqifinoro ui4nprael,rcrea <lepxasurfi yninepcvrer <Kuiscrrcufi asia\iiaHuft
iucrnryr>> Miuicrepcrsa ocsirn i uayxu Vnpaiuu, nr. Kuis eia 30 rpaBHr 2025 pot<y
N340ioa. y crla4i:
]-o:oeu pasoeoi' cneqianisoeauol' eueuol'padu - llr.arrorca Cepriq O.nerccaHApoBuqa

- AoKTopa rexHi.rHrlx HayK, npo$ecopa, npo$ecopa xa$e4pu r<ouu'rcrepHr4x
iHSopnaaqifinax rexso;rorifi ,{epNannolo HeKoMeprlifinoro ni4npuevcma
<f ep xannufi yu in ep crrrer <<KriscbKra ir ar'ia\iifint fi iHcruryr > >.

Pe4euseumie - OaapqeHKa Po*raHa Cepriftonvqa - AoKTopa rexniqsux HayK,
npo$ecopa, AeKaHa Sarynrrery aepouaniraqii, e,rerupoHirra ra
reJeKoMyniraqifi [epxanuoro HeKoMeprliftHoro ni4npraeucrna <lepxannufi
vHlBepcr4TeT <KziscbKufi aBtaufi4H,uu lHcTr{TyT).
Irrenrco AsHu BaAunrinHn :r;a:aglagara rexsiqsux HayK, AoueHTa,
:anilyaavru rca$egpur xi6ep6esnexz lepNanuoro HeKoMepqifinoro
ni:npueucrna <lepxasHrafi ynieepcrarer <Kuiscsxuit aeiarlifiHufi iucruryr>>.

Onoueunie - Kaslripuyrc CsirraHu Bo.noAuruupinnr.r - AoKTopa rexni.rHrx HayK,

npoQecopa, npo$ecopa ra$e4pra cr{creM ra rexuororifi ri6ep6e:nercN
Jepxannoro yHieepcr4rery in$opuaqifino-rovrynixaqifisux rexso;rorifi .

Kopveuxo AHnH O.nerccanApinnu AoKTopa rexHi.rHzx HayK, npoSecopa-
npoQecopa r<aSe4pu 6esueKa in$opuaqii ra rereronyuixaqifi Hauiona-rbHoro
reruiqsoro yHieepcrrrery <fininponcrxa uo,rirexsira>.

sa raci:asni 14 ceprH-s 2025 poKy rpufinxna pirueuHr npo rpuc\--ri\enHil srlneLs
-toh-ropa Si;roco$ii: ra.ny:i 3HaHb l2 <InSopnraqifiHi rexnororii> fler.rsx Hara-rii
Cepriieui Ha niAcraei [pvJtoAHoro 3axr{cry 4raceprauii <^l[ode.ti rtt; ;.ti''::,:)
6u-s&7eHHn aHoMarbHozo mpaQi*y e iuQopnta4iituo-rco:n'uixauiitutrt- -''rJ'.';i.'./-rr. -
L-reuia-rbH icrrc 125 <Ki6ep6esrreKa)).



[racepraqiro BI4KoHaHo y {epNanHorvry HeKoMeprlifiHovry uignpzevrcrei
<f epNannnfi yninepcurer <KraiscbKnff aniauifi n uia incruryrD>, M. Krais.

Hayxoni repinHlarn: Jla-:apeHxo Ceprifi Bono4zrunpoBrrq, AoKTop rexni.rHrax
HayK, npo$ecop, npo$ecop xa$eapu rexHi.rHoro 3axr4cry iHsopuaqii [epNaBHoro
yHinepczre:ry <KvIincrrrafi aniaqiftHufi iHcrzryr>; Knroq IOpifi |Iu"no""", KaHAr4Aar
rexuiqsnx HayK, AoIIeHT, sani4yrau xa0e4pa ri6ep6esnerra XnaelrHrarlbKoro
Harliouamuoro yu irepcr,rrery.

.{lrceptaqiro no4aHo y nurrr4i cneqiamuo ri4roroeJreHoro pyKonucy, B rKoMy
rIpeAcraBJIeHo BAOCKOHIUIeHy MOAeJrb cr4rHarypr4 rraKery Airr IIoIIIyKy aHoMaJrbHofo
rpaSixy, ruo 3apaxyHoK BI,IKJIIoTIeHHI 3 napaMerpin cr{rHarypt4 TaKr4x xapaKTepr4crr4K,
ax posuip 3afoJroBKa, KoHTpoJIbHa cyMa 3aroJroBKa, KoprzcHt4ft po:vrip rraKera, uirra
rloroKy, lpiopurer rlaKery ra KoHTpoJrbHa cyMa rraKery ni4uoni4no Ao rrpraHrlzrry
llapero, sa6esne'{uJlo 3MeHIueHHs qacy aHiurisy rpaSiry. Tarox yAocKoHaJreuo
MoAeJIb rlpoqecy He.rirKoro BI4-f,BreHH.{ aHoMaJrbHoro rpa$ircy, .rra 6a^:yerrcx na
eKcrleprHouy ni4xo4i s $opuyBaHnf,M MHoxr4Hr{ rrpaBr4Jr ra ua6opy riHrsicrnqHnx
sviguux, rrlo Ao3BoJII{JIo pospo6rzrra Hoei ni4xo4u Ao Br,rrrBJreHHr anouzurifi B

iHtlopnaaqifino-rovyHir<aqifinrax clrcreMax. Kpiu rofo, Bneprlre po:po6neno
ri6pwguwit MeroA BI4TBJIeHHT aHoMaJrbHoro rpa$ircy, sxrtit inrerpye rnacu$ ixaqiro
rpatpixy 3a o3HaKaMI,I, MeroA cauono4i6uocri Ta MoAeJrb He.rirroro BVJrBJreHHrr, qo
Aiulo 3Mory 4raHavriuuo SopuyBarr,r Muolr:a:nvr cvrnuryp ra ui4uarqurz e$errusnicrr
BI,IIBJIeHHI aHoMiulbHoro rpaQircy. Ha ocHosi qroro, yAocKoHilJreHo crpyKTypHy
MoAeJIb cI,IcreMI4 BITIBJIeHHI anoNaarifi n iu$opuaqifiHo-rotryniraqiftnzx c[creMax,
tKa 3aBAtKI4 iHrerpaqii ri6pra4uoro MeroAy ra 4nuauiuuor,ry ynpanniuHro
MHoxI4HaMI{ Ao3BoJIeHvx i sa6oponeuux 3'e4HaH6 y peNnnai perurbHofo qacy cilpvfl.na
3MeHrrreHHro HaBaHTalKeHHr Ha o6.rracruonalrui,pecypcr4.

3a trarepiaraMvl4zcepraqiirsuxAocniAxenr ony6niKoBaHo l7 Hayroerzxpo6ir,
y roMy.rplcri: 6 uayronux crarrefi - y HayKouax $axonI4x BrrAaHH.ax VnpaiHz; 1l res
i vrarepia-nie 4ouoni4efi Ha uixuapo4snx i HayKoBo-npaKTr4rrHr4x r<on$epeHqi-ax, s
uzx 5 - y peqeH3oBaHoMy Br4AaHHi, rqo BXoAr{Tb Io 6azu AaHr4x Scopus, 1 - y
peueH3oBaHoMy ora4auHi, rrlo BXoAr4Tb Ao 6asw gauux IEEE, 3oxpeMa:

1. Tiroea B.IO., Kmoq IO.[I., lleusr H.C., KarycrxH M.B.. Fuzzy inference
subsystem for classiS'ing threats to computer information. BzuipronarrbHa ra
o6qucftosaJrbHa rexHira B rexHoJrori.rHrax rpoqecax. 2022. J\b l. C. 57-6I

2. Knroq IO.n., llerrrsK H.C.. BuqsreHns aHoM€rJrbuoro rpa$iry y
3araJIbHoAocryrIHI,Ix KoMn'IorepHr4x Mepelcax. Bnviproeanbna ra o6.rracrroeaJrbHa
rexnira B rexHorrori.rHrx rpoqecax.2022.Ne 3. C. 79-86. DOI: 10.3189112219-9365-
2022-71-3-9

3. Mocrosuiz C.8., llerrr-flr H.C., forora I.O.. {ocri4xeuux e0errznuocri
incrpyueHris eussreHHr i salo6iraHHr BToprHeHb Ha By3Ju4 B KoploparlrBHr4x
Mepe)Kax. BrauipronarbHa ra o6.rucrroeaJrbna rexHira B TexHoJroriqHHx npoqecax.
2023 . Ilb 2. C. 5-8. DOI : 1 0.3 1 89 1 12219 -9365 -2023 -7 4-l

4. Nataliia Petliak. Yuliia Khokhlachova. METHOD OF ANALYSIS OF
OUTGOING TRAFFIC PACKAGE SIGNATURES. 3axncr: iH$oprraaq iT. 2024. Ne. 1 .

C. 179-187. DOI: 10.1837212410-7840.26.18841
5. llernsx H.C. Ananis uo4erefi sra-flereHHr aHoMturifi rpa$ircy B cyqacHl4x



iH$opvaqifiuo-rouyuiraqifinzx cr4creMax ra Mepexax. BuvripronaJrbHa Ta
o6'rzcrlosaJlbna rexnixa B rexHorrori.rHrx rpoqecax.2025.Ilb l. C.IAO-tg6. DOI:
l 0.3 1 89 | t22r9 -93 6s -2025 -8r -2r

6. llerrtqK H.C.. fi6pIa4Huft MeroA Ta cr4creMa Br4rBJreHHr aHoMaJrbHoro
rpaQircy B in$opuaqifino-rouysiraqifinrax cr4creMax. Biqrzr XuemuraqbKoro
uaqionalrnoro yuinepcr4rery. Cepi.r: Texni.rHi HayKr,r. 2025.Ilb2. C. 56I-569. DOI:
r 0.3 r 89 r t2307 -s732-202s -349 -82.

7. Klots Y., Titova V., Petliak N., Cheshun V., Salem A.-B.M.. Research of the
Neural Network Module for Detecting Anomalies in Network Traffic. 3rd International
Workshop on Intelligent Information Technologies and Systems of Information
Security (IntelITSIS2022), Khmelnytskyi,23-25 March 2022.vo1.3156, p. 379 - 3gg.
rssN 16130073 (SCOPUS)

8. Petliak N., Klots Y., Titova V., Cheshun V., Boyarchuk A.. Signature-based
Approach to Detecting Malicious Outgoing Traffic. 4th International Workshop on
Intelligent Information Technologies and Systems of Information Security (IntellTSIS
2023), Khmelnytskyi,22-23 March 2023. Vol. 3373. P. 486 - 506. ISSN 16130073
(scoPUS)

9. Klots Y., Petliak N., Titova V.. Evaluation of the efficiency of the system for
detecting malicious outgoing traffic in public networks. l3th International Conference
on Dependable Systems, Services and Technologies (DESSERT 2023), Athens, 13-15
October 2023. DOI: I 0. I I 09/DESSERT6 1349.2023. I 04 I 6502 (IEEE)

10. Klots Y., Petliak N., Martsenko S., Tymoshchuk V., Bondarenko I..
Machine Learning system for detecting malicious traffic generated by IoT devices. nd
International Workshop on Computer Information Technologies in Industry 4.0 (CITI
2024), Temopil, 12June2024.Yol,.3742.P.97 - 110. ISSN 16130073 (SCOPUS)

I 1. Titova V., Klots Y., Petliak N., Cheshun V., Salem A.-B.M.. Detection of
network attacks in cyber-physical systems using a rule-based logical neural network.
lst International Workshop on Intelligent and CyberPhysical Systems (ICyberPhyS
2024), Khmelnytskyi, 28 June 2024. Vol. 3736. P. 255 - 268. ISSN 16130073
(scOPUS)

12. Petliak N., Klots Y., Titova V., Salem A.-B.M.. Attack detection system
based on network traffic analysis by means of fuzzy inference. 1st International
Workshop on Advanced Applied Information Technologies (AdvAIT 2024),
Khmelnytskyi, 5 December 2024. Vol. 3899.P.201-213.ISSN 16130073 (SCOPUS)

V 4racrycii nssrz yqacrb:

1. fnarrorc Ceprifi O.nerccanrpoBrrq, AoKTop rexHi.rHux HayK, npo$ecop,
npoSecop xa$e4pra KoMn'rorepHr{x iut[opuaqifinux rexsororift .{epxaenoro
yninepcwrery <Kzircmzfi aeiarlifi HXfi incrzry:r>. Oqinrca rIo3I4TIr BHa.

2. OgapueHKo Po*ran Ceprifionuq, AoKTop rexuiuHt4x HayK, upoSecop, AeKaH

Sarynrrery aepoHaniraqii, ererrpoHirra ra reJreKoMyuiraqifi ,{epxanuoro
yH inep czrery <Knie crxufi ar,ia\iftHufi iucrraryr >. Oq iHr<a rI o3I4TI,IBH a.

3. I.nrenrco Anna BaAnnaisHa, Ka:a4.vryar rexHi.IHI4x HayK, AoueHT, sani4ynav
r<afre4pra ri6ep6*rern [epxanHoro yuinepcnrery <KuiscbKlafi asiarJiialr'uir

iucruryr>. Oqinra rro3lrrr4BHa.



Karuip.ryrc CeiTraHa4. Ka3MiprryK ceiTlaHa Bo.no4urrnpinua, AoKTop rexuiqnux rayK,npo$ecop, npo$ecop ra$eApz cplcreM ra rexHoJrorifi xi6ep6e3rreKr4 [epxaeHoro
yninepcrarery iH$opuaqiftuo-xouyuircaqiftHnx rexnororifi. oqiura no3rrruBHa.

5. Kopuenrco AHna orencauqpioHa, AoKrop rexHi.rurx HayK, npo$ecop,
npoQecop r<aSe4pra 6esnerr iu$opnaaqii ra rerreKoMyuirauifi Hauiona-trinoio
rexui'rHoro yninepcl,ITery <.{ninponcrr<a nolirexnira>. Oqinra rro3r{Tr,rBHa.

Pe:ylrrarn ai4r<praroro roJrocyBaHHr :

<3a>-5 qnenis pa;.lz,
<llporu> - HeMae,

<Vrpauanvcb) - HeMa€.
Ha ui4crani pe:ynrrarie ni4rpuroro roJrocyBaHHr pa3oBa cneqiarisoraHa

BqeHa paI.a rprcy&Kye fler.nsrc Haranii Cepriiinni c:ryniHr AoKropa $inoco$ii s
ra;ry:i 3HaHb 12 <IH$opuaqifiui rexuororii>> sa cneqianrHicrro 125 <Ki6ep6eguera>>.

B i4eo:annc rpaHcJrrq ii saxracry Ar4ceprarlii 4o4aerucx.

foroea pasonol cneqia;r
AoKTop rexHiqunx HayK, Ceprifi |HATIOK
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