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[lernsxk H.C. Mogeni Ta MeToAu BUSIBIEHHS aHOMalbHOro Tpadiky B
iH(pOopMallIiHO-KOMYHIKalIHHUX cucTemax. — KaamiikamiiiHa HaykoBa mpauns Ha
nmpaBax pykomnucy. /[uceprairisi Ha 3100yTTs HAYKOBOTO CTyIEeHs JIOKTopa (itocodii
3a cneuianpHicTIO 125 — KibepbOesneka. — JlepxkaBuuil yHiBepcuteT “KuiBchbkuii
aBlalifHui iHCTUTYT . MiHICTEpCTBO OCBITH 1 HaykH Ykpainu, M. Kuis, 2025.

VY cywyacHomy 1mudpoBoMy cepenoBulll iH(opmaliiiHa Oe3neka HaOyBae
BAXKJIMBOT'O 3HAYEHHS JJ1s1 OLJIBIIOCTI OpraHizalliii He3ajleXKHO Bij] iXHbOTO po3Mipy abo
chepu misbHOCTI. Cepel TOJIOBHMX HampsAMIB 3a0e3nedeHHs Oe3MeKH JOMIHYeE
KOHIIETIIIISI BUSIBJICHHS aHOMAJIil y MepexkeBoMy Tpadiky, sKka J03BOJsiE €heKTUBHO
11eHTU(IKYBAaTH 3arpo3H, 10 HE MAlOTh O3HAK, BIIACTUBUX BIJOMHM I1abJIOHAM aTak.
Cucremu BUSIBIICHHS! BTOPTHEHb, sIKI aKTUBHO BUKOPUCTOBYIOTBCS B MEKaX apXITEKTYpP
1H(OpMAaIIHOTO 3aXHCTY, 3/1aTHI 3/IICHIOBATH aHAJII3 MEPEKEBOTO Tpa(IKy B pEKUMI
peasibHOTO yacy. [IpoTe, He3Ba)karouu Ha IX PO3MOBCIOJKEHHSI, OUIBLIICTh 3 HUX BCE
II€ CIHMPAETbCS HA CUTHATypHUM aHami3, e(QEeKTUBHICTh SIKOTO OOMEXY€EThCS
HAasBHICTIO MOIMEPEAHbO 3apEECTPOBAHMX IIAOJOHIB aTtak. Takuil miaxid BTpayae
e(eKTUBHICTh y BHUMAJKaX HOBUX ab00 MoaM(]IKOBAHMX 3arpo3, a TaKOX HE 3/1aTCH
BUSIBJISITU aTak, K1 PO3MOAUICHI y yaci abo MaroTh npuxoBaHuii xapaktep. lLle
MIJKPECIIOE aKTYaJIbHICTh pO3POOKH IHTENEKTYyaIbHUX CUCTEM, OPIEHTOBAHUX CaMe Ha
BUSIBJICHHS AQHOMAaJbHOI AaKTHUBHOCTI, IO JO3BOJIUTh 3HAYHO IOKPAIIUTU PIBEHb
kibep3axucty. OcoOnuBYy yBary B JOCHIKEHHI MNPUAUIEHO aHali3y BUXIAHOTO
TpadiKy, SKUI 4acTO 3IUIIAETHCS 11032 30HOK OCHOBHOT'O MOHITOPHHTY, X04Ya MOXKE
OyTH BaromMuM y KOHTeKcTi Oe3nekd. CTaTUCTHKa OCTAaHHIX POKIB CBIIYUTH IPO
CTpIMKE 3pOCTaHHS YaCTOTH Ta CKJIAJAHOCTI TaKUX aTak, M0 3aBHAl0Th KOMMaHIsIM
3HaYHUX (DIHAHCOBUX BTpPAT, 3HIKYIOTH JIOBIPY CIIOKMBAUIB 1 CTBOPIOIOTH 3arpo3u
Oe3nepepBHOCTI O13HEC-TIPOIECiB. Y 3B’SI3KY 3 IUM aKTyallbHUM € (OpMyBaHHs
e(eKTUBHOT CHCTEMH BHSBJIEHHS aHOMalli y BHUXIIHOMY Tpagdiky SK OKpEMOro

HaIpsIMy 3aXUCTY MEpexKeBO1 1HHPACTPYKTYPH.
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VY 6cmyni 0OTpyHTOBAHO aKTyaJbHICTh JUCEPTALIiHOI pOOOTH, CHOPMYITHOBAHO
METYy Ta OCHOBHI 3aBJIaHHS JOCIIPKCHHS, HaBEJECHO B1JIOMOCTI II0JI0 3B’S3KYy pOOOTH
3 HaykoBUM Temamu. [logaHo aHOTaIil0 OTPUMAaHUX B JIMCEpTallli pe3yJbTarTiB,
BHCBITJICHO iX HAayKOBY HOBHU3HY 1 MPaKkTUYHY 3HAUMMICTh, BIJ3HAYEHO OCOOMCTUMN
BHECOK 37100yBaya y CIIbHUX IMyOIiKaIlisax, HAaBEJEHO KIJIbKICHI TOKa3HUKH CTOCOBHO
OMy0IIKOBaHWX HAYKOBUX Ipallb, CTPYKTYPH Ta 0OCATY qucCepTarlii.

YV nepwomy  po3dini  nucepTalliiHOTO  JOCTIDKEHHS  MPEICTABICHO
KOMIUICKCHUM OTJISJT Cy4acHOro cTaHy 1HdopMaIiiHoi O€3lMeKd B KOHTEKCTI
3pOCTalOyuX 3arpo3 Uil 1HPOpMaLiitHO-KOMYHIKAIHHUX cucteM. OcoOnuBy yBary
OPUAUICHO aHaNI3y BUKJIMKIB, OB SA3aHUX 13 BUSBICHHSM aHOMAJHA y MEPEKEBOMY
Tpadiky, IO € BAXJIMBUM YHMHHUKOM Y MOMNEPEPKEHHI CKIIAJHUX 1 HOBHUX THIIIB
kibepaTak. OKpecIeHO HEIONIKU TPaJAHULINHOTO MOHITOPUHTY, SKUH OpPIEHTOBAHUN
NEepPeBaKHO Ha 3arajbHy OIIIHKY MPOJYKTUBHOCTI CUCTEMH, Ha BIAMIHY BIiJl METO/IIB,
o TependadaroTh BUSBICHHS cCaM€ aHOMAJIbHOI TMOBEMIHKH. Y paMKaxX pPO3JILTy
IPOBEICHO aHali3 ICHYIOYMX MOJeNed BUSIBICHHS aHOMAaJil: CTaTUCTUYHUX,
KJIACTEpHU3allIMHUX, MOBEIIHKOBUX, MOJIEJIEl Ha OCHOBI MAllIMHHOTO HABYAHHS TOIIIO.
Po3rasiHyTo iXH1 0OMEXEHHS, 30KpeMa B yMOBaX BUCOKOI JUHAMIYHOCTI MEPEXKEBOTO
TpadiKy Ta MOSIBU HOBUX, 1€ HEBIIOMHUX aTak. 3poOJEHO aKIEHT Ha OCOOJIMBOCTI
BUSBIICHHS aHOMaJlli caMe€ Yy BHUXIJIHOMY Tpadiky, KM 4acTO HE OXOIUTKOETHCS
TPAAUIIMHUMU CUCTEMaMM 3aXHUCTy, aj€ MOXKE€ MICTUTH BaXJIMBY 1H(POPMALIIIO MPO
3JI0BMUCHY aKTHUBHICTh 200 BUKOPUCTAHHS JIOKATBHUX CUCTEM SIK TUIaT(GOPMU JJIsT aTak
Ha 1HOI pecypcd. TakuM 4YMHOM, y pO31iidl OOIPYHTOBAHO HAYKOBY Ta IMPAKTUUHY
3HAYMMICTh BJIOCKOHAJICHHSI MOJICJICH 1 METOIB BUSBJICHHS aHOMAJIIA 3 OPIEHTAIIIEI0
Ha BHUXIIHUN Tpadik, MO CTAJO OCHOBOI I TMOCTAHOBKH ITIIEH JOCIIIKECHHS.
BuszHaueHo HampsMKH BIOCKOHAJEHHS ICHYIOUMX MIAXOMIB Ta HEOOXITHICTh
PO3pOOJICHHS HOBUX, aIAIITUBHUX PIllICHb HA OCHOBI T1OpUIHUX METOIUK 1 MOJECH
HEYITKOTO aHaJi3y.

YV opyeomy po3oini npenctaBieHo MOJEN MPOIIECiB, 0 OMUCYIOTh MOBEAIHKY
KOPHUCTYBAYiB 1 MOTEHIIIMHUX 3JIOBMUCHHKIB Y MEPEXK1, a TAKOK MojIesielt knacudikartii

MepexeBoro Tpadiky 3 METOIO BUSBIEHHS aHOMalTiid. Po3po0ieHi Moiesni OXOIUIIoI0Th
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pi3HI creHapli (yHKI[IOHYBaHHS MEpexXi Ta THUMHM B3a€MOJIl B Hiif, IO TO3BOJISIE
chopmyBatu 0azy I TOAIBIIOI TMOOYIOBH €(PEKTHBHUX METOAIB BHSIBJICHHS
aHOMaJIbHOTO Tpadiky. 3apONOHOBAHO BIOCKOHAJIEHY MOJIENb MOBEAIHKH THUIIOBOTO
KOpPHCTyBada y BIJKPUTOMY CEIMEHTI MEpEeXi, fKa BpaxoBye peajbHI KpOKHU
KOpPHUCTYBaua IMpHU 3'€THAHHI 3 MEPEKEI0, a TaAKOXX HOro akTUBHICThH IiJ 4Yac cecii.
Takoxx po3pobiieHO MOJenb MOBEAIHKH TMOPYIIHHKA, SIKa OMUCY€E XapaKTepHl il
MOPYIIHUKA B KOHTEKCTI JOCTYNy A0 MEPEXKEBHX PECYPCiB, IO JO3BOJISE YITKO
BIJIOKDEMUTH 3aKOHHY 1 TMOTEHIIAHO 3arpo3jiuBy akKTUBHICTb. OKpemy yBary
NpUAUIEHO (OPMYBAHHIO MOJZIENIl CUTHATYPH MAakKeTy, fKa BUCTYNAa€E BaroMHUM
eJeMeHTOM Y mporieci kiacudikamii Tpadiky. BaxxnuBum etanom € BJOCKOHAJICHHS
mojenel kinacudikaiii Tpadiky 3a 0O3HaKaMU Ta Ha OCHOB1 caMOIoAi0HOCTI. 30Kpema,
BIPOBA/PKCHO KOHIIEMIII0O HEYITKOI Kiacudikailii, Mo J03BOJISIE BpPaxOBYBaTH
HEBU3HAYEHICTh 1 HEIOBHOTY BX1JIHUX J1aHuX. Lle 0cOOIMBO aKkTyaabHO B yMOBax, KOJIU
KJIACUYHI METOJIM JE€MOHCTPYIOTh CYNEpPEeUwINBl pe3yjbTaTH ab0 € HEIOCTaTHbO
YyTIUBUMU 0 CJIAOKUX, aje TMOTEHIINHO HeOe3NmeyHuX BiAXuiaeHb. Po3min
3aBEPIIYETHCS (HOpMaTi3alli€ro BCIX MOJIEICH, sIKI Y TOAAIbIIIOMY BUKOPUCTOBYIOTHCS
AK CKJIaJOB1 YaCTUHHU NP pO3pOOI1Il METOIIB BUSIBJICHHS aHOMAJTIH.

YV mpemvomy po3oini nucepranii 3M1HCHEHO Oe€3MOCepeaHio PO3poOKy Ta
BJIOCKOHAJICHHSI METOJIB BHUABJICHHS aHOMAaJbHOTO Tpadiky, 1o 0a3yloTbcs Ha
MOJIEJSX, OMUCAHMX Yy momnepeanboMmy posaimi. [lokpameno meron kinacudikairii
Tpadiky 3a 03HAKAMH, 10 J03BOJISIE €(HEKTUBHO COPTYBATH BXITHUM MOTIK JaHUX Ha
T03BOJICHMI, 3a00pOHEHUH 1 HEBU3HAUYECHU. MeTO/1 BpaxOBy€e€ MHOKMHHU CUTHATYP, a
TAKOX peaii3dye cleHapii MepeBIpKU 3aJeKHO BiJ PIBHSA JIOBIPH JO JDKEpena Ta
xapaktepy Tpadiky. Bnockonaneno merox kiacudikaiiii Ha OCHOBI CaMOTIOIIOHOCTI,
AKUM aHalli3ye MEpeKeBHM Tpadik y YacOBHX BIKHAX, JI03BOJISIIOUM BUSBUTH
BIJIXWJICHHSI BiJl 3BUYHUX MOJEJICH TOBEMIIHKMA Y MEPEeXkl. 3alporOHOBAHO HEYITKHMA
METOJI BUSIBJICHHS aHOMAJII{, AKUH OmNepye MpaBUIaMU HEUITKOI JIOTIKU JUIsl OLIIHKU
piBHs 3arpo3u. lLleii meTroxm mpoaeMOHCTpYBaB BHCOKY TOYHICTH B YMOBax
HEBH3HAaueHUX abo cynepewinBuX JaHuX. Ha ocHOBI aHami3y mepeBar ycix MiJIXo/iB

CTBOPEHO T10pUIHUM METO/I, III0 00’ €HY€E MeTO 1 Kitacudikallii Tpadiky 3a 03HaKamH,
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Ha OCHOBI CaMOMOIOHOCTI Ta HEUITKUA METOM, B €MHY CUCTeMY. Taka 1HTerpaiis
JT03BOJISI€ MIHIMI3yBaTH XUOH1 CITpaIlfOBaHHS, IMABUIIIUTH aJallTUBHICTh CUCTEMHU Ta 1i
CTIMKICTh 7O HOBHUX 3arpo3. EdeKTHUBHICTh KOXXHOTO 3 METOMIB Oyjia mepeBipeHa
[UIIXOM EKCIEPUMEHTAIbHUX PO3PAaXyHKIB 1 MOJIENIOBaHb, IO CTBOPHWJIO HajiifHe
HIATPYHTS JJIs1 peatizallii CHCTEMH Y HACTyITHOMY PO3/ILII.

YV uemeepmomy po30ini nucepraiii peanaizoBaHO CTPYKTYpHY MOJETb CUCTEMHU
BUSIBJICHHSI aHOMAJILHOTO TpadiKy Ha OCHOBI pO3pOOJICHOTO TIOPUIHOTO METOMY, KA
BKJIFOYA€ OCHOBHI MOYJIl 00poOKH MepekeBoro Tpadiky, MexaHI3MHU Kiacudikariii,
CHUCTEMY JIOTYBaHHS pE3yJbTaTiB 1 KEpyBaHHS MHOXHHAMHU CHUTHatyp. OmnucaHo
0COOJIMBOCT1 pealtizallii KOXXHOro 3 eTamiB (YHKI[IOHYBaHHS CHUCTEMHU — BIJ
3aXOIUICHHS Ta TOMNepeNHboi OO0poOkHu TpadiKy A0 NPUUHATTS pIMIEHHS 00
Oe3neuHocTi 3’enHanHsA. OkpeMy yBary NpuJIUICHO peai3allii MOIyJiB Ha MPaKTHIli,
30KpeMa y TECTOBOMY cepenoBuiill. [IpoBe1eHO HU3KY €KCIIEPUMEHTIB, 0 BKIIOYAIIN
pi3HI cLeHapli poOOTH Mepexi, TUIM aTak 1 Bapiallli HaBaHTaKE€HHA. Pe3ynbTaTn
OI[IHKU JJOCTOBIPHOCTI CBiT4aTh MPO MIBUILEHHS TOYHOCTI BUSBJICHHS aHOMAIH npu
BUKOPUCTaHHI TIOpUIHOTO TMIAXOAY TMOPIBHSAHO 3 OKPEMUMH  METOJIAMH.
[IpoaeMOHCTpPOBAaHO 3/IaTHICTh CUCTEMH 10 ajamnTalilli B yMOBax JWHAMIYHUX 3MiH
CEpEeIOBHUIIA, 3MEHIIICHHS KIIbKOCTI XMOHOMIO3UTUBHUX CIIPAIOBaHb Ta CTa0LIBHICTh
pu 00poO11l BeTMKoro o0cary Tpagiky. TakuM 4nHOM, y MeKax po3/iTy 3a0e31eueHo
MOBHOLIIHHY BepHU(]iKkailito po3po0eHOi CUCTEeMH Ta MIATBEPIKEHO 11 €PEeKTUBHICTD
JUISL BIIPOBAKCHHS B 1H(OpMAIliHHO-KOMYHIKAIIIiTHI CUCTEMHU 3 METOIO ITiJIBUIIICHHS
piBHS KIO€p3axHCTy.

Y sucHogkax  y3aradbHEHO pe3yJbTaTH BUKOHAHOTO  JOCTIHKCHHS,
OOTPYHTOBAaHO HAYKOBY HOBHU3HY pO3pOOJIEHUX MOJENEH Ta METOJIB, a TaKOoX
JIOBEICHO iXHIO MPaKkTUYHY €(EeKTHUBHICTh. 3alpOlNOHOBAHUN TIOpUIHUN METO.
BUSIBJICHHSI aHOMaJILHOTO TpadiKy, 1m0 0a3yeThCs Ha MOEAHAHH] Kitacudikairii Tpadiky
3a O3HaKaMH, Ha OCHOBI CaMOIIOJIIOHOCTI Ta HEYITKOTO aHaji3y, J03BOJISE CYTTEBO
I1BULIUTH PIBEHb 3aXUCTY IHPOPMaLIITHO-KOMYHIKaI[IHHUX cucTeM. OcoOIMBY yBary
MPUIICHO BUSBIICHHIO aHOMAJIH Y BUX1THOMY MepexeBoMYy Tpadiky, 1110 3a0e3neuye

CBOEYACHE BUSBJIEHHS BHYTPIIIHIX 3arpo3 Ta MiHIMI3y€ PU3UKU HECAHKIIIOHOBAHOTO
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BUKOPUCTAHHS PECYPCIB Mepexi i 30BHIMIHIX arak. [IpakThuHe BIIpOBaKECHHS
3aMpONOHOBAHUX PIIIEHb MIATBEPAWIO iXHIO €(PEKTUBHICTH B YMOBax pPeaJbHOIO
MEpPEXKEBOr0 CepeIOBUIIIA.

Haykosa nosusna ompumanux pe3yibmamie

Ha mincraBi TeopeTMYHHMX 1 TMPAKTUYHUX JOCHIIKEHb, BHUKOHAHUX Y
AucepTaliitHiii poOOTi, OTpUMAaHO TaKi HOBI Pe3yJIbTaTH:

— Boockonaneno MOAENb CUTHATYpH TAKETy MJid TOLIYKY aHOMaJIbHOTO
TpadiKy, 1110 32 paXyHOK BUKIIIOUEHHS 3 MapaMeTpiB CUTHATYpU PO3MIPY 3aroyioBKa,
KOHTPOJIBHO1 CYMU 3ar0JI0BKY, KOPUCHOT'O PO3MIpY MaKeTa, MITKU OTOKY, IPIOPUTETY
MakeTy, KOHTPOJIBHOI CyMU TakeTy 3a nmpuHiumnoM [lapeto, 3a6e3medmnsio 3MeHIIeHHS
qacy aHajizy Tpadiky.

— Boockonaneno wmonenb TPOIECY HEYITKOTO BHUSBICHHSI aHOMaJbHOTO
TpadiKy, B SKiil 3a paxyHOK BHUKOPHCTAHHS EKCIEPTHOrO MiAX0ay C(pOpMOBaHA
MHOXXMHA TpaBUJ Ta HaOlp BIAMOBIAHMUX JIHTBICTUYHHUX 3MIHHHX, IO JI03BOJIUIIO
pPO3pOOUTH HOBI MIIXOAU A0 BUSABJICHHS aHOMAaJbHOroO Tpadiky B 1H(POpPMALIHO-
KOMYHIKAIITHUX CHCTEMaXx.

— Bnepue po3po6iieHO T1OpUAHMI METO BHUSBICHHS aHOMAJILHOTO Tpadiky B
1H(hOpMaIIHO-KOMYHIKALIMHUX CUCTEMaxX B SIKOMY 3a PaxyHOK IHTerpamii MeToay
kiacudikauii Tpadiky 3a 03HaKaMH, METOAY CAMOIOAIOHOCTI Ta pO3p0OJIEHOT MOAEI
IPOLIECY HEYITKOTO BHUSBIICHHS JO3BOJMJIO JAWHAMIYHO (OpMyBaTH MHOKHUHU
CUTHATyp mnpu Kiacudikaiii Tpadiky 3a oO3HaKaMH Ta TIJBUIIUTH TOKA3HUKHU
BUSIBJICHHS] aHOMAJILHOTO Tpadiky.

— Yoockonaneno CTpyKTypHY MOJENbh CHCTEMH BUSBJICHHS aHOMaJbHOTO
Tpadiky B i1HQOpMaLIHHO-KOMYHIKALIIMHUX CHCTEMAXx, 1110 32 PaXyHOK IHTETPYBaHHS
po3po0eHOr0  TIOPUAHOTO METOAY BHUSBICHHS aHOMajgbHOTO Tpadiky B
1H(MOpMAIITHO-KOMYHIKAIIMHUX CUCTEMaX Ta JTWHAMIYHOTO BapilOBaHHS MHOXHHOIO
JI03BOJICHUX Ta 3a00pPOHEHUX 3'€lHaHb y PEXHMI PEATBHOTO Yacy JI03BOJIHIIO
3MEHIIUTH HABAaHTAKEHHS Ha MPOLIECOP.

IIpakmuune 3naueHHs OMPUMAHUX pe3yTbmamis

Opnepxani B JAucCepTaliiHiii poOOTI pe3yiabTaTH CTald MIATPYHTIM IS
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3a0e3neyeHHs] 3MEHIIeHHs OOCATiB aHOMalbHOrOo Tpadiky B iH(pOpMaLiiHO-
KOMYHIKaIlIiH1 CUCTEMI.

[IpakTUYHO BaroMMMHU BBaKalOThCA TaKl pe3yJIbTaTH:

- pO3pO0JICHO aNTOPUTMIYHE 3a0€3MEUCHHS CHCTEMH BUSBIICHHS aHOMAaJILHOTO
Tpadiky B iHHOpMaIIfHO-KOMYHIKAIIHHUX CUCTEMaX, 10 peaji3ye TiOpUIHUN METO,
Horo ckiamoBi MeToj kiacudikarmii Tpadiky 3a 03HaAKaMH, METOJ CaMOTOIIOHOCTI,
HEYITKUIA METOJ Ta MOJIEJI, IO B HUX BUKOPHUCTOBYIOTHCS,;

- Ha OCHOBI JIrOPUTMY PO3pOOJIEHO MPOTPaMHUIN 3aCTOCYHOK, IO JTO3BOJISIE
MIPOBOJIUTHU aHaNI3 TpadiKy B IHPOPMaLIMHO-KOMYHIKALITHUX CUCTEMAX;

- MOXJIMBICTh TPAKTUYHOTO BHUKOPUCTAHHA PO3POOJICHOr0 MPOTrpamMHOro
3aCTOCYHKY CYMICHO 3 MaplipyTuzaTtopaMd B 1H(QOpMaIiiHO-KOMYyHIKaIHIHI
CUCTEMI.

Pesynbrat mucepraniiHoi poOOTH ampoOOBaHO 1 BUKOPUCTAHO Y TaKUX
Oprasizaiisx Ta yCTaHOBaXx:

- y TOB «X-CITY» (M. XMenpHUIIbKUI) a1 aHaizy Tpadiky aOOHEHTIB 3a
JIOTIOMOTOI0  T10pUHOrO MeToay B 1H(OpMaIiHHO-KOMYHIKAIIMHI CUCTEMI, IO
J03BOJIMIIO O€3 3MIHM apXITEKTYpH 1HPOopMaliifHO-KOMYyHiKkaiiitHoi cuctemu TOB «X-
CITY» Tta amapaTHOro 3a0e3leueHHs 3MEHIIUTH aHOMaJbHUN Tpadik, 3BEpPHEHHS
MpOBaiiiepiB BHILOTO pIBHS TMpO aTakh, W0 HAAXOAATh 3 1H(POpMaLIiHO-
komyHikamiitHoi cucteMu TOB «X-CITY». Akt BapoBakenns Bia 10.04.2025p.

- y HaByajgbHOMY Tporeci kadeapu KibepOesneku XMEIbHUIIBKOTO
HaIl[lOHAJIBHOTO YHIBEPCUTETY TiJ Yac BHUKIAJaHHS AUCHUIUIIH «TexHosorii
BUSIBJICHHSI Bpa3JIMBOCTEH Ta BTOPTHEHb», «be3meka Oe3MpoBOMOBUX MEpekK Ta
IHTEepHET pedei» Ta «MOHITOPUHT Ta MEHEKMEHT 1H(POpMaIHOI Oe3meKkn». AKT
BIpoBaKeHHS Bia 25.03.2025p.

Knrouosi cnosa: xibepbesnexa, inghopmayiiina desneka, anomanii, 8Us6IeHH
aHoMmaniu, 8pasiusicmo, Kibepamaxu, Kibep3acpo3u, 6UsG/IeHHs 6MOPESHEHb, HeUPOHHI
MmepeoiCcl, HewimKa J02IKA, HEeYIMKI MHOJICUHU, JIIHSBICIMUYHA 3MIHHA, Mepedicda,
IHOpMayiliHO-KOMYHIKAYIUHA cucmema, ananiz mpagiky, mooenb, camonooioHicmo,

CUSHAMYPHUL AHAi3, Memoo, 2iOpuoHull memoo, cucmema, Snort, Suricata.



ANNOTATION

Petliak N.S. Models and methods for detecting abnormal traffic in information
and communication systems. Dissertation for the degree of Doctor of Philosophy in
speciality 125 - Cybersecurity - State University “Kyiv Aviation Institute”. Ministry of
Education and Science of Ukraine, Kyiv, 2025.

In today's digital environment, information security is becoming increasingly
Important for most organisations, regardless of their size or field of activity. The
concept of detecting anomalies in network traffic dominates among the main areas of
security, allowing to effectively identify threats that do not have the features inherent
in known attack patterns. Intrusion detection systems, which are widely used within
information security architectures, are capable of analysing network traffic in real time.
However, despite their proliferation, most of them still rely on signature analysis,
which is limited by the availability of previously registered attack patterns. This
approach loses its effectiveness in the presence of new or modified threats, and is also
unable to detect attacks that are distributed over time or have a covert nature. This
underscores the urgency of developing intelligent systems focused on detecting
anomalous activity, which will significantly improve the level of cyber defence in the
security context. Recent statistics show a rapid increase in the frequency and
complexity of such attacks, which cause significant financial losses to companies,
reduce consumer confidence and pose threats to the continuity of business processes.
In this regard, it is important to develop an effective system for detecting anomalies in
outgoing traffic as a separate area of network infrastructure protection.

The introduction substantiates the relevance of the dissertation, formulates the
purpose and main objectives of the study, and provides information on the relationship
of the work with scientific topics. It provides a summary of the results obtained in the
dissertation, highlights their scientific novelty and practical significance, notes the
personal contribution of the applicant in joint publications, and provides quantitative
indicators of published scientific papers, structure and scope of the dissertation.

The first section of the dissertation research provides a comprehensive overview



9
of the current state of information security in the context of growing threats to
information and communication systems. Particular attention is paid to the analysis of
challenges related to the detection of anomalies in network traffic, which is an
Important factor in preventing complex and new types of cyberattacks. The article
outlines the disadvantages of traditional monitoring, which is focused mainly on the
overall assessment of system performance, as opposed to methods that involve
detecting anomalous behaviour. This section analyses existing anomaly detection
models: statistical, clustering, behavioural, machine learning, etc. Their limitations are
considered, in particular, in the context of high dynamism of network traffic and the
emergence of new, yet unknown attacks. Emphasis is placed on the peculiarities of
detecting anomalies in outbound traffic, which is often not covered by traditional
security systems, but may contain important information about malicious activity or
the use of local systems as a platform for attacks on other resources. Thus, the section
substantiates the scientific and practical significance of improving models and methods
for detecting anomalies with a focus on outbound traffic, which became the basis for
setting the research objectives. It identifies the directions for improving existing
approaches and the need to develop new, adaptive solutions based on hybrid techniques
and fuzzy analysis models.

The second section presents models of processes that describe the behaviour of
users and potential attackers in the network, as well as models for classifying network
traffic to detect anomalies. The developed models cover various scenarios of network
functioning and types of interaction in it, which allows forming a basis for further
development of effective methods for detecting anomalous traffic. An improved model
of the behaviour of a typical user in an open network segment is proposed, which takes
into account the user's real steps when connecting to the network, as well as his activity
during the session. A model of intruder behaviour has also been developed and
describes the typical actions of an intruder in the context of access to network
resources, which allows for a clear separation of legitimate and potentially threatening
activity. Special attention is paid to the formation of a packet signature model, which

Is an important element in the traffic classification process. An important step is to
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improve traffic classification models based on features and self-similarity. In
particular, the concept of unclear classification was introduced, which allows taking
into account the uncertainty and incompleteness of the input data. This is especially
relevant when classical methods demonstrate contradictory results or are not
sufficiently sensitive to weak but potentially dangerous deviations. The section
concludes with the formalisation of all the models that are subsequently used as
components in the development of anomaly detection methods.

The third section of the thesis deals with the direct development and improvement of
anomalous traffic detection methods based on the models described in the previous chapter.
The method of traffic classification by signs has been improved, which allows to effectively
sort the incoming data stream into allowed, prohibited and undefined. The method takes
into account sets of signatures and implements verification scenarios depending on the level
of trust in the source and the nature of the traffic. The self-similarity-based classification
method is improved, which analyses network traffic in time windows, allowing to detect
deviations from the usual patterns of network behaviour. A vague anomaly detection
method is proposed that operates on vague logic rules to assess the level of threat. This
method has demonstrated high accuracy in the face of uncertain or contradictory data.
Based on the analysis of the advantages of all approaches, a hybrid method was created
that combines the feature-based traffic classification method, self-similarity, and vague
method into a single system. This integration minimises false positives and increases the
system's adaptability and resilience to new threats. The effectiveness of each method was
tested through experimental calculations and simulations, which provided a solid basis
for the implementation of the system in the next section.

Section four of the thesis implements a structural model of an anomalous traffic
detection system based on the developed hybrid method, which includes the main
modules for processing network traffic, classification mechanisms, a system for
logging results and managing signature sets. The features of the implementation of
each stage of the system's functioning are described - from traffic capture and pre-
processing to making a decision on the security of the connection. Special attention is

paid to the implementation of the modules in practice, in particular in a test
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environment. A number of experiments were conducted, including various network
scenarios, types of attacks and load variations. The results of the reliability assessment
indicate an increase in the accuracy of anomaly detection when using a hybrid approach
compared to individual methods. The system's ability to adapt to dynamic changes in
the environment, reduce the number of false positives, and stability when processing a
large amount of traffic is demonstrated. Thus, this section provides a full verification
of the developed system and confirms its effectiveness for implementation in
information and communication systems to improve the level of cyber defence.

The conclusions summarise the results of the study, substantiate the scientific
novelty of the developed models and methods, and prove their practical effectiveness.

Scientific novelty of the results obtained

Based on the theoretical and practical research carried out in this thesis, the
following new results were obtained:

— The packet signature model for detecting anomalous traffic has been improved,
which, by excluding the header size, header checksum, payload size, flow label, packet
priority, and Pareto checksum from the signature parameters, has reduced the time for
traffic analysis.

— The model of the process of fuzzy detection of anomalous traffic was
improved, in which a set of rules was formed by expert determination of the number
of terms and their values for each linguistic variable, which allowed to develop a hybrid
method for detecting anomalous traffic in information and communication systems.

— For the first time, a hybrid method for detecting anomalous traffic in
information and communication systems has been developed, which, by integrating the
method of traffic classification by features, the method of self-similarity and the fuzzy
method, allowed to dynamically form sets of signatures for the method of traffic
classification by features, which reduced the time of traffic analysis.

— The structural model of the system for detecting anomalous traffic in
information and communication systems has been improved, which, by integrating the
developed hybrid method for detecting anomalous traffic in information and
communication systems, has increased the reliability of detecting anomalous traffic
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and reduced the load on the processor by changing the set of allowed and prohibited
connections in real time.

Practical significance of the results.

The results obtained in this thesis have become the basis for reducing the volume
of abnormal traffic in information and communication systems.

The following results are considered practically significant:

- practical implementation of the proposed solution in the form of a software
application;

- the possibility of practical use in conjunction with routers in information and
communication systems.

The results of the dissertation have been tested and used in the following
organisations and institutions

- in X-CITY LLC (Khmelnytskyi) to analyse subscriber traffic using a hybrid
method in the information and communication system, which allowed to reduce
abnormal traffic, appeals from higher-level providers about attacks coming from the
information and communication system of X-CITY LLC and hardware without
changing the architecture of the information and communication system of X-CITY
LLC. Act of implementation dated 10.04.2025.

- in the educational process of the Department of Cyber Security of Khmelnytsky
National University when teaching the disciplines ‘Vulnerability and Intrusion
Detection Technologies’, ‘Wireless Network and Internet of Things Security’ and
‘Information Security Monitoring and Management’. Act of implementation dated
25.03.2025.

Keywords: cybersecurity, information security, abnormalities, abnormality
detection, vulnerability, cyberattacks, cyber threats, intrusion detection, neural
networks, fuzzy logic, fuzzy sets, linguistic variable, network, information and
communication system, traffic analysis, model, self-similarity, signature analysis,

method, hybrid method, system, Snort, Suricata.
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BCTYII

OOrpyHTYBaHHSI TeMH J0CIIZKeHHs. Y Cy4acHOMY HU(GPOBOMY CEpEIOBHIIII
3a0e3neyeHHs 1HQOpMaIiiftHOTI O0e3MeKH € MPIOPUTETHUM 3aBAAHHSIM IS OUIBLIOCTI
opraHizailifi, He3aJeXHO BiJI iX MacmTady Ta ranmy3i JaisuibHOCT. OpgHuUM 13
HAWBaXIMBIIIKX HAMPSIMIB y IbOMY KOHTEKCTI € BUSIBIICHHSI aHOMAJIIH Y MEPEKEBOMY
Tpadiky, SKe BiJirpac Baromy pojb y MOIMEpPEHKEHHI 3arpo3, Mo He MalTh SBHUX
O3HaK, MPUTAMAaHHUX BIJJOMHM I11a0JIOHAaM aTakK.

Ha BigmiHy BIJl TpagulIAHOTO MEPEKEBOIO MOHITOPUHTY, SKUN IEPEBAKHO
OpPIEHTOBAaHUN Ha OI[IHKY CTaHy CHUCTEM Ta MPOJYKTUBHOCTI MEPEKEBUX PECYPCIB,
BUSIBJICHHS aHOMAJii rependayae rIMOOKUN aHaI3 MOBEIIHKA O00'€KTIB y MEpexi 3
METOIO 1/IeHTU(IKAaIllT BIAXWICHB Bl TUTIOBUX XapaKTEPUCTHUK. Takuil miaxis J03BOJIsIE
BUSBJISITH TPUXOBAaHI 3arpo3d, IO HE MIJJAI0ThCS BUSBICHHIO 3a JOIOMOTOIO
KJIACUYHUX CUTHATYPHUX METO/IIB, Ta CBOEYACHO pearyBaTy Ha MOTEHI[IMHI IHIIUJACHTH
Oe3reKu.

Ha choroanimHiii AeHb OJHUM 3 OCHOBHHMX IHCTPYMEHTIB MEPEKEBOIO
MOHITOPUHTY € CHCTEMHU BUSBJICHHS BTOPTHEHB, SKi JO3BOJISIOTH 3aXOILIIOBATH
MepexxeBul Tpadik 1 MPEeACTABIATH HOTO Y BUTJISAII TOTOKY JIAHUX, 1 3aCTOCOBYIOYH JI0
HBOT'O MEBHI NMPaBUJIa BUSABISATH aHOMaJi y nmoToni. BoHu 3a3Buyail 3aCTOCOBYIOTHCS
B MEXaxX KOHIEMNuii iHGOopMaliifHOTO 3aXUCTY, 3/aTHI 3A1MCHIOBATU 3aXOIUICHHS I
aHaii3 MepexeBoro Tpadiky B peambHOMYy uaci. [IpoTe CUTHATYpHOMY METOIY
MpUTaMaHHl HACTYIHI HEJOJIIKM: HEMOXJIMBICTh BHUABIATH HOBI HECAHKI[IOHOBAHI
BILIMBH, 1[0 HE 3yCTpIYaInCs paHiIlie; HECTIMKICTh J0 MOAM(IKAIlIA BXKe BIJOMHUX aTak;
HE3/IaTHICTh BU3HAYATH PO3MOAUICHI y dYaci aTakd Ta aHoManii. Takui miaxin
BUSIBIISIETHCSI MAJIOS(DEKTUBHUM y BUMAJKaX HOBUX a00 MOJIU(IKOBaHUX aTaK, 110 HE
MarOTh TOYHOTO BIJMOBITHIUKA B CHTHATYPHOMY MPOQIIi.

OTxe, peanizalis CUCTEMHU BUSBICHHS aHOMAIbHOTO TpadiKy, Ik CAaMOCTIHHOTO
a00 KOMOIHOBAHOTO 3 CUTHAaTYpHHUM aHaNI30M MPOAYKTY, € aKTyaJIbHOIO HAayKOBOIO
3a/1a4ero.

BupimenHto gaHoi npoOieMu HpuUCBsYEHI poOOTH MPOBITHUX HAYKOBIIB, B
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VYkpaini Ta 3a kopmoHom, a came: bypsuka B.JI., Cmipraoa O. A., KoHOomminbkoi-
Cno6onentok O. K., Epumenka A.A., I'narroka C.O., Kopuenko A.O., Noemi Marta
Fuentes-Garcia, José Camacho, Gabriel Macia-Fernandez Ta iHmux.

[TpoTe OiMBIIICTD ICHYIOUMX TOCIIHPKEHb MPHUCBSIYEHI MOHITOPUHTY BX1AHOTO
Tpadiky, y TOH 4ac, IK BUXITHUNA MepekeBUH TpadiK TEXK MOKE HECTH B cOO1 3arpo3u
IUTICHOCTI Ta KOHQIASHIIIHHOCTI MEpEeXi, a TaKOX CIyTyBaTH JKEPEIOM IS
3I0OBMHUCHOI TISITFHOCTI Ha 1HII MEPEexi, 30KpeMa BUKOPUCTOBYIOUHCH JJIsl OpraHizarii
XaKepChKUX aTak abo aTrak Ha BIJIMOBY B OOCITyTOBYBaHHI.

DDoS-araku (po3mopiieHa BiAMOBa B OOCIYroByBaHHI) € OJHUM 3
HaWUTIOMMPEHIUX 1 HEOE3MEYHUX BUJIIB K10ep3arpo3, Kl MpoJOBXKYIOTh 3pOCTaTH B
4acToTi Ta MOTYy>KHOCTI. Hampukmnan, y nepuiiii nmonoBuHi 2024 poxy 3adikcoBaHO
445000 1HumaeHTiB, noB’s3aHux 3 DDoS-ataku, mo Ha 46% Oinblile, HIXK Y TEpIii
nosioBuHi 2023 poky. OnHa Taka araka koimtye 013Hecy Onu3bko 6130 momapis 3a
XBUJIMHY TIPOCTOIO, BPaXOBYIOYM BTpPAaTH B JOXOJaX Ta BUTpPATH Ha BiTHOBJICHHS.
Takox, MoMiOHI aTaku MOXKYTh 3aBJaTH IIKOAM pEMyTallii KOMIaHii, 3HUKYIOUH
JIOBIPY KIIIE€HTIB.

OTxe, MOXXHa 3pOOMTHM BHCHOBKHM, LIO0 TaKl aTakd MPOJOBKYIOTb OyTH
CEpHO3HUM BHKJIMKOM JyIsi Oi3Hecy B ycix cdepax. [linBuilleHHS iX 4YacTOTH Ta
MOTY>KHOCTI BUMarae po3poOKH Ta BIPOBAKEHHS HAIIMHUX CTpaTeriil 3axucry. A
TOMY, po3po0OKa CUCTEMHU BUSIBJICHHSI aHOMAJIIM Y BUX1IHOMY MEPEXEBOMY Tpadiky €
aKTyaJlbHOI Ha CHOTOJHIIIHIA JeHb HAYKOBOIO 3a/1a4€i0, BUPIIICHHIO SKO1 1
MIPUCBSTYCHE JaHe JOCIII>KCHHS.

Merta i 3aBaaHHA A0CJizKeHHsI. MeToro TrcepTariitHoi poOOTH € I IBUIIICHHS
JIOCTOBIPHOCTI BHSIBJICHHS aHOMAaJbHOTO Tpadiky B 1HGOPMAIIHO-KOMYHIKAI[IHHAX
CHUCTeMaxX IMUIAXOM pPO3poOJIeHHs TiOpUIHOTO METOAY BHSBJICHHS aHOMAJIBHOTO
Tpadiky B 1HGOPMAIIITHO-KOMYHIKAIIHHAX CUCTEMAaX, SIKWA BPaxXOBY€E IMOBEIIHKOBI
XapaKTEPUCTHKU KOPUCTYBAyiB 1 TMOPYIIHKUKIB. JIJIT JOCSTHEHHS IMOCTaBJICHOI METH
HEOOX1THO BUPIIIUTH TaKi 3aBJIaHHS:

— MPOBECTU aHAII3 CydyaCHHUX METOJIIB Ta MOJEJIC BUSIBICHHS aHOMAJbHOTO

Tpadiky B 1HQOPMALIMHO-KOMYHIKAIIIMHUX CcUCTEMax 1 MOJENel TUIOBOro



21
KOpHCTyBaya Ta MOTEHLIHHOTO MOPYIITHHUKA;

— BJIOCKOHAJIUTU MOJEJIb CUTHATYPH MAKETy 3 YpaxXyBaHHSAM 1HPOPMATUBHOCTI
T0JIIB 3ar0JIOBKY Ta MAKETY 11010 BU3HAYECHHS X aHOMaJIbHOCTI;

— BJOCKOHAJIUTH MOJENbh TPOIECY BH3HAYCHHS aHOMAJIbHOTO Tpadiky Ha
OCHOB1 CaMOMOJIOHOCTI 3 ypaxyBaHHSM IIOTEHIIMHUX 3arpo3 Ta OCOOJMBOCTEH
Tpadiky B iHPOpMAIIHHO-KOMYHIKALIMHUX CUCTEMAX;

— BJIOCKOHAQJIUTH MOJIEb MPOIECY HEYITKOTO BHU3HAYCHHS aHOMAJIbHOTO
Tpadiky, II0 BpaxoBye€ TMOBEIIHKY THIIOBOTO KOPHCTyBada Ta MOTEHIIHHOTO
HOPYILIHUKA;

— po3poOuTH TiIOpUIHUI METO] BU3HAUECHHS aHOMAJIbHOrO TpagiKy Ha OCHOBI
HEYITKOI'O aHaii3y, BU3HAYEHOro SIK HE CAMOIOAIOHMI Ta IMIJIEMEHTYBaTH HOro B
apXITEKTypy CUCTEMU 3aXUCTY MEPEXKI;

— PO3pOOUTU CTPYKTYpHY MOJENb CUCTEMHU BUSIBJICHHS aHOMAJIBHOTO Tpagiky
B IHPOpPMaLIHHO-KOMYHIKALIIITHUX CUCTEMAX;

— PO3pOOUTH AIITOPUTMIUHE Ta MpOrpaMHe 3a0€3MeUEHHs] CUCTEMH BUSIBICHHS
aHOMAaJIBHOTO TpadiKy Ta MPOBECTH EKCIIEPUMEHTAIBHI TOCITIIKEHHS.

O0’ekT [OCTiIKEeHHsI: TIPOLEC BUABICHHS aHOMAaJbHOrO Tpadiky B
1H(MOpMAIITHO-KOMYHIKAIIHHUX CUCTEMAX.

IIpeaMer gocaigaeHHs: MOJENI Ta METOIA BUSIBIICHHS aHOMAJILHOTO TpadiKy
B 1IH(pOpMaLITHO-KOMYHIKALIMHUX CUCTEMAX.

Metoau JOCJTITKeHHS. JLiist PO3B’sI3aHHS IIOCTaBJIEHUX 3a1a4
BUKOPUCTOBYIOTHCSI OCHOBHI TOJIO)KEHHSI METOJIIB aHAJ3y JAHUX, HEUITKOI JIOTIKH,
Teopii rpadiB, TEOPETUKO-MHOXHHHUN MIiAXi[, CTAaTUCTUYHOTO aHalli3y JaHUX,
€KCIIepPTHI OI[IHKH, TeOPii MHOXKHH Ta TEOP1i KOMIT FOTEPHUX MEPEK.

HaykoBa HOBHM3HA O1ep:KaHMX pe3yJbTaTiB:

1. Boockonaneno wmojenb CUTHATypu TMAKeTy I MOIIYKY aHOMAaJbHOTO
TpadiKy, 10 32 PaXyHOK BUKIIFOUYECHHS 3 MapaMETPIB CUTHATYpPU PO3MIPY 3aroyioBKa,
KOHTPOJILHOT CYMU 3ar0JI0BKY, KOPUCHOTO PO3MIpPY MMAKETa, MITKH MMOTOKY, IPIOPUTETY
MakeTy, KOHTPOJIBbHOI CyMU MakeTy 3a npuHiunoM [lapero, 3a6e3nedmsio 3MeHIIeHHS

yacy aHajizy Tpadiky.
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2. Boockonaneno MoJenb TPOIECY HEYITKOTO BHSBICHHS aHOMAJIbHOTO
Tpadiky, B SKIH 3a paxyHOK BHMKOPHCTAaHHS EKCIIEPTHOIO IMiAXOAy c(opMoBaHa
MHOXHHA TIpaBWJI Ta HaOlp BIAMOBIIHMUX JIHTBICTUYHMX 3MIHHUX, IO JIO3BOJIUJIO
pO3poOUTH HOBI MIAXOAM AO BUSBICHHS aHOMalbHOTO Tpadiky B iH(opmamiifHoO-
KOMYHIKallIHHUX CHCTEMax.

3. Bnepuie po3po6iieHO TIOpUIHWIA METO BHUSIBICHHS aHOMAJILHOTO Tpadiky B
1H(pOpMaIIHHO-KOMYHIKaLlIMHUX CHCTEMaxX B SKOMY 3a PaxyHOK iHTerparii MeTomy
kiacudikaiii Tpadiky 3a 03HAKaMH, METOAY CaMOIOAIOHOCTI Ta po3po0IeHOT MOETI
MPOLIECY HEYITKOTO BHUABJICHHS JO3BOJIMJIO JUHAMIYHO (OPMYBATH MHOKHHH
curHatyp npu kiacudikamii Tpadiky 3a O3HaKaMH Ta MIJABUIIUTH TMOKA3HUKH
BUSIBJICHHS] aHOMAJILHOTO Tpadiky.

4. Yoockonaneno CTPYKTYypHY MOJENb CHCTEMH BHUSBJICHHS aHOMaJbHOTO
Tpadiky B iHPOpMaIIHHO-KOMYHIKAIIIMHIX CHCTEMaXx, 110 32 PaXyHOK IHTETPYBaHHSI
po3po0JeHOr0  TIOPUAHOIO METOAY BHUABICHHS aHOMajibHOro Tpadiky B
1H(MOpMAIIHTHO-KOMYHIKAIIMHUX CUCTEMAaX Ta JUHAMIYHOTO BapilOBaHHS MHOXHHOIO
J03BOJICHUX Ta 3a00pOHEHUX 3'€lHaHb Yy PEXHUMI PEAJIbHOr0 4Yacy J03BOJIHIIO
3MEHIIUTH HABAaHTAKEHHS Ha MPOLIECOpP.

OcoOucTuii BHecok aBTOpa. Bci pe3ynbraTd, SiIKi CTAaHOBISITH OCHOBHHUM 3MICT
JMcepTallii, aBTOp OTpUMaB 0COOUCTO. Y poOOTax, HAMMCAHUX y CIIBABTOPCTBI, aBTOPY
JMCepTallii HaIeKuTh: [1] — ormucaHo mificucTeMy JIOTIYHOTO BUBEIICHHS PE3YJIBTATIB IS
pearizamii Habopy mpaBwi;, [2] — MpoBeAEHO aHai3 CTATUCTHUKHM KiOCPIHIIMICHTIB Ta
3arporoHoBaHo CcTpykrypy IKC 3 BUKOpHUCTaHHSIM CHCTEMHU BUSBJICHHS BUXITHOTO
aHoMasibHOrO Tpadiky; [3] — HamamTyBaHHS TECTOBOIO CEPEIOBHUINA Ta MOPIBHIHHS
pe3ynbTaTiB poboT cucteM Snort Ta Suricata, M0 J03BOMMIO OOpaTH ONTUMATBLHUN
BapiaHT Uil IHTETPYBaHHS po3podjeHoro ridpuaHoro wmeroay; [4] — ommcanHo
B/JIOCKOHAJIEHI MOJIESIb CUTHATYpH TMakeTy sl TMOUIyKYy aHOMAajbHOro Tpadiky 3a
npuHIUnoM [Tapeto Ta Moielb MPoIecy HEUiTKOTO BUSBIICHHS aHOMAJILHOTO Tpadiky; [5]
— MIPOBEJICHO aHali3 HAsIBHUX MOJIENel BUABIICHHS aHOMalTiil MepeskeBoro Tpadiky B IKC;
[6] — po3pobiieHo TiOpHIHKI MeTO I BUsIBIICHHS aHoMastbHOTrO Tpadiky B IKC 3a paxyHok

iHTerpaiii Merony kiacudikaiii Tpadiky 3a O3HaKaMu, METOAY CaMOIOIIOHOCTI Ta
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HEYITKOr0 METOJy Ta 3alpoNOHOBAaHO YIOCKOHAIEHY CTPYKTYpHY MOJENb CHUCTEMH
BUSIBJICHHST aHOMastbHOTO Tpadiky B IKC; [7] — 3ampornoHoBaHO MOIU]IKAIIIO CHCTEMH
BUSIBJICHHSI BTOPTHEHb Snort Ui MOXJIMBOCTI aHaN3y BHUXiAHOro Ttpadiky; [8,16] -
BIOCKOHAJICHO MOJIENIb CHUTHAaTypu TakKeTy sl TOLIYKy AaHOMAaIbHOro Tpadiky 3
onTHMI3aIli€ro mnapamerpis 3a npuHnunoMm I[lapero; [9, 12] — BHMKOHaHO MOIETIOBAHHS
TpoIIeCy HEUITKOTO BHSIBIICHHSI aHOMabHOTO Tpadiky; [10] — 3ampornoHoBaHo piltieHHS
aHai3y BHUXITHOTrO Tpadiky I Moiryky OOTiB Ta MPOBEACHO aHalli3 HasBHUX HAOOPIB
nanux; [11] — 3anporoHOBaHO METO/I BUSIBJICHHS MEPEKEBHX aTaK B JIOKATBHIN MEepexi Ta
MPOBEJICHO PO3PAXYHOK JIOCTOBIPHOCTI TIPONIOHOBAHOTO pittieHHs; [13] — mpoanan3oBaHo
HAasIBHI PILICHHSI CUCTEM aHAIII3y MepexeBoro Tpadiky Ta chopMoBaHO MPOoOIEMHI 3a/1a4i
IpH iX BUKOpHUCTaHHI, [14] — omrcaHo alroputM poOOTH HEUYITKOTO METOY BHSBIICHHS
aHoMaibHOTO Tpadiky, [15] — 3ampornoHOBaHO Ta OMKMCAHO KOMOIHAIIII0 POOOTH METOIY
kiacudikailii Tpadiky 3a O3HAKaMH Ta HEUYITKOTO METOIY BUSBJICHHS aHOMAJIbHOTO
tpadiky; [17] - 3amporoHOBaHO Ta OMHMCAHO KOMOIHAII0 POOOTH METOMYy Kiachpikarii
Tpadiky Ha OCHOBI CaMOMOJIOHOCTI Ta HEYITKOrO METOAY BHSIBICHHS aHOMAJIBLHOTO
Tpadiky.

Anpobanis pe3yabraTiB Auceprauii. PesynpraTi quceprariii 10noBigaiuch Ta
oOroBoproBaMch Ha KoH(pepeHIiax, cepen akux: Il cTyaeHTchka HayKOBO-TEXHIYHA
koH(pepenuis «IHpopmaniiina, pynkiiiina ta kibepoesneka» (CKIDiK-2022) (Xapkis,
2022), The International Workshop on Intelligent Information Technologies &
Systems of Information Security (Xmenbuuipkuii, 2022), VI MixkHapoiHa HayKOBO-
npaktuyHa KoH(pepeHuis «IHdopmaniiiHa Oe3meka Ta KOMIT IOTEPHI TEXHOJIOTII»
(KpormuBuuipkuit, 2023), XII MixkHapoaHa HayKoBO-TexHIuHa KoH(pepeniis ITSec:
besneka inpopmamiitaux Texuosoriit (Yxroposa, 2023), IX MixkuapoaHa HayKOBO-
npakTuyHa KoHdepeHiis 3axuct 1H(opmamii 1 Oe3neka 1HPOPMALINHUX CHUCTEM
(JIeiB, 2023), 13th International Conference on Dependable Systems, Services and
Technologies (Athens, 2023), XIII MixHapoaHa HAyKOBO-TEXHIYHA KOH(EPECHIIis
ITSec: besneka indpopmamiitaux Ttexnonorid (JIeBiB, 2024), 4the International
Workshop on Intelligent Information Technologies & Systems of Information Security
(Xmenpuunpkmii, 2024), 1st International Workshop on Advanced Applied



24
Information Technologies (Khmelnytskyi, 2024), 1st International Workshop on
Intelligent and CyberPhysical Systems (Khmelnytskyi, 2024), 2nd International
Workshop on Computer Information Technologies in Industry 4.0 (Ternopil, 2024).

Iy6aikanii. OcHOBHI  HAyKOBI  pe3yipTaTH  AHUCEpTaIiiiHOi  poboTH
omy0OiKkoBaHi y 17 HayKoBUX MpalsX, 13 HUX: 4 HAYKOBUX CTaTel, HAJAPYKOBAHUX Y
BITUM3HSIHUX (HaxOBUX BUIAHHSAX, 3 CTaTeW BKIIIOUYCHHX 10 HAYKOMETPUYHOI Oas3u
Scopus, 5 Te3 1omoBiIel Ha MIDKHAPOJHUX 1 HAYKOBO-TIPAKTHUYHUX KOH(DEPEHIIIsX.

3’830k po0O0TM 3 HAYKOBHMHM @POrpaMaMi, IUIAHAMH, TEMAMH.
JlocnipKeHHST TIPOBEJIEHO B MEXKaX HAYKOBO-AOCIHIIHOI poOOTH, sKa Bejacs B
HamionansHoMy aBialliiHOMy yHIBEpCUTETI 3a TeMoro: «Mogen KiOep3axucry
iHdopmariinux cuctem» (lepxaBHuii peectpamiiauii Homep: 0122U201817 Bix
24.12.2022).

I[IpakTnyne  3Ha4YeHHs1  OJeP:KAHUX  pe3yJbTaTiB.  3ampoNOHOBAHO
YIOCKOHAJIEHHS METOJY BUSIBJICHHSI aHOMAJILHOTO TpadiKy Ha OCHOBI CAMOMNOAIOHOCTI Ta
HEUITKHI{ METOJl BHU3HAYEHHS aHOMAJIBHOIO Tpadiky, IO JO3BOJISIE TOKPAIIUTH
JIOCTOBIPHICTh BUSIBJICHHS aHOMallbHOTO Tpadiky. Po3pobieno ribpuaHuii meTon
BUSIBJICHHSI aHOMAJIBHOTO Tpadiky B 1HPOPMALIHHO-KOMYHIKALIMHUX CHUCTEMaX, SKUN
3a0€31eYnB 3MEHIIIEHHSI aHOMAJILHOTO Tpadiky 0e3 J0aTKOBUX BUTPAT HA OOJaTHAHHSI.
BripoBapkeHO B HABYAIBHUM MPOIIEC [T MPOBEICHHS Ta00OPaTOPHUX 3aHATh MaTepialiu
II0JI0 MOJieled Ta METOJIB BHUSIBJICHHA aHOMalii B CydacHHMX 1HQOpMaIliifHO-
KOMYHIKAIIHHUX CUCTEMaX.

[IpakTMyHa I[HHICTH pPOOOTH MIATBEPIKEHA aKTaMH BIPOBAIKEHHS  BIJ
XMENbHUIIBKOTO HAIlIOHAILHOTO YHiBepcHuTeTy (akT Bim 25.03.2025 p.) Ta Big TOB «X-
CITY» (akr Big 10.04.2025 p.).

Crpykrypa i o0car aucepranii. [{ucepraiiisi CKIaJaeTbes 3 aHOTALIll, TIEPETTIKY
YMOBHUX TIO3HA4Y€Hb, BCTYIY, 4 PO3/ILUIIB, BUCHOBKIB, CIIICKA BUKOPUCTAHUX JKEpeEN, 3
JOJATKU. 3arajbHUi OOCST auceprallii cTaHOBUThL 154 cTopiHOK, B ToMy umcii 46
pucyskiB, 14 tabmuup Ta 104 mxepena BukopucTaHoi Jiteparypu. OCHOBHMIA TEKCT

poOOTH BUKJIaIeHO Ha 124 cTopiHKAX..
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PO3JILT 1
AHAJII3 BUKOPUCTAHHSI I OBIPYHTYBAHHS HATIPSIMIB
BJIOCKOHAJEHHSI MOJIEJIEI TA METO/IB BUSIBJTEHHS
AHOMAJIII TPA®IKY B IHOGOPMALIITHO-KOMYHIKALIIIMHUX
CHCTEMAX

1.1 Amnaniz 3arpo3 Oe3mexku iHpopmanii B cydacHux iHdopmaniiiHo-

KOMYHIKANIHHUX CHCTEMAX TAa MepeKax

3arpo3u iHpopmaIlliiiHii 6e3neri B CydaCHUX CUCTEMaxX 1 MepekKax € OJHUMHU 3
HAWOTBIIINX BUKIIUKIB JUIS OpraHi3allii, ypsaiB Ta OKpeMux KopuctyBadiB [1-3]. V
CydacHy emnoxy crTpiMkoi nudpoBoi Tpancopmarii, Oynap-aka cdepa — Bif
30epexeHHs TpUBaTHOI 1H(opMallii 10 PyHKIIOHYBaHHS KPUTUYHOL IHPPACTPYKTYpHU
— MOXe CTaTh 00’ eKToM KibepaTtaku [4-6]. ATaku Ha iHpOpMAITIHI CHCTEMU MOXKYTh
MaTH CEpHO3H1 HACIIJIKH, BKIIIOYalound (PiHAHCOBI 30MTKH, BUTOKU KOH(QI1ICHIIHHOT
iH(popMallii, TopyIIeHHs: poOOTH CHCTEM 1 HaBiTh 3arpo3y HallloHaNbHIN Oe3merr [7-
9]. Omuum i3 BuIIB 3arpo3 € KibepaTakd, 30KpeMa XaKepChbKi araku, sKi
BUKOPUCTOBYIOTh BPa3JIMBOCTI B nporpaMmHomy 3abesneuenHi (I13) abo HegocratHio
oesneky wmepexi [10-11]. 3M0BMHCHUKM MOXYTh OTPUMATH HECAHKI[IOHOBaHHM
noctyn (HCJI) no nanux, 3MiHIOBaTH ab0 BUAAISATH iX, BIPOBAKyBaTH ikianuse 113,
TakKi K BIpyCH, TPOSIHU Y1 IPOrpaMH-BUMaradi, siki 0JIOKy¥Tb JOCTYH JO CUCTEMU a00
JaHUX 1 BUMAararoTh BHUKYMY. 3O0LIbIICHHS KITBKOCTI TaKWX arak, 30KpemMa Ha
oprasizaiii, o oOpoOJSIIOTH BEIUKI 00CSITH 4yTIuBOiI 1H(popMmarlii, sIK-OT OaHKH,
MEJUYHI YCTAHOBU Ta YPSIIOBI CTPYKTYpPH, CTBOPIOE 3HAUHI PU3HKHU JUIsl O€3MEKH Ta
koHOiaeHIiitHOCTI. CyTTeBy HeOE3MeKy CTaHOBUTH 1 cCoLiajbHa I1HXKEHepis —
CYKYITHICTb TICUXOJIOTIYHUX TIPUHOMIB, 32 JIOTTOMOTOI0 SIKUX 3JTOBMUCHUKH 3MYIITYIOThH
moneld 1oOpOBIIBHO HanaTh KOH(IACHINHI BiIOMOCTI ab0 BIIKPUTH TOCTYI [0
cucteM [12-14]. ®imuHr, 0HA 3 HAKOLTBII MOMYJISIPHUX (HOPM COLIATBLHOT THXEHEDI,
BUKOPUCTOBYE (DaJIbIIMBl €JIEKTPOHHI JIUCTH YW BeOcalTh, 100 OOMaHyTH

KOPUCTYBa4iB 1 3MyCHUTH 1X TMepeJaTH OCOOHMCTI MdaHi, mapojii abo (iHaAHCOBY
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iHpopmamiro [15-17]. Takox BaxkiIMBOIWO € mpoOiiema Oe3nekn MOOUTBHUX 1
posnoaiieHux cucteM [18]. 3 po3mupeHHsIM BUKOPHUCTaHHS MOOUTBHUX Ta/DKETIB 1
epexoJoM A0 JAUCTaHIIHOrO (popmaTy poOOTH, MUTAHHS 3aXUCTY JAAHUX Y TaKUX
cepenopuimax HaOyio mie Oumbmnoi ckimagHocti. [19]. BiacyTHICTh HaJle)KHOTO
KOHTPOJIIO 32 MOOIJTbHUMU MIPUCTPOSIMU Ta XMAPHUMHU CEPBICAMH MOXE MIPU3BECTHU 0
BUTOKIB BXJIMBOI iHpOpMailii Ta Kibeparak Ha BCro opranizariiro [20-21].

KibGepcraTtucTuka € BaXJIMBUM 1HCTPYMEHTOM JIJIsl aHAITi3y Kidep3arpos, OLiHKU
PHU3HKIB 1 po3po0KH ePEeKTUBHUX CTpaTerii Kibepoesneku. BoHa oxoruttoe 301p, aHai3
1 IHTEpIPETALIIIO TaHUX [TPO THIUAEHTH, 3arPO3H, BPA3IUBOCTI Ta TPEHAH, 103BOJISIOUN
(axiBIsAM 1 opraizalfisiM npuiiMaTH OOTpyHTOBaHi pirieHHs [22]. BiamosigHo 10
3BITIB OnepaTUBHOTO LEHTPY pearyBaHHs Ha KiOepiHUuIeHTH [lep:kaBHOTO LEHTPY
kibep3axucty Jlep:kaBHOI Ciy>)kOM CHeliaJIbHOrO 3B’SA3KYy Ta 3aXHCTy 1H(opMalii
VYkpainu 3a 2021-2023 poku MOxkHa 3p0OUTH HACTYIHI BUCHOBKH. Y 2021 porri 6yio
00pobOsieHo 650 MminmbsApaiB moAid, y 2022 poii el MOKa3HUK 3HU3UBCS 10 58
MUTBSpIB, a Y 2023 pori — 10 18 MinpsApAiB, 0 CBIAYUTH MPO BIOCKOHAJICHHS
MeTOMIB (QiIbTpallii Ta 30cepeKeHHs Ha OuTbIn 3Hauynmx mnomaisx [23]. BomHouac
KUIBKICTh MA03puUIMX mofii y 2022 poui pi3ko 3pocia a0 181 minbitona (y 4,4 pasu
oinbine, HiXK y 2021-my), ane B 2023 pori 3HU3MIAacS 10 133 MiIbHOHIB, 110 MOXKHA
MOSICHUTH TOKPALIEHHSM aBTOMATUYHOrO aHamizy. KUIbKICTh KPUTHYHHMX MOJINA
3anuianacs BIIHOCHO cTabunbHO Mk 2021 12022 pokamu (160 Tucsu 1 179 tucsu
BIAMOBIAHO), oxHak y 2023 pomi BoHA cKopoTuiacs 10 148 THcSd 3aBASKH
MPEBEHTUBHUM 3axojaM. KiIbKICTh 3apeecTpoBaHUX KiIOEPIHUUIEHTIB CTPIMKO
3pocrana: 31 147 y 2021 pomi g0 415 y 2022-my 1 g0 1105 y 2023-my, 110 CBITYUTH
PO MOCHJICHHS aTak Ha KpUTHUYHY iHGpacTpyKTypy [24-26].

AHani3 6a3u JJaHUX 3arajJbHOBIIOMHUX BPa3IMBOCTEH 1H(OpMaIiiHOT Oe3neku
JIEMOHCTPYE, 10 CTaHOM Ha cepreHb 2024 poky y cBiti Oyno BusBiaeHo nonan 52000
HOBUX TommMpeHux BpazauBoctei y Oesmeni (CVE), mo migkpecioe CTpiMKe
3pocTaHHs Kibeparak. Haiibinbla KibKIiCTh Bpa3nuBocTell Oyna 3adikcoBana y 2023
pori — mouaz 29000 Bunaaki. Oco0nuMBY 3arpo3y CTaHOBIISATH MPOTPAMHU-BUMaradi,

K1 CTaJIM HAMITOMIMPEHIIIIM TUTIOM KibepaTak, 30kpema y 2023 pomi [27].
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VY mnepion 3 2005 mo 2023 pik y CIIHA cnocrepiraBcs pi3kuil picT KiJbKOCTI
KOMITPOMETAIIiil TaHUX, 30KpeMa BUIIAJIKIB 3J1aMy, BATOKY Ta BUKPUTTS naHux. Y 2023
poIll mocTpaxaano moHax 353 minbHoHM 0ci0, uus KoH(iAeHIHHA 1HQopMarlis
ommmamIacs y HC/I. I{s nuaamika BKa3ye Ha 3pOCTar0dy BPas3JIUBICTh J0 Kibep3arpos,
0COOJIMBO B rajy3sx, 1110 30epiraioTh BEJIUKUI 00csar uyTiauBoil iHpopmariii [28].

AHaJ3yl0ud CTAaTUCTUKY KiOepOe3meku 3a OCTaHHI POKH, MOKHA TMOMITHUTH
MOCTIiiHEe 3pocTaHHS MacmTabiB KibepaTak Ta IXHBOTO BIUIMBY HA Oprasizamii Ta
npuBaTHUX oci6. Y 2023 pori mopiuHa KiIbKicTh KiOeparak csarayia 800000, mio
CBIIUUTH TPO 3HAYHE 3POCTAHHS TMOPIBHSIHO 3 MOMepeaHiMu pokamu. OJHIE 3
OCHOBHUX Ki0ep3arpo3 3aJIMLIA€ThCs €JIEKTPOHHA MOLITA, Yepe3 Ky JOCTaBISIETbCS
noHan 92% mikianuBoro I13, a KUIBKICTh HOBUX IIKIAJMBUX MPOTPaM IIOJHS CSTae
300000. ¥V 2022 poui Oyno 3adikcoBaHO MOHAA 255 MUIBHOHIB (PIIIMHTOBUX aTak
JUIIE 3a MiB POKY, a 3arajibHa KUIBKICTh aTak 3joBmucHoro I13 mepeBummuna 2,8
Minbsipaa. [Iporpamu-BumMaradi ta araku Ha o0'ektu [HTepHEeTY peueit (I0T) Takox
JIEMOHCTPYIOTh cTpiMKe 3pocTanHs. Hanpukian, y 2020 poii nonasn 20% opranizairiii
3a3Hanu atak Ha loT-mpuctpoi, Toxai sik y 2022 pori KinbKicTh nopymieHb [0T Bxe
nepeBunwia 1,5 Mutbsipaa 3a MiB POKY. 3arajioM, Il JaHl JE€MOHCTPYIOTb, IO
Ki0ep3arpo3u MOCTIMHO PO3BUBAIOTHCS, CTAIOUM OLTBIIT MACIITAOHUMH Ta CKIAJIHUMH.
Craructuka KibepOe3nekn Majioro Ta cepeaHboro O13HeCy CBIAYUTH MPO KPUTHYHUN
pIBEHb Bpa3JIMBOCTI I[I€] KaTeropii MIiANPUEMCTB mepen Kidep3zarpo3amu. 3HayHa
YacTHUHA KOMIIaHiH, MONPU BUKOPUCTaHHS aHTUBIpycHoro [13, He 31aTHA 3aXUCTUTHCS
BIJl 3JIOBMUCHHUX aTakK, M0 JEMOHCTPYE OOMEeXeHY €(EeKTUBHICTh Oa30BUX 3aXUCHUX
3axoiB [29].

AHani3 CTaTUCTUKM TIOKA3ye, M0 CepeaHsl BapTicTh Kidepatak y 2024 porri
3pocia Ha 10% nopiBusHO 3 2023 pokoMm 1 cTaHOBUTH $4,88 MinbiiOHA, JOCATHYBIIH
HaWOIpIIOr0 CTpUOKa Ticis maHaemii. ['0OJJOBHUMH YWHHHUKAMHU CTalld 3POCTArO4i
BUTpaTh Ha Oi3Hec-TlepepBM Ta 3aXOAM 3 pearyBaHHS Ha araky, 30Kpema
00CITyroByBaHHS KJIIEHTIB MICIS THUUMACHTY Ta WITpau 3a PEryasTOPHI MOPYIICHHS
[30].

PekopaHa KIIBKICTh Bpa3IMBOCTENW HYJIBOBOrO JHsA, 3adikcoBana y 2021 pou,
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CBIJUUTH PO E€BOJIOLIIO KiOep3arpo3 1 3MiHy TWHAMIKH 1X BUKOPUCTAaHHS. 3pOCTaHHS
10 80 Takux Bpa3IMBOCTEH, 110 OLIBII HDK YIBIUl MEPEBUILYE MOMEPEAHINA PEKOpP/I,
BKa3ye Ha 3pOCTalouy CKJIAJHICTh 1 OOCATH MIAKIIOYEHUX 110 [HTepHeTy cucrewm,
30KpeMa XMapHUX TEXHOJIOT1H, MOO1TbHUX pucTpoiB 1 [oT. banspko TpeTuHu atak y
2021 pori Manu ¢iHaHCOBE MIAIPYHTS, IO BKA3ye Ha KOMeEpIiaidizalliio eKCIUIONTIB
yepe3 OpokepiB 1 mpuBaTHI Komrmaii. CyKymHiCTh IMX (AKTOPIB MITKPECIIOE
HeoOX1/HICTh ajanTarii KiOepOe3meku A0 HOBUX 3arpo3, sKi CTalOTh BCe OUIBII
HOLIUPEHUMH Ta pisHOMaHiTHUME [31].

3Bitr NETSCOUT 3a nepuie miBpiuus 2024 poxky AEMOHCTPYE 3HA4YHE
ycKJIagHeHHs JaHamadTy 3arpo3 DDoS, 1m0 nposiBiserses K y 30UIbLIEHH] YaCTOTH
aTak, Tak 1 B ixHIM ckiagHocTi. OCOONMBO TOMITHUM € 3pOCTaHHS aTakK Ha
npukiagHoMmy piBHI Ha 43% mnopiBasHO 3 2023 pokoM, MO MIAKPECTIOE IXHIO
aJanTaniio 10 CydyacHUX MepexeBuX yMoOB. CTpiMKe BKJIIOYEHHS HOBHUX MEPEXK Y
MexaH13Mu DDoS 3a kopoTki TepMiHU, MO 13 CYTTEBUM 3POCTAaHHSAM 1H(IKOBAHUX
HPUCTPOIB, CBITYMTD PO IIBUKY CBOIIOLIIO iHPpacTpykTypH 6oTHeTIiB [32]. Yce me
pa3oM BUMArae BiJi OpraHizailiii moCUIeHOTro MiIX0y 0 3aXHUCTY, 30KpeMa 1HBECTHIII i
y Tepe0B1 CUCTEMU BHUSBJICHHS 3arpo3, SIKI MOKYTh BIIOPATUCS 3 HOBUMH BHKJIUKAMH
B KibepOe3neri [33].

HalinommpenimmM  Hacaiakom kideparak € HCI 1o kxoHdiaeHUIHHO1
iH(dopMali, 10 NPU3BOAMTH J0 BUTOKIB JaHuX. Llel TUN 1HIMAEHTY 3pOCTae€, SK
MOKa3y€e CTATUCTUKA, 1 MOKE MaTH CEPHO3HI permyTalliiiHi Ta (iHaHCOBI HACIIIKH JIJIs
KOMITaHii. BUTIK naHuX, MOB’SA3aHUI 3 MOPYLIEHHSM OOJIKOBUX 3alUCIB, MOXKE
IIPU3BECTH 0 I11¢ OUIBIN CepHO3HMX HACIHIJIKIB, TAKKX K KpaJiiKKa KOomTiB a0 3001 B
ornepaliiiHuX CUCTeMax. 3arajioM, pe3yJIbTaTUBHICTh KiOep3axucTy B (piHAaHCOBOMY
CEKTOp1 Ma€ KPUTUYHE 3HAYEHHS JIJI1 3MEHILICHHS HACIIIJIKIB aTaK, OCKUIbKU Oyb-sKa
aTaka MOK€ HE TUTbKH MPHU3BECTH 0 (DIHAHCOBUX BTPAT, a i MMOCTABUTH IIiJl 3aTPO3y
pernyTarliro KoMnasii Ta 1l B3aeMUHU 3 KiieHTamu [34].

Check Point Research ompwirognuia AaHi IIOAO TIOOATBHUX TEHICHIIN
kibepatak y 2022 poiii, sIKl MOKa3adx 3pOCTaHHS KUTBKOCTI atak Ha 38% MOPIBHSHO 3

2021 pokoM. Y cepeaHboMy oprasizamii 3a3HaBanu 1168 aTtak HIOTHXKHA, L0 €
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1ICTOPUYHUM MaKCHMYMOM.

Haiibinpiie aTak 3a3Hajy rajgy3l OCBITH Ta JOCIIKEHb, YPSAJIOBI CTPYKTYpPH Ta
OXOpOHA 3JI0POB’ s, MPUUOMY CEKTOP OCBITH 30UIBIINB KUIBKICTh aTak Ha 43%, 3 2314
aTaKk Ha opradizamio mOTWKHSA. OIHIEI 3 TEHACHLIA CTaJ0 3POCTaHHS aTak Ha
1HCTpYMEHTH st O13Hec-cmiBmpari, Taki sk Slack, Teams, OneDrive 1 Google Drive,
a TaKO’K Ha HaBYAJIbHI 3aKJIa/I1, SIK1 He OyJIM TOTOBI 10 MACOBOTO MEPEXOy Ha OHJIAH-
HaBYaHHS yepe3 maHaemiro [35].

VY [36] npencraBiaeHO aHaji3 HasBHUX PIllIEHb, TEXHOJIOTIH 1 METOMIB, SKI
MOXYTh CIpUATH OpraHi3alisM Ta M[pPUBAaTHUM KOPHUCTyBauaM Yy MHPOTUALT
COIIIOTEXHIYHUM 3arpo3am. Pe3ynbratl TOCHIIKEHHS CBiI4YaTh, 10 OCHOBHY POJb Y
3MEHIIICHHI PU3UKY YCIIITHUX aTaK BIAIrPaloTh OCBITHI Ta OpraHizaiiiiti 3axoau. Kpim
TOTO, BOKJIMBUM 3aJUIIAETHCS MOCTIMHE BJOCKOHAJIEHHS 1ICHYIOUMX 3ac001B O€3IMeKu
Ta BIPOBAH)KCHHS 1HHOBAIIMHUX TEXHOJOTIM ISl TIABHMINCHHS 3aXHIICHOCTI
1H(OpMAIIHUX CUCTEM.

AHami3 cydacHoro craHy KiOepOe3neku BKa3ye Ha HHU3KY MpoOJeM, sKi
3AIIMIIAIOTHCST aKTyaJIbHUMH JIJIS OpraHi3aliifi y BCbOMY CBiTi. Pi3HOMaHITHICTBH 1
CKJIaJIHICTh Ki0epaTak MOCTIMHO 3pOCTal0Th, BKIIOYAIOUM aTaKu Ha JIOKAJIbHI MEpexi
MIPUEMCTB, BUKOPUCTAHHS COIIiaIbHOI 1HXXEHEpii Ta eKCIUTyaTallilo Bpa3IMBOCTEN
I13. AxtuBHe BrpoBamkeHHs [oT, XMapHHX TEXHOJOTIM 1 MOOUIBHHUX HPHUCTPOIB
CTBOPIOE HOB1 BEKTOPH 3arpo3, sIKl 4aCTO 3aJIMIIAIOTHCS HEAOOLIHEHUMU Yepe3 a0kl

3axo/u 3axucry [37].

1.2 Amnamgiz Moaenedl BHSIBJCHH aHoOMAaJdid Tpadiky B Cy4YacHHX

iHpopManiiiHO-KOMYHIKAIIHHUX CHCTEMAaX Ta MepexKax

Cydacui iHdopmMmaniino-komyHikamiai cucremu (IKC) € HeBig emHOIO
CKJIQJIOBOIO KHUTTENISUIBHOCTI CYCIIJIBCTBA, 3a0€3MeUyl0und KOMYHIKaIlil0, 00poOKy Ta
nepeaavy JaHUX y peaibHOMY 4aci. BogHouac 13 pocToM CKJIagHOCTI Ta MaciiTadiB
MEpEKEBUX CTPYKTYP 3pPOCTAE€ 1 KITBKICTh 3arpo3 ixHii O6esmeri [38-39]. Anomaii y

Tpadiky, AK1 MOXKYTh OyTH 1HAMKATOpaMH KiOepaTak, TEXHIYHUX HECIPaBHOCTEN abo
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3001B y poOOTI CUCTEM, CTAHOBJISITH CEPHO3HY MpodIemMy 171 3a0e3neyeHHs CTa0lIbHOT
Ta Oe3mepebiitHoi podotn Mepexk [40-42]. A BUSABICHHS aHOMAJIH Yy MEPEKEBOMY
TpadiKy € BaXKJIMBUM acIEKTOM 3a0e3nedeHHs KidepOe3neku Ta e(PeKTHBHOIO
¢yukmionyBanus IKC. OcHOBHa CKIaJHICTh 1BOTO 3aBAAHHS IMOJIATAE Y
PI3HOMAHITHOCTI THIIIB aHOMaJiM, BEJIMKUX 0OcCsArax JaHUX, [0 TEeHEPYIOThCS
Mepeskero, Ta HEOOX1THOCTI OTIEPATUBHOTO BHUSIBICHHS MOXKIIUBUX 3arpo3 [43].

AHani3 ICHYyIOYMX MOJENeH BUSBICHHS aHOMAalld Tpadiky € BaKJIMBUM
3aBJIaHHSIM Y KOHTEKCT1 3a0e3nedeHHs iHpopmarliiinoi 6esneku IKC ta aganraiii 10
HOBUX BUKJIMKIB. BUBUEHHS ICHYIOUMX PIII€Hb J103BOJISIE YHHKHYTH JyOJIFOBaHHS
3yCHJIb, OCKUIBKU PO3POOHUKU OTPUMYIOTh 3MOTY 30CEPEIUTHCS Ha BUPIIIIEHH] HOBUX
npo0OsieM, BpaXxoOBYIOUM BXKE HasBHI HampaitoBaHHs. KpiM Toro, aHami3 iCHYHOYHX
MoOJieJIel CHpusi€ BUABJICHHIO I1XHIX TMOTEHUIMHUX CIaOKUX MICI[b, TaKUX 5K
BPa3NUBICTh JIO TIEBHUX THITIB aTak Yl OOMEXEHHs B MaciTaboBaHOCTI. OgHUM i3
aCIleKTIB aHalli3y € MOXJIMBICTh I1HTErpalli HalKpamux MpPaKTUK, 30Kpema
IHHOBAIIMHUX PIIIEHB Ta MIIX0/IIB, K1 MPOJIEMOHCTPYBAIU €(hEKTUBHICTD y PEATbHUX
yMOBaxX. 3acTOCYBaHHS TaKUX 1€, HaNpUKIal, TIOpUIHUX aAJITOPUTMIB, IO
3a0e3MeuyoTh 00pOOKY JaHMX Y pealbHOMY uYaci, MOXKE€ 3HA4YHO MOKpPaIIUuTH
pe3ynbTaTH.

PobGota [44] crocyeTbes aHanmi3zy MepekeBoro Tpadiky s BUSBICHHS aTak
SQL-iH'exmiit y MepexeBHX TMOTOKax, BHKOPHUCTOBYIOUH mpoTokos NetFlow V5.
Jlocnigauku 30cepenuiancs Ha moOyaoBl Mojaeneit MmammHHoro HaByanHs (MH) nns
ABTOMATHUYHOTO BUSBJIEHHS aTaK Ha OCHOBI JJAHUX MPO MOTOKHU. Y JOCIIIKEHHI O0YJI0
CTBOPEHO JIBa HAOOPH JaHUX: JJI1 TPEHYBaHHS Ta TECTYBaHHS Mozelein. Bonu 30upanu
iHdopmariito npo Tpadik, cTBOpeHHM mij 4yac atak SQL-iH'ekimiii Ta 3BUYAHUX
3anuTiB. [loroku NetFlow ananizyBanucst 3 Bukopuctanusm anroputmiB MH, takux
K JIHIAHA perpecis, METOAW aHCaMOJI0 Ta aJTOPUTMHU MIATPUMKUA BEKTOPIB.
JlocmiKeHHS TIKPECIIOE BAKIIMBICTD aamnTailii MoAelel 10 pi3HUX YMOB, TAKUX K
BUKOPHUCTAHHS PI3HUX 0a3 JaHUX Ta aTak PI3HUX THUIIIB. .

VY nocnimkenHi [45] nponoHyeThCS MOJACID JJI BUSIBICHHS miKiamuBoro [13 B

onepauiifHiii cuctemi Android. BUKopucTOBY€eThCS TIJX11 HA OCHOBI HEUITKOI JIOT1KA
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(HJI) Ta meToniB MH, siki BKJIFO9ArOTh IIICTh KJIACH(IKATOPIB: JIOTICTHYHY PETPECIIO,
HEHPOHHY MEpEeXKy, MATPUMYIOYl BEKTOPHI MAaIllMHU, JEPEeBOINOJIOHI MOIE,
IMOBIpHICHUY Oalle€CIBCHKHI METOJI Ta METO ] aHCAaMOJIIB JepeB pilieHb. [ 0oBHA MeTa
poOOTH — IHTErpalisl pe3yabTaTiB poOOTH 3a3HAYECHUX MOJCICH dYepe3 HEUITKY
CHUCTEMY BHUBEJICHHS, 100 €()EKTUBHO 1 TOYHO BUSIBIATH MIKIIMBI mporpamu. lLle
JOCATAETHCSI 3aBIAKH PO3MOAUTY OOUYMCIEHb MK Kiacudikatopamu, OOpaHHIO
HaWKpalux pe3yibTaTiB rOJIOCYBaHHA Ta MojanbiioMy o0’enHanHIO ix uepe3 HJL.
BukopucranHs KuIbKOX Mojielied Ta iX KoMOiHaIlis 301IbIIYIOTh OOYHMCIIOBAIbHE
HABAaHTA)XCHHS, OJIHAK EKCIIEPUMEHTANbHI PEe3ylbTaTh JAEMOHCTPYIOTH BHCOKY
e(DEeKTHUBHICTb.

Y poGoTi [46] 0OroBOpIOETHCSI CTBOPEHHS Ta TECTYBaHHS T1OPUAHOI MOJENI
WK-FNN a5 BUSBICHHS aHOMaliil y Tpadiky KOMITIOTEpHHX Mepex. Mojaenb
noOyaoBaHa Ha OCHOBI JIBOX Kiacu(iKaTOpiB — 3BaXKeHOTO k-Hailbnmx4oro cyciza i
npsMoro HeilponHoro mapy. Y mozaem WK-FNN aBa knacugikatopu napajieabHO
OIIHIOITH Tpadik, a MOTIM iX pe3ynbTaTH 00poOIstoThcss XOR-61mokoM. Takum
yuHOM, MoJieib WK-FNN crnpsimoBaHa Ha BUSIBIICHHS aHOMAJIIH y PEKUMI PEaTbHOTO
yacy Ta ()opMyBaHHS CHOBIIIEHb PO NOTEHIIIIHI 3arpO3H.

PoGota [47] npucBsyeHa po3poOiii cuctemu BusiBieHHs atak Multi-Channel
Man-in-the-Middle (MC-MitM), sika 3arpokye Oesmeni Wi-Fi Mepex, oco0imBo B
KOHTEKCTI IHTepHeTy peueil. CucremMa mpaifoe Ha OCHOBI IMACHBHOIO AaHAII3Y
MEpeKeBOoro Tpadiky Ta BHUKOPHCTOBYE CHUTHATYPHUN MIAXiM Uil BUSBICHHS
cnenugiuanx o3Hak atak MC-MitM. IIponoHoBaHe pillIeHHS € CYMICHUM 13 Pi3HUMHU
onepalifHUMH CHCTEMaMH Ta MATPUMYE IHTETPAIlIO 3 IHIIUMHA CUCTEMaMH O€3MEeKH.

3anporioHoBaHa y [48-49] monmens 0a3yeThCs Ha PEKYPEHTHUX HEHPOHHUX
Mepekax 1 creliani3yeTbcsi Ha BUSBJICHHI aHoMamid y mepexax loT. V¥ ii ocHOBI
aexath Tpu migxoau: Long Short-Term Memory (LSTM), Bidirectional Long Short-
Term Memory (BiLSTM) Ta Gated Recurrent Unit (GRU). IlporoHoBana mMojenb
BUKOPUCTOBY€E OITHUMI30BaHy apXITEKTypy Uil 0OaratokjiacoBoi kiacudikamii Ta
O1HApHOTO PO3Mi3HABAHHS.

Kophienko Ta iHmi [50] aHami3yroTh MOJeNll CaMOIOJIIOHOTO MEpPEKEBOro
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TpadiKy, K BAKOPUCTOBYIOTHCS JJISI BUSBICHHS aHOMAI Yy CHCTEMax BUSBIICHHS Ta
3ano6iraHHs aTak. BoHM BUKOPUCTOBYIOTh KOMOIHAI[I}0 METO/1B IITYYHOTO 1HTEJICKTY,
TaKuX K HEHPOHHI MEPEXki, a TAKOK METOU IJI00aIbHOI Ta JIOKAJIBHOI ONTUMI3AIlii,
BKJIIOUAIOYU T€HETHYHI aNTOpUTMHU, METOJ IMITAIlil BiAnandy Ta iHmm. [ cTBOpeHHs
MOJICJICl  3aCTOCOBYIOTBCSI KpUTEpIi MIHIMyMY 3CYBY 1 PETyJISpHOCTI, SKi
3a0e3MeyyroTh TOUYHICTh 1 HAAIMHICTh BUSBIICHHS aHOMAJIi y peaJbHOMY 4aci.

[aiimyp Ta iHmIi [51] MpONOHYIOTH MOJIE)Th BHSIBIICHHS IITKITABOI aKTHBHOCTI B
iHpopMaIitHUX cCUCTEMax opraHizallii, ska 0a3yeThcs Ha TiOpHAHIN Kiacudikarii.
OcCHOBOIO 111€1 MOJIEJIl € METOJT aHCAaMOJICBOTO HAaBYaHHS, 30KpemMa CTeKiHr. Mojelnb
CHpsIMOBaHA Ha IIJBUINEHHA TOYHOCTI BHSIBJIIEHHS OOTHETIB NUISIXOM aHali3y
MEpEeXKEeBOro Tpadiky, BKIIOYAIOYM MOHITOPUHT DNS-3anuTiB, BUKOPUCTAHHS
honeypots Ta BUSIBJICHHsS] aHOMAJIIH y CUCTEMHHX pecypcax.

3anpornoHoBaHa y [52] Mojenb HEYITKOT HEUPOHHOI MEpexi MpU3HAYeHa IS
BUSIBJICHHS] aHOMAJIIH y JaHUX Yepe3 riOpUIHUN MiAX1], 0 NOE€IHYE HEHPOHHI MEPEXi
ta HJI. OcoGauBicTIO MO/l € 3IaTHICTh BUTATYBAaTH 3HAHHS 3 BEJIMKUX JaHUX 1
NEPETBOPIOBATH iX HA HAOIp IHTEPIPETOBAHMX JIHTBICTUYHMUX TpaBuil. Lle poOuTs ii
MPUJATHOIO JUIs YIpPaBIIHHS 3HAHHSAMU B CHUCTeMax Kibep3arpo3 1 po3poOKu
IPOrpPaMOBAHUX MPUCTPOIB s 1HHOPMAIIIITHOTO 3aXUCTY.

3anpornoHoBaHa MOJI€JIb BHSIBJIGHHS aHoManmiii Ha ocHoBi MH [53]
BUKOPUCTOBYE TIOpPHIHUI MiAXiJ i3 3aCTOCYBaHHSIM Kiactepu3sallii K-cepenHix Ta
anroputMy SMO st iaeHTHdIKAIT aHOMaTIHd Y MEPEKEBUX JaHUX. 3aBASKUA I[bOMY
MiIX0Ty MOJISTh 3MEHIITYE 00CAT HaBYAIbHHUX JaHUX Ta ONTHUMI3Y€ MPOIIEC HABYAHHS.
Hactynmaum etanom e knacudikariis, ska BUKOHYEThCS airoputMoM SMO 115t moimy
Tpadiky Ha HOpMadbHUU 1 aHOMalbHMH. Taka KoMOiHaiis J03BOJISIE €(EKTHBHO
MpaIloBaTH HaBITh 13 BEJIUKUMU oOcsiraMu JaHux, xapaktepaumu st [oT 1 WSN.

ABTOpu [54] TPOMOHYIOTH MOJENb JJIsi BUSBJICHHS MEPEKEBHX aHOMAaii
0a3yeTbcsi Ha I'ATUIIAPOBOMY AaBTOKOJAEpl, SKUM BUKOPHCTOBYE MEXaHI3M
PEKOHCTPYKIli JaHWUX IS PO3Mi3HABAHHS AHOMAJIbHHMX IIA0JIOHIB MEPEKEBOrO
Tpadiky. ApXiTeKTypa MoJIell CKIAAAEThCs 3 IBOX OCHOBHUX €TariB — KOJIyBaHHS Ta

JEKOJTyBaHHSI, 110 O3BOJISIE CTUCKATH BX1JIH1 JaH1 JI0 JATEHTHOTO MPOCTOPY 3 MEHIIIUM
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pPO3MIpOM 1 BIIHOBIIOBATH iX 13 MiHIMaJbHOIO BTparoio iHopmarii. OcobimBicTIO
moneni € ii S5-piBHeBa crpykrypa [122-32-5-32-122], ska m03BOJsiE€ €(PEKTHBHO
3MEHIITYBAaTU PO3MIPHICTh JIaHMX 1 BIJOOpaKaTH iX y KOMIIAKTHOMY JIAaTEHTHOMY
mpoctopi. Mojenb OcCHaleHa METOJOJIOTIEI0 TOTNepeIHbOI 0O0pOOKM MaHMX, SKa
BKJIFOYA€ KOJIYBaHHS KaTEropiajibHUX 3MIHHMX, BUJAJICHHS BUKHJIIB 1 HOpMaJi3aIlito
JaHUX, 10 3MEHIITYye aucOaianc y Habopi GyHKIIIHA Ta MOKpaIIy€e IPOTyKTUBHICTb.

Y [55] 3amponoHoBaHO MOJIEb BHUSBJICHHSA aHOMAI y MepexkeBoMy Tpadiky
sKka Ga3yeTbcsd HA aHcaMOJi MeXaHi3MiB HaBUaHHSA Ta NPOTHO3YBAaHHA. li METOIO €
M1JIBUIIICHHS TOYHOCTI BUSBJICHHSI MEPEKEBUX BTOPTHEHb Ye€pPE3 MOETHAHHS M1IX0/I1B
aBromatuzoBanoro MH Tta anroputmiB ¢inbrpa Kanmana. V pamkax Mojeni
peantizoBaHO aBTOMATU30BaHUM MOITYK apXITEKTYPH HEUPOHHOT MEPExKi, 110 JO3BOJISIE
ONTHMI3yBaTU TiNEpHapaMeTpu Ta CTBOPIOBAaTH ONTHUMAJIbHI MOJENl TIUOOKOro
HaBYaHHS.

Mozens BUSBICHHS aHOMaNiH y KibephiznuHux cucreMax [56] cipsimoBana Ha
MOKpAIIeHHs] JIETeKI[li aTak Ha IUIICHICT, JaHuX. Meroaosoria 0a3yeThcs Ha
IPUHITUII 3BOPOTHOTO aHai3y B 4acl, 110 JO3BOJISIE BUSBIIATA aHOMAaJii, aHAJI3yI0Un
CTaH CHCTEMH Ha MOMEHT JO TIOYaTKy aTakd. J[JIsd mbhOro BHKOPHUCTOBYIOTHCS
BIpTyaJibHI 3HAUEHHSA CTaHy, SKi OIIHIOIOThCA 3a Jjgomomoror Hoo-dimsTpa
3riaJKyBaHHs. ['0JJOBHUM €JI€MEHTOM MOJENl € reHepanis 3ajJuIIKOBUX BEJIMYUH 1
MOpOTiB, SKI BU3HAYAIOTh, UM € BHSBJIEHI 3MIHM pe3yjabTaToM artaku. Ilinxig 13
BUKOpucTanHsIM Hoo-(pinbTpa 3riamkyBaHHs € 00YMCITIOBAILHO 3aTPaTHUM.

[IpencraBnena y [57] w™ogmens posmuproe MoxiauBocTi XAl  Ha
HEKOHTPOJhOBAaHE HaBYaHHSA. BoHa [03BOJIsIE OTPUMATH 3pO3yMUTI MpaBwWia IJis
OneClass SVM (OCSVM), 1m0 BiIKpUBAa€ MOKJIMBICTh 3aCTOCYBAHHS B peabHUX
yMoOBax. 3alpornoHOBaHa (PYHKIS JIJIsl arperyBaHHs METPUK € 0a30BOIO, 1 1 MOXKHA
BJIOCKOHAJIUTH JJIsl TOCATHEHHS Kpamioro 0amaHcy MiXK pi3HUMHU aCIIEKTaMH SIKOCTI.

Sajad Einy y [58] mpomoHye Mojenb, IO IHTEIPYE CHCTEMH BHUSBICHHS
BTOPTHEHb, SIKi 0a3yI0ThCS Ha aHOMAISX Ta CUTHATYpaxX, 3 TIOPUAHUM MIIX0I0M 0
aHai3y, o0 MOKPAIUTH 3aXUCT Mepexi. [le pimenns noeanye metonn MH, 30kpema

HeliponHi mepexi Ta HJI, nna igentudikamii Ta 3amno0iraHHs pi3HUM BHJAM
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kiOep3arpo3. BuxopuctoBytoun Suricata IDS/IPS pa3zom 13 HEHpPOHHOIO Mepexero,
CHUCTEeMa IreHepye MpaBuiia Jijisl BUSBJIECHHS BIIOMHUX aTak 1 00po0Jise Hepo3Ii3HAHUMA
Tpadik 3a gornomororo HJI mis BusiBneHHs anHoManiid. OfHak, cucteMa 3ajieUTh Bl
HABYAJIbHUX JAaHUX 1 TOTpeOye peryIsipHOTO OHOBIICHHS, 11100 BUSBIISTH HOBI 3arpO3H.

STEP-GAN € w™ogmemaio Jjis BHUSBICHHS aHOMallik, ska Oa3yeTbCsd Ha
reHepaTuBHUX 3MmaranbHux Mepexax. OcoOmuBictio STEP-GAN € ii 3gaTHICT
BUKOPHCTOBYBATH KiJIbKa T€HEPATOPIB, SIKI KOKEH MOJEIIOE Pi3HI BY3JH B PO3MOALIL
nanux. EdexktuBHicTh STEP-GAN 3anexuTh BiJ NpUITYIIIEHHS, 1110 HOpMaJIbHI1 J1aH1 B
MaiOyTHbOMY OyAyTh PO3MOJIICHI MOIIOHO O HABYAJIbHOTO HAOOPyY. A B pa3i 3MiH y
XapaKTEePUCTUKAX HOPMAIbHUX JAHUX MOTPIOHA T0AATKOBA ajanTailis Mojeni [59].

Shaojun Sheng [60] mpomoHye Mojenb BUSBICHHS aHOMAaJili MeEpEKEeBOIrO
TpadiKy 13 BUKOPUCTAHHSAM XaOTHUYHOI HEMPOHHOI MEpEeXi, sIka IHTErpy€e MEXaHI3MHU
nonepeHb01 0OPOOKH JaHUX, aJaNTUBHOT BUOIPKU Ta BUOOPY KIFOUOBUX O3HAK JJIS
MOKpaIIeHHs sKOCTl kiacugikaiii. OCHOBHA 1/1ed MOJEII IMOJISArae y BUKOPUCTAHHI
XaoCcy Il MOJICIIOBAHHS CKJIAJHUX 1 HENHIMHUX B3a€EMO3B’SI3KIB y JaHUX
MepexxeBoro Tpadixy, mo 103Bojsie Kpaiie (PpikcyBaTh MpUXOBaHy 1HGOPMAIIII0 MIXK
KJIFOUOBUMHM XapakTepuUCTUKaMu JaHux. HemomaikoM Mozerni € ii CKIIagHICTh 1 moTpeda
B 3HAYHUX OOYHMCITIOBAILHUX pecypcax Jyisl HaBYaHHS.

Mogenb 3ropTKoBOT HEUPOHHOT MEpeXi, IKY MpeCTaBieHo y [61], mpu3HadyeHa
1u1st BUusiBnieHHs atak Tuny Bruteforce-SSH 1 Bruteforce-FTP y mepexxeBomy Tpadiky.
Oco6muBicTIO MOJIENI € T1 CTPYKTYpa, sika BKIIIOYae 1’ sTh TumiB mapiB: ConvlD nms
OOYHUCIEHHSI CKaJISIpHOTO JOOYTKY MIX BaraMd 1 BXIJIHUMH CUTHAQJIaMH,
BatchNormalization qis HOpmamizarii BUXoaiB momnepenHix mapiB, MaxPoolingl D
JUTSI 3MEHIIICHHS pO3MIipHOCTI nanux, Flatten nnms mepeTrBopeHHS GaraTOBHMIpPHOTO
TEH30pa B OJHOBUMIpHHI BEKTOp, 1 Dense st JMiHIKHOTO MEpPETBOPEHHS BXITHUX
nanux. Oyukuii aktuauii (ReLU, SiLU, Sigmoid) Oynu nocmikeH1 pa3oM 13 Tppboma
ontuMmizatopamu (Adagrad, Adam, Nadam), 1o 103BOJIMJIO CTBOPUTH JEB’ATh
BapiaHTiB Mozemi. OJIHaK CYTTEBUM HEIOJIKOM € 3HayHa 3aJICKHICTh TOYHOCTI Bij
SKOCTI MOTepeHbO1 00pPOOKU JaHUX, IO BUKOPUCTOBYIOTHCS JIJIsi HABUAHHS.

VY [62] nporoHy€eThCst MOJIENb BUSIBJICHHSI aHOMAIIH Y JaHUX, sika 0a3y€eThCsl Ha
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BUSBIICHHI BIAXWJICHb y TMOBEAIHIN, IO HE BIANOBIAAIOTH JETITUMHUM IMPOILIECAM,
NUIAXOM MOPIBHSIHHS MOJIENI 3 3aJJaHUMHU BJacTUBOCTsAMU. Ha mepmiomy erami asns
KOXXHOTO KOpHCTyBada CTBOPIOETbCS aBTOMAT, KWW BigoOpaxkae Horo omepaiii 3
0a3010 TaHWX HA OCHOBI KypHAJIIB, BKIFOUAIOUN YaCOBI MITKH, TUIIM OTEpaIlii i JaHi,
3 SKUMH BOHM B3aemonisuii. Ha npyromy erami cuctema mnepeBIpse€TbCs Ha
BIJMTOBIIHICTh 3aJJaHUM BJIACTUBOCTSM. JSIKIIO BIOXHWJIEHHS BHSABJIEHI, CHCTEMA
BBAXKAETHCS aHOMAIIbHOIO. [lepeBaroio € aganTUBHICTh MOJIENI, OCKUIBKH BOHA MOXKE
OyTH 3acTOCOBaHa J0 PI3HUX THUIIIB JAaHUX, BKIIOYAIOYU BEJIMKI JaHl Ta reTeporeHH1
oxepena. ['eHeparriss aBToMatiB 1 IepeBipKa BIACTUBOCTEH € CKJIaJHUMU MPOLIecamH,
K1 MOXKYTh OYTH TPYJIOMICTKMMH JIJIsi MACIITAOHUX 0a3 JaHUX.

B po6oTi [63] 3ampornoHoBaHO MOJIENb BUSIBICHHS HU3bKOMBUAKICHUX DDoS-
aTak y MPOTrpaMHO-KOH(DITypOBaHHX MeEpexax 3a JOMOMOTOI0 OHJIAWH-METOIIB
MaIMHHOrO HaB4YaHHS. OCHOBY MOJIEJIi CTAHOBUThH alropuT™M Kiacudikaiii Passive-
Aggressive, 1110 03BOJISE€ aIaliTyBaTUCA JI0 3MIH y MepexeBoMy Tpadiky B pexkumi
peaqbHOrO Yacy. Y MoOJielll pealli3oBaHO €Talu IOINepeIHhOI 0OpOOKH JaHUX, SKi
BKJIFOYAIOTh BUJIAJICHHSI HEPEJIEBAaHTHUX O3HAK, HOpMaJi3allilo Ta MiATOTOBKY JaHHUX
no HaBuaHHA. I[Ipore BoHa moTpeOye MOMATKOBUX JOCHIIKEHBL IJIs 3a0e3MeueHHs
YHIBEPCAITBHOCTI Ta €()EKTUBHOCTI y MIUPIIOMY CIIEKTP1 peaTbHUX CIICHApPIiB.

Anzhelika Mezina Ta iHmi [64] TpomoOHYIOTh B MOJENI JJisl BUSIBICHHS
aHomaiiii y mepexxeBomy Tpadiky: U-Net Ta Temporal Convolutional Network (TCN)
y moennanHi 3 Long Short-Term Memory. Mogens U-Net amanroBaHa s
kinacudikaiii mepexeBoro Tpadiky. Monxens Temporal Convolutional Network y
noenHanHi 3 LSTM BUKOPUCTOBYE JB1 OKpeMi TJIKY i aHai3y yacoBuXx psaaiB. TCN
BU/ILJISIE€ TOBTOTPUBAJIl MATEPHU 3a JOIIOMOT OO0 1€papxii TeMnopaibHuX (PiIBTPIB, TOI
ak LSTM no3Bosisie BpaxOByBaTH KOHTEKCT MOMEpPEAHIX cTaHiB. Jlo HEIOMIKIB MOYXKHA
BIJIHECTH CKJIQAHICTh, peam3amii Ta HaByanHa wMozaemi TCN+LSTM ugepes
BUKOPHUCTAHHS JBOX T1JIOK.

Tabmuus 1.1 mpencrarisie MOPIBHSJIBHUM aHalli3 MoJeNied JJisl BUSIBICHHS

aHOMAJTIH 1 aTaKk y MepexeBoMy TpadiKy 3a BUSHAUCHUMH KpUTEpisMu [65].
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Tabmuis 1.1 — IopiBHsAHHS MoJeel BIAMOBIAHO A0 3aJaHUX KPUTEPIiB

Tepin Kpurepii
Jxepe
Ne Kinpkicts | OOGuucnoBagbHa [Ipocrota BincyrHicTh BBy | AHaui3
THITIB CKJIAJHICTD («-» | HaJaIITYBaHHS | Ha MPOAYKTUBHICTH | BHUXIJIHOTO
aTak CKJIQTHUM, «+-» Ta Mepexi Tpadiky
CepeNHIl, «+» BIIPOBAKEHHS | («-» BIUIUBAE, «+» HE
JICTKUI) BIIJINBAE)
[44] 1 +- - - -
[45] 1 - - - -
[46] 3 . ¥ : :
[47] 1 + + - -
[48] 1 +- - - -
[50] 1 - T ; :
[51] 1 - - + _
[52] 2 +- + - -
[53] 1 + - + -
[54] 1 +- - - -
[55] 1 - : . .
[56] 1 - - - -
[57] 1 +- - + -
[58] 3 +- + - -
[59] 1 - ] n ;
[60] 1 +- - - -
[61] 2 - - - :
[62] 1 +- - - -
[63] 1 +- + - -
[64] 1 - ; T :

HasBHi Mozem MaroTh HU3KY NEpeBar Ta HEMOJIKIB, SKI BU3HAYAIOTh IXHIO

e(DEeKTUBHICTD y PI3HUX KOHTEKCTaX. BiabIIicTh MOJIeel 3/1aTHI aHai3yBaTH BX1THUM

tpadik. BomHouac mi Mozem MarTh 1 MEBHI HeAoNikud. Hampuknazn, CKIagHICTh

iXHBPOTO HAJIAIITYBaHHS YacTO MOTpeOye 3allydeHHs] BUCOKOKBaJi(hikoBaHUX (haxiBIIiB,

1110 MOKe OyTH BUKIJIMKOM JIJIsI OpTaHi3aIliii i3 00MexxeHuMH pecypcamu. Jleski miaxoau

30Cepe/KeH1 JIMIIEe Ha OKPEeMHUX BHJAX aTak, L0 OOMEXye iXHE 3aCTOCYBaHHS B

yMOBax OuUIbIII KOMIUIEKCHUX 3arpo3. Hampuknaza, aBToeHKoaepH, Xoua 1 € CydaCHUM

METOJIOM, JA€MOHCTPYIOTh HUXYY TOYHICTH Yy MOPIBHSIHHI 3 1HIIMUMU MOJENISMH, IO

MOKe OyTH KPUTUYHUM Yy CUCTEMAX 13 MIJBUIIEHUMU BUMOTaMu J0 O€3MeKH.
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[Momanpii TOCHIHKEHHS Ta PO3pPOOKM MOJENEH A BUSIBICHHS aHOMANId y
MepexeBoMy TpadiKy JOLUIBHO 30CEPEIUTH Ha KIJTbKOX HaIpsMax, K1 BIAMOBIAAIOTh
BUKJIMKaM KiOepoOesneku Ta norpedam IKC. OgHum 13 3aBIaHb € BIOCKOHAJICHHS
aJIaTITUBHOCTI MOJIETICH 10 HOBUX, paHille HeBiioMux aTak. Lle mepenbavyae akTuBHE
BIIPOBA/PKCHHSI METO[IB CAMOHaBYaHHS Ta O€31epepBHOTO OHOBJICHHS 3HaHb MOJIEJIeH
y peanpbHOMY dHaci. Hampukinan, po3poOka TiOpuaHMX MojmeneH, ski 00'€THYIOThH
nepeBaru MH, rnmubokoro wHaByands ta HJI, 703BOMHUTH CTBOPIOBATH PIIICHHS, IO
OJIHOYACHO € TOYHUMH Ta THYYKUMH. BapTo Takok AOCTIIKYBaTU CIIOCOOU 3HUKEHHS
HAaBAHTAKEHHS HA MEPEXEBY 1H(PACTPYKTYPY, IO MOXKE OYTH JOCITHYTO 32 PaXyHOK
onTUMi3alii  aJiropuTMiB  OOpOOKM  JaHUX, BIPOBAIKECHHS  PO3MOJIICHUX
00UYHCITIOBAILHUX CHUCTEM a00 BHUKOPHUCTAHHS XMapHUX TeXHOJorik. Taki migxoau
JO3BOJIAITh 3a0e3MeunT 0OpOoOKy BeNnMKUX o0cAriB Tpadiky 0e3 3HUKEHHS
IPOJYKTUBHOCTI CUCTEMHU. TakuM YMHOM, TMOAANbINI JOCHIHPKEHHS MaloTh
30CEepe/KYBAaTUCS HAa PO3poOIll aJalTUBHUX, MAacIITaOOBAaHUX 1 BHCOKOTOYHHX
MoOJIeNiel, 3/IaTHUX MpalloBaTH B YMOBAaX peajbHOT0 4Yacy Ta 3MIHIOBAaHUX YMOB

CydaCHHUX MCPCIKCBUX CCPCOAOBHIII.

1.3 Amnaniz MeroxiB BHUSIBJIEHHS aHOMAaJiii Tpagiky B cydacHHX

iHpopMaLiiTHO-KOMYHIKALIHHUX CHCTEMAaX Ta MepexKax

Bubip MeToiB 17151 BUSBJICHHSI aHOMAJIiH € CyTTEBUM acleKTOM y 3a0e3MeyeHH1
€(EeKTUBHOCTI Ta TOYHOCTI aHaMi3y. AHOMaJli MOXYTh OYTH O3HAKOK MOJIN
iHpopMariitHoi Oe3neku, Takux K BUXija 3 any oonagHanus, HCJI uu kiGepaTaku, 1
iX BUSBJICHHS MOTpeOye BpaxyBaHHs 0COOJIMBOCTEN JOCIIKYBAHUX JTAHUX 1 CHCTEMU
[66]. Bubip meTomy 3ai1eKuTh BiJ MPUPOIU aHOMAJIiH, XapakTepy JaHUX 1 BUMOT JIO
OOYHUCITIOBAILHUX pecypciB. MeToau BUSABJICHHS aHOMaJiii KIacU(IKYIOThCS 3a
KUTbKOMa  O3HaKaMH, BKJTFOYAF0YH THII HaBYaHHS (KOHTpOJIbOBAHE,
HaIIBKOHTPOJILOBAHE YW  HEKOHTPOJIBOBAHE), MIAXiA 10  aHalizy JaHUX
(cTaTHCTHYHUIA, MAIIMHHE HaBYaHHS, TpadiduHmii) Ta crnocid oOpoOKu (B pexuMii

peanbHOro yacy v Hi). CTaTUCTUYHI METOAM 0a3yIOThCSI HA TEOPETUKO-UMOBIPHICHUX
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MOJIETISIX 1 aHaji31 BIAXWICHb BiJl HOPMaJbHOTO PO3MOALTY AaHMX. BoHu edektuBHi
JUTSI TOCITIIPKEHHS IepeadadyyBaHuX MOJIeNel, OJJHAaK MOXKYTb OyTH HEIOCTATHIMU ISt
CKJIQJHUX ab0 BHUCOKOJWHAMIYHUX cepefoBuil. OHIEI0 3 XapaKTepUCTUK €
napamMeTpH, K1 3Ty9ar0ThCS JIJIs BUSBICHHS aHOoMauTii. [{e MoxyTh OyTu gacToTra Ta
IHTEHCHBHICTh TpadiKy, PpO3MOALT JaHUX Yy TPOCTOPl O3HAK, KOPEISIi MixX
rmapamMeTpamu, a TaKOXX PiBeHb IyMy. Brcoka sSKiCTh TaHWX Ta HaJCKHA MTOTIEPEIHS
00poOka, 30kpeMa OYHIIEHHS Ta HOpMaii3allis, COPHUSIOTH IiJABUIICHHIO TOYHOCTI
nerekiiii. [lix wac BuOOpYy mapameTpiB Ba)KJIMBO TaKOXX BPaxOBYBaTH CHEHUDIKY
3a/1a4i, HAPUKJIIAJ, Y1 OPIEHTOBAH1 METOAU Ha BUSBJICHHS OJTHOPA30BUX BUKUJIIB 200
HOBUX, I1I€ He 3aikcoBaHUX aHOMaUTii. Po3poOKa 1 BpoBaI>KeHHS METO/11B BUSIBIICHHSI
aHOMaJiii TIOBMHHI BpPAaxXOBYBaTH PHU3UKU Ta TMOTEHIIAHI HACIIJIKM TOMUJIOK.
BusiBieHHsT XMOHOMO3UTHBHUX a00 XMOHOHETATUBHUX PE3YJIbTAaTIB MOXKE MaTu
HACJIIKU, 30KpeMa B KiOepOesmell 4u yHpaBiliHHI CKJIQJHUMHU CHUCTEMaMH, TOMY
OaJlaHC MIDXK UYTJIMBICTIO 1 CHEHU(PIYHICTIO € TMPIOPUTETHUM 3aBJIAHHSM.
ABTOMaTH3aIlis TPOIECIB 1 3MaTHICTh CUCTEM JI0 CaMOHABUYaHHS Ha OCHOBI 3MiH Yy
MOBEAIHII TaHUX TaKOX CIPUSIOTH MIJBUIIEHHIO €(PEKTUBHOCTI BUSBIICHHS aHOMAaTii.

Aklil Kiflay ta iHmi y mocmimkeHHi [67] MpOMOHYIOTh METOJ BUSBICHHS
MEPEKEBUX BTOPTHEHb 3a JIOMOMOTOK MYJIbTUMOJAIBHOI CHCTEMH Ha OCHOBI
MAaITUHHOTO HaBYaHHS. | 0JIOBHIMH €JIEMEHTaMHU CHCTEMH € J[Ba MOJICTIi 3 aJITOPUTMOM
Random Forest, iK1 npaioTh OKpeMO 3 METaJaHUMHU TIOTOKY 1 nepiumu 32 daiitamu
IIPOTOKOJTy, 00'€AHYIOUM pe3yJbTaTH 4epe3 soft voting. 3miHa mpaBuia abo METO/IIB
BUSIBJICHHSI MOYKJIMBA JIUIIIE TIUITXOM MepeHaBuanHs. [IpoTe MacmTaboBaHiCTh MEpexKi
obMmexxeHa yepe3 00poOKy BETMKUX 0OCSTIB JaHUX.

Astopamu [68] mpeacTaBieHO METO/T BUSBICHHS MEPEKEBUX BTOPTHEHb, SIKHI
0a3yerbcst Ha aBToHOMHIN HJI 13 Bukopuctanusam "m'skux npototumis". Llei miaxiz,
Bigomuii sk Soft Prototype-based Autonomous Fuzzy Inference System (SPAFIS),
J03BOJISIE B PEKUMI PEabHOTO Yacy aJamnTyBaTHCS JO HOBUX JaHHMX Ta 3MIHIOBATH
CBOIO CTPYKTYpYy. OCOONMBICTIO € 37aTHICTh 0 aBTOHOMHOro HaB4aHHs: SPAFIS
J0JJa€ HOB1 MPOTOTHUIH, BUAAJIAE 3acTapiil abo AyOIr0r0di eIeMEeHTH 1 TAKUM YUHOM

ONTHMI3y€e OOYHUCIIOBANIbHI pecypcu. MeToa MiATpUMY€E aHaji3 BXIAHOro Tpadiky,
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aJanTyIOUNCh 10 3MIHIOBAHMX TMATEpHIB JaHuX. /[ HamamrTyBaHHS MOTPIOHO MaTh
daxiBuiB, a 6a30B1 mapamerpu jerko anantytotbes. SPAFIS 3naThHuit npaioBaTtu 3
JaHUMH y peajbHOMY dYacl, ajie 37e01IbIIOr0 OpIEHTOBAHWM Ha aHajl3 IMOTOKIB Y
pexxumi onnaitH. SPAFIS edexktuBHO MacmTaOyeTbes i BEIUKUX MEPEXK,
3a0e3Meuyoun MiHIMaJIbHUHN BIUIMB HAa MPOTYKTUBHICTD.

Y crarti [69] mocmimkyeTbes TiOpHIHA CHCTEMa BHUSBICHHS MEPEKEBHX
BTOPTHEHb, Ka BUKOpHUCTOBYe MeToa MH 3 dyHnkuiero camoBigHoBieHHs. OCHOBHA
171es1 OJIATaE y TOETHAHHI METO/I1B BUSBJICHHS aHOMAJTI Ta CHTHATYPHOTO aHAJTI3y JJIsI
MIJBUIICHHS €(QEKTUBHOCTI BUSBICHHS arak. (OcoONMBICTIO € MeEXaHi3M
CaMOBIJTHOBJICHHS, 1110 JO3BOJISIE aBTOMATHYHO JOJaBaTU HOBI CHUTHAaTypu J10 0asu
JAHUX, 30KpeMa JJid HEBIIOMUX aTaK, TaKMM YWHOM IIiJIBUIIYIOYH TOYHICTH Ta
edekTuBHICTh BUsBIEHHA. [linTpuMka macmTabOBaHOCTI 3a0e3MeUyeThCS uepes3
BUKOPUCTAHHS ONTHUMI30BAHUX QJITOPUTMIB, IO 3MEHIIYIOTh HABAHTAXKCHHS Ha
pecypeu. Cucrema MIATPUMY€E THYYKE HaJallTyBaHHsS KOH(Irypailli BIAMOBIIHO 10
noTped KOpHUcTyBaya.

Po6ota [70] crocyeThcsi BUSBICHHS Ta 3alo0IraHHS aTak HYJIbOBOI'O JHS Ha
Mepexi 3a fonomororo MetoiiB MH. Anani3 mepexxeBoro Tpagiky BUKOPUCTOBYETHCS
JUTSL THATPUMKH CHCTEM BUSIBIICHHS MEPEKEBUX BTOPTHEHb. BHKOpHUCTAaHHS 3aKOHY
bendopna no3Bossie 1IEHTH(IKYBATH MEpPEKEBI MapaMeTpd, IO CBIAYATH MPO
aHOMaJIbHY  aKTUBHICTb. OmnMcaHi METOAM MIATPUMYIOTh  HaJallTyBaHHS,
MacTabOBaHICTh, CYMICHICTh 13 PI3HMMH OIEpAIliiHUMU CHCTEMaMH Ta IHIIUMU
cuctemMamu Oe3neku. TouHICTh pOOOTH CUCTEMU 3aJIeKUTh BiJl IPABUIBHOTO BUOOPY
napaMmeTpiB aHalizy. 30KpeMa, MPOIMOHYIOThCS HamiBaBTOMatuyHi mMetonu MH, siki
3IaTHI HABYaTUCA Ha OOMEXeHHX oO0cirax MapKOBaHMX JJaHUX, IO TOJETTIYE
IHTErpallilo HOBUX MPaBUJI BUSBIICHHS aTakK.

Mahmoud Said El Sayed Ta inm1i [71] akiieHTy0Th yBary Ha po3po0iii METOTY
BUSIBJICHHS aHOMAaJii 11t 6opothOu 3 DDoS-arakamu B mMepexkax, moOyJ0BaHUX 3a
NPUHIIMIIOM TIPOTPpaMHO-BH3HA4YeHHX Mepex. OCHOBHA yBara NPHAUIIETHCS
BUKOPUCTAHHIO TEXHOJIOT1M TIMOOKOTO HaBYaHHS JUIsl CTBOPEHHA €(EeKTUBHOI

CUCTEMHU BUSIBIIEHHS BTOPTHEHbB, 1110 AHAJI3YE MOBEAIHKY MEPEXEBOT0O Tpadiky s
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po3mizHaBaHHs  3arpo3. OcCOONMBICTIO € 3aCTOCYyBaHHS  METOJIB  BHOOPY
xapakTepucTuk, Takux sk Information Gain 1 Random Forest, mo mo3Bomise
ONTUMI3yBaTH HaOIp BXIJHMX JaHUX, 3MEHIIYIOYH KUIBKICTh 0OpOOIFOBAaHUX
napaMmeTpiB 6€3 BTpaTu TOYHOCTI.

ABTopH [72] npONOHYIOTh MOKPAIICHHS MPOJIYKTUBHOCTI CUCTEMH BUSBJICHHS
BTOPTHEHb 3aBASKU 00’ €THAHHIO CUTHATYpHOTO Ta Ha OCHOB1 aHOMAJII{ MIAXO/IB J0
BusiBiieHHS. Cucrema aHamidye BXimHUW Tpadik, IO J03BOJSIE KiIacH(iKyBaTH
MepeKeBl MaKeTH Ha HOPMAaJIbHI Ta TakKi, 110 MICTITh aTakKu. AJMIHICTPAaTOPH MOXKYTh
OTPUMYBATHU J€TaNbHI 3BITH Ta )KypHaJIU POOOTH, a TAKOXK 1H(HOpPMAIIO PO BUSABIICHI
3arpo3u B peasiIbHOMY 4aci, [0 CIPHUsIE MIBUAKOMY pearyBaHHIO Ha 3TOBMHUCHI JIii.

Sivasankari Nitiynandan [73] 3ocepekye yBary Ha BUSIBJICHHI Ta 3armoOiraHHi
aTak Tury 'moguHa mnocepenuHi" y wMepexax 10T 3a gomoMoror MeToniB
perpeciiftHoro MoieNtoBaHHs. J{ociIKeHHs TPOIOHY€E BUKOPUCTOBYBATH TPU TEXHIKU
MH — miHiliHy perpecilo, OaraTOBUMIpHY IIHIIHY PErpecito Ta perpecito
lNayciBcbkoro mporecy. PoGora Bkimouae wmoxentoBanHs Tpadiky IloT 3
BUKOPUCTAHHSAM 1HCTpyMeHTYy NS2, 10 [103BOJisi€ TEHEepyBaTH JaHl SK s
HOPMAaJIBLHOIO, TaK 1 JJIS MIKIJJTMBOTO Tpadiky.

Jocnipkenns [74] cnpsiMoBaHe Ha CTBOPEHHSI TIOPUIHOT CUCTEMH BUSBJICHHS
BTOPTHEHb, fika MOeAHye B cobi meroau HJI, mTydHux HEHPOHHHX Mepex Ta
reHetuyHoro anroputmy. Cucrema aHanizye BXigHUN Tpadik, T03BOJISIOYU
kinacu(ikyBaTd JaHlI Ha HOpMalibHI a00 37OBMHUCHI. BusBIeHHsS arak MoOXe
3MI1IICHIOBATHCA B pE€aJbHOMY 4Yaci, 0COOJIMBO Y BUNIAJKAX, KOJIHU 11€ CTOCYETHCS IEBHUX
aHomautii y moBemiHil Tpadiky. Mojenb miaTpUMye pPi3HI OmnepariiiHi CUCTeMH, a
TAKOXX MOXE IHTETpyBaTHUCA 3 IHIIUMH CUCTEMaMU OE€3MEKH, MiJBUIIYIOYN IXHIO
3arajbHy €(eKTUBHICTb.

PoGora PaxiBinoBoi [75] mpucBsiueHa aHami3y CTaTUCTUYHUX METOMIB JIJIst
BUSBIJICHHSI aHOMaJII{ y TeJeKOMyHiKaliitHoMy Tpadiky. OCHOBHUMH METOAAMH, 11O
PO3TIISAAINCS, € aHAJI3 YaCOBHUX PSiB, Kiacudikallis 3a JOIOMOTOI0 JepEB PIllICHb,
KJIACTEPHUH aHaJI13 Ta METO Ha OCHOBI €HTPOMii. [[7151 OIliHKM METO/1iB BpaXxOBYBAIUCS

TaKi MOKa3HUKH, SIK IMOBIPHICTb BUSIBJICHHS aHOMaJii, KUIbKICTh XUOHOTIO3UTUBHUX
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CIparbOByBaHb Ta 4ac POOOTH.

ABTOpH [ /6] MPONOHYIOTH CUCTEMY JIJIsl BUSBJICHHSI Ta MIOM SIKILIEHHS aHOMaJIii
y IpPOrpaMHO-BU3HAYEHUX MEpekax, 110 0a3yeThCs Ha MO€JHAHHI METOAIB JOBIOi
KOPOTKOYACHOI TaM’sTi ISl TPOTHO3YBaHHS HOPMAJIBHOI TMOBEIIHKH MEPEKEBOTO
tpadiky Ta HJI nns BusiBnenHst anomaniii. OCHOBHA 1]1es CHCTEMH T0JIATa€ y CTBOPEHHI
1M(POBOTO MIAMUCY MEPEKEBUX CEIMEHTIB, 110 0a3yeThCs Ha aTpUOyTaX MEpEKEeBUX
noTokiB. CucteMa BUKOPHUCTOBYE BIKHO TpadiKy, YHHUKAIOYU MOTPEOU B ICTOPUYHIN
0a3i JaHWX, 1 BUBHAYa€ MOPOTOBl 3HAYEHHS HOPMAJIBLHOCTI 3a JIONMOMOTOI0 HEPIBHOCTI
biename-YeoOumea. HJI go3Boiisie amanTWBHO OIIHIOBATH BIAXWIECHHS BIJ
HOPMaJILHOTO MpodUIto, MO JornoMarae kiacudikyBatu anomarnii, Taki sk DDoS-
aTakd YM CKaHyBaHHS MOPTIB. J{Jisi oM’ AKIIEHHS! HACIIJKIB aTaKk BUKOPUCTOBYETHCS
MOJIITHKA JTUHAMIYHOTO YIpPaBIIHHS MOTOKaMH, sika OJIOKY€ IIKIJJIMBI MaKeTH ado
NepeHanpaBisie iX J0 CHellaJbHUuX BY3JIiB, TApaHTYIOUYH CTa0UTbHICTh MEPEXKI.

3anponoHoBaHuil MetoA [ /7] knacudikaili MmepexeBoro Tpadiky, 3aCHOBaHUI
Ha MH, Mae HU3KY Ba)XJIMBHX TIEpeBar i MeBHI 0OMEXEHHS, SIKi BIUIMBAIOTh Ha MOT0
edekTuBHICTh 1 cepy 3acTocyBaHHsA. BumagakoBi JicH, SKI BHSBHINCS HANOUIBII
e(heKTUBHUMU, TEMOHCTPYIOTh 30a1aHCOBAaHY TOUHICTh MTOHAT 87%.

VY [78] aBTopm mpomnoHyroTh MeTon FuzHD-++, sxuii moeaHye BiIHOBIICHHS
BI/ICYTHIX JaHUX 1 BUSBJICHHS aHOMaJbHMX BY3IIB Yy cepenoBumil 10T. [lns
BITHOBJICHHSI BIJCYTHIX JIaHUX 3aCTOCOBYETHCS MPOQIIb MATPULll, SIKUWA BUSBIIAE
MOBTOPIOBAH1 IIA0JIOHM cepell JaHuX PI3HUX BY3diB. [IOTIM BHUKOPHUCTOBYETHCS
anroput™ k-HalOIMKYMX CYCIZIB JUIsl 3alIOBHEHHS BIJICYTHIX 3HAa4€Hb HA OCHOBI
iH(dOopMaIrii BiJ CyciiHIX By3/1iB. BogHOUYac BUSBIICHHS aHOMAIBHUX BY3JIIB 0a3y€ThCS
Ha HEYITKUX TMpaBUjaxX 13 BHKOPUCTAHHSIM EKCIEPTHUX 3HAaHb 1 MPUXOBAHUX
3aKOHOMIpHOCTEeN y naHux. Hegomikom MeToy € Horo oomMexeHa 3/1aTHICTh BUSBIISITH
JIMIIIE TICBHI THIIM aTaK, HAIPHKIIaJ, aTaky Ha HiTicHicTh qanux (FDIA).

Liangchen Chen [79] mpencraBiisse MeToj KiacTepusaiii JUisi BUSBICHHS
anomanii y mepexxkeomy Ttpadiky DPC-GS-MND. Bin 6a3yeTbcsi Ha anroputmi
KJIacTepu3allii 3a MIKOBOI MIUIBHICTIO, SIKUWA OyJ0 TMOKpAImeHO 3a JOTOMOTOI0

BpaxyBaHHs B3a€EMHOTI'O CTYNEHS cyciicTBa. B3aeMHuii cTymiHb cyciicTBa 3a0e3neuye
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BHU3HAUEHHS IIEHTPIB KJIACTEpiB, aHATI3YIOUH JIOKAIbHI 3B’SI3KM MK JaHUMHU. Kpim
TOTO, METO]] BUKOPUCTOBY€E aBTOMATHU30BaHUM BHOIp LIEHTPIB KJIACTEPIB, 1110 3MEHIIIYE
pU3BUK  TOMWIOK, CIOPUYMHEHUX  JIOACBKUM  ¢aktopoM. [  oOpoOku
aucOaJaHCOBaHUX JaHUX MOXYTh BHUHUKHYTH TPYJIHOIIl, a JOJAaTKOBUM Yac Ha
0OYHCIICHHS B3aEMHOTO CTYIICHSI CYC1ICTBA 301JIBIIIYE 3arajibHi BUTPATH Yacy.
3amporionoBanmii 'y [80] meronm BusBICHHS aHOMANid y KiOepdizmIHHX
cUcTeMax 0a3yeTbCcsd Ha IHTerpamii ajJropuTMy HalMEHIIUX KBaJpaTiB Ta
EHTPOMIHHOIO aHaJli3y YaCOBUX BIKOH. MeTo1 HaWMEHIIIMX KBaJIpaTiB ONTHMI30BaHHI
NUISIXOM J0oJaBaHHA (yHKIIM, Takux K (QyHKmii ['ayca Ta apoOoBi QyHKIII, SKi
CHOPUSIOTH JIOCATHEHHIO PO3PIIKEHOCTI IMMapaMeTpiB CTaHy Ta MIHIMI3YIOTh
nepeHaBuaHHs. Koau cucrema BUsBIsiE aHOMaJbHY HMOBEAIHKY, aJlTOPUTM aHaNli3ye
JaH1 y 3BOPOTHOMY MOPSAKY, BUKOPUCTOBYIOUH SHTPOIIWHUIN aHali3 JIsi BA3HAYCHHS
JoKepesa aHoMaUtii.

VY [81] 3anpormoHOBaHO METOJ, SKUH BUKOPUCTOBYE MOBEIIHKOBHIA aHAJI3 IS
BU3HAYECHHS HOPMAJIbHOI TOBEIIHKUA MEPEXKI Ta BUSBIEHHS BIJIXWIEHb, 110 MOXYTh
CBIIUUTH mpo aHomamii. Merogomnoria 0a3yeTbCsi Ha OO0 €IHAHHI JIEKUIBKOX
QITOPUTMIB TPOTHO3YBaHHS, TAKUX SAK IMPOCTE EKCIIOHEHIaTbHE 3IJIaJKyBaHHS,
NOJABIMHE EeKCIOHEHIIAIbHE 3IUIaJDKYBaHHS Ta MeToj Xonta-Biatepca. Bonm
IHTErpOBaHl B aJIalITUBHUM aJITOPUTM, IO BPAaXxOBY€ 3MIHHICTh CE€30HHHX JIaHUX Ta
MOY€ HaJIallITOBYBATUCH BIJMOBIAHO 0 crienudiku Tpadiky.

[Ininapesa Ta iHmn [82] mpomoHyOTs METOA CTBOPEHHS KacKaay TITMOMHHHUX
HEWPOHHMX MEPEX JUIsl BUSBIICHHS Ta Kiacu(ikalli MepexeBuX aTak. BiH ckinanaeTbes
3 JIBOX €TamiB: CIIOYaTKy BHKOPHUCTOBYEThCS TIOpUIHA MeEpexka, 10 00’ €aHye
3TOPTKOBY HEHPOHHY MEpEeXKy Ta MEpEXY 3 JOBrOI KOPOTKOCTPOKOBOIO MaM’SITTIO,
JUI BUSIBIICHHS aTak. TecTyBaHHS METOAY MPOBOIMIOCS 3 BUKOPHUCTAHHSIM HaOOpy
nanux UNSW-NBI15, a Takox Ha peanbHUX MEPEXKEBUX HaHUX, IO JO3BOJIHIIO
nepeBipuTH HOro epekTUBHICTh. BomHoyac iCHYyIOTH MEBHI OOMEXEHHs. 30Kpema,
CKJIQJIHO 3a0€3MeUnTH aHali3 BEJIMKUX OOCSTIB JaHUX y peaidbHoMy 4aci. Kpim Toro,
HAaBUAHHA Ta HAJAMITYBaHHS TaKUX TJIMOOKWX MoOJeNied BUMAralTh 3HAYHUX

00YHUCITIOBAILHUX PECYPCIB.
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VY [83] aBTOpHM NPOMOHYIOTH METOJ CTBOPEHHS T1OPUAHOT CUCTEMH JISl aHATI3Y
Ta JIarHOCTUKW 3arpo3 Ttumy Zero-Day. BiH 0a3yeTbcsi Ha iHTerparii KUJIbKOX
KOMITOHEHTIB, 5IK1 3a0€31eUyI0Th aBTOMATUYHE IPUHHSATTS PillIeHb, CTATUYHUIN aHa13
3 BUKOPUCTaHHIM MYJbTHCKAaHEpa Ta aHali3 Yy 130J1b0BaHOMY cepeaoBui Sandbox.
CucreMa BHUKOPHUCTOBYE MOJYJIBHHUM MIJX1J, [0 BKIIOYAE aHa13 Tpadiky, JaMITH
mam’siTi Ta CTBOPEHHS YHIKaJbHOTO Ha0Opy MpaBWi ISl BUSBICHHS aHOMAJii.
[aTerparis 3 6araTbMa aHTUBIPYCHUMU PIIICHHSIMH 3a0e3Meuye napajelbHui aHami3
daiiniB, a 13oipoBaHe cepeaoBuie Sandbox 103BosisIE TIMOOKO JOCHIIKYBaTH
MOBEMIIHKY MIKIIUIMBUX 00'ekTiB. CiiJl 3a3HAYUTH, M0 METOJ MOTPeOy€e 3HAUYHMX
OOYHUCITIOBAILHUX PECYPCIB i (PYHKI[IOHYBaHHS 130JbOBAHOTO CEpEJOBHINA Ta
aHali3y BEIMKUX OO0cCAriB JaHuX. BukopucranHs 0araTb0X KOMITIOHEHTIB MOXKE
YCKJIAQAHUTH HaJAlITYyBaHHS 1 MIATPUMKY cucTeMu. Kpim Toro, oOMexkeHHs 1010
TOYHOCTI MpaBua Yara JJIsl JACIKHX CKJIQJHHX MOTIMOPGHUX MoaudikaIiid MOXYTh
BIUTMBATH HA 3arajibHy €()EKTUBHICTb.

Y poboTi [84] aBTOpHU MpeACTaBISAIOTh METOMA IICHTPATi30BaHOI PO3IOIIICHOT
CUCTEMHU BHSBJICHHS MEPEKEBUX aTaKk y KOPHOPATUBHUX Mepekax Ha OCHOBI
MYJIBTH(QPAKTATBRHOTO aHamizy. JIJIS IhOrO0 3aCTOCOBYETHCS METOJ MaKCUMYyMiB
MOJIYJiB BEUBIIET-TIEPETBOPEHHS, KU J1a€ 3MOTY BUSIBUTH OCOOJIMBOCTI CUTHAJY Ta
OI[IHUTU CTYMIHbL HOTO CaMOMOJIOHOCTI 3a JOMOMOror KoedilieHTa XepcTa.
Henonikom miaxoay € 3alexHICTh BiJ KUIBKOCTI JOCTYHUX JaHHUX. 3a HEJOCTATHbOI
KUTBKOCTI 3HAUY€Hb B aBTOKOPEIALIMHIN IMOCTIZIOBHOCTI HEMOXJIUBO TOYHO
chopMmyBat MyJIbTU(GPAKTAIHLHUN CIEKTP, 1110 MOXKE 3HUKYBAaTH €(EKTUBHICTh IS
pinkicHux abo cmabkux arak. TakoX BHABJICHO HEOOXIAHICTH ITOBTOPHOTO
HaJaIITyBaHHs MapaMeTPiB cCaMOMOI0HOCTI JIsl KOKHOTO HOBOTO MacITady aHami3y,
10 MO’KE YCKJIQJTHUTH BIPOBAPKCHHSI CHCTEMH B YMOBaX JHHAMIYHOTO Tpadiky.

Tabmuus 1.2 MiCTUTh TIOPIBHSJILHUN aHaNN3 METOJIB BHUSBJICHHS aHOMAIIA y
MepexeBoMy Tpadiky BIAMOBITHO J0 BU3HAYEHUX KPUTEPIiB, 110 JO3BOJISE OLIHUTH
iXHIO (YHKIIOHAJIBHICTh, €(PEKTUBHICTH 1 CYMICHICTh 13 PI3HUMH YMOBaMH
3actocyBaHHA. Tabmuig 103BoJsIE 3a0€3MEYUTH 3pyUHE MOPIBHIHHS TOCITIKYBAHUX

M1IXO0/I1B 3aJI€KHO BiJi BUMOT CUCTEMH Ta XapaKTEPUCTUK CEPEIOBHUINA, 110 CIPUSE
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OPUMHATTIO OOTPYHTOBAHUX PIIICHb MO0 MOJAIBIINX JOCHIIKEHb Ta PO3POOKU

HOBUX METOJIB BHUSBJICHHS aHOMAJild y cydacHUX 1HGOpMAaIIHHO-KOMYHIKAIIHHUX

MCpCIKax.

Ta6mui 1.2 — [TopiBHSHHS METO/IIB BIJMOBITHO J0 3aJaHUX KPUTEPIiB

uTepi
i Kpurepii
Ixepe

o = Q = S5

2 c5 |88 | & |Blaz |E | B| g |82

T < BT ZO| a4 ) = =S SRS - Q T

SO & & o ™ 0K = o = =0

=2 EXg S5 I == b | SSE| TQ S, ©
== eER |28/ 37 S8 2 | 225 | EX Q= S 2

Ne = S oR X aQ N X N = HQ al\o o < = S =

) &84 SEIET| ER T | REQ | HES| EX < oS

EF| 558|255 | 2° | £ |88~ 257 |8F £ | 22

S S5 | 22| K = s | =E S g1 5 | g&

i =8 |ZF| O = -~ S g 8 =g3)

m o = M @) ©
[67] - - + | + + + + + - +
[68] - - + | + + + + + + - +
[69] - - - - - - + + - - +
[70] - + - ¥ - - - + - + +
71 | - Rl R e e e e
[72] - - -+ - -]+ + - | -] -
[73] - i -1+ - T+ - + | - - -
[74] - - - |+ - + - + + - +
751 | - e
[76] - - + | + + - - + - + +
[77] - + - |+ + - - - + - +
[78] - + S|+ - - + - + - +
79 | - + |-l -
[80] - + -+ - - + + + - -
[81] - + - |+ - - + + - +
[82] - + + |+ - - - + + - -
[83] - + - - - - + + + - +
[84] - + + | - - - + + - - +

[IporoHoBaHi METONM BUSBJICHHS MEPEKEBUX aHOMAJIH JIEMOHCTPYIOTh

3HAUYHUWA mporpec y 3a0e3MedeHHI MEpekeBOi Oe3MeKH 3aBIASKH BUKOPUCTAHHIO

cyuacHux TexHonorii MH, HJI ta rmubokoro HaBuanHs. barato cucrem nponoHyoTh
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BHCOKHI piBeHb TOYHOCTI (10 98-99%) mpu BUSBIEHHI aTak, TAKUX SK CKaHyBaHHS
noptiB, DOS, BipyCH 4M €KCIUIOWTH, 110 3a0€3MeUyeThCs 3aBISKH KOMOIHOBAHOMY
BUKOPUCTAHHIO aHaJI3y MEpPEKEeBOro IMOTOKY, KOPUCHOTO HaBaHTaXEHHS Ta
curHatypHoro aHamizy. Jleski maxomau, sk-otr SPAFIS, neMoHCTpYIOTh aqanTHBHICTh
710 HOBHX 3arpo3 y peaJlbHOMY 4aci, 3aB/sIKM MEXaHi3MaM aBTOHOMHOT'O HAaBYaHHS Ta
JMHAMIYHOTO OHOBJIGHHS TpaBWi. [HII MeToau, 30KpeMa 3acCHOBaHI Ha TiOpUIHHUX
CHUCTEMaXx, MPOMOHYIOTh THYYKY KOH(ITypallio, MacIITabOBaHICTh Ta MiHIMAIbHUN
BIUIUB Ha MPOJYKTUBHICTH Mepexi. [HHOBaIiiiHI MiAXOAM, TaKl SK BUKOPUCTAHHS
aBTOKoJiepiB, LSTM abo anamnizy 3akoHOMIpHOCTEH 3a JornoMororo 3akony bendopaa,
J03BOJISIIOTH €(hEeKTUBHO OOpOOIISATH BEIHMKI 00CATH TpadiKy 3 BUCOKOIO TOUHICTIO Ta
MIHIMAJIBHOIO KIJTBKICTIO XMOHOIIO3UTUBHUX CHPallbOBYBaHb. [lonpu BUCOKUI piBEHb
€()EeKTUBHOCTI, JEsIKI METOJU MAalOTh CYTT€BI OOMEXeHHs. BUKOpHCTaHHS CKIIaIHUX
anroput™iB, sK-oT LSTM um ResNet50, Moxe BUMaratu 3HaYHUX OOYHMCITIOBAIBHUX
pecypciB, 10 YCKJIaJHIOE 3aCTOCYBaHHSI Y BEIMKHUX a00 OOMEXKEHHX y pecypcax
Mepexax. Metoau, 1o 6a3yrThCs HA CUTHATYPHOMY aHali31, 0OMeXeH1 Y 34aTHOCTI
BUSIBJISITH HOBI aTaKH, [I[0 BUMArae peryJsipHOTro OHOBJICHHs 0a3u curHatyp [85]. Tximi
miaxoau, Hanpukian, SPAFIS, notpeOyroTh 3amydeHHs kBanipikoBaHUX (axiBLIB IS
HaJAIITYBaHHS 1 MOHITOPUHTY, 110 YCKJIATHIOE BIIPOBAKEHHSI /TSl HEKBaT1(h1KOBaHUX
KOpUCTyBauiB. Jlesaki Mojei, Taki K T1OpuIHI CUCTEMHU Ha OCHOBI J€peBa PIillIeHb 1
LSTM, neMOHCTpYIOTh BUIIMH piBEHb XMOHOTO3UTUBHUX CHpallboBYyBaHb (110 17%),
0 MOXE CTBOPIOBATH J0JIATKOBE HaBaHTaXEHHS Ha aamiHicTpaTopiB. Kpim Toro,
MaclITabOBaHICTh y MeETOoAaxX 13 BEJIMKUM OO0CSATOM OOpOOKM JaHUX 1HKOJIM
3QIIMIIAETHCS OOMEXKEHOI0, SIK Y BUMAJKY 3 CHUCTEMaMH, 3aCHOBAaHMMHU Ha aHaji3i
KOPUCHOTO HaBAaHTAXKCHHS MTAKETiB.

Po6GoTa [86] npucBsueHa aHali3y METOIB BUSBJICHHS aHOMAJIN y CepeIOBUIII
IaTepHeTy peueil. [i MeTa — orusij MiAXOAIB 0 AETEKIii aHOMAIil, BU3HAYEHHS
OCHOBHHMX HampsMiB 3aCTOCYBAHHS Ta BHSBJIEHHS TMPOTalWH, fAKI MOTPeOyIOTh
MOJAIBIIIOTO AOCTIKEHHS. Pe3ynbTaTi MOPIBHIHHS METO/IIB CBIIYaTh, 110 HAHOIBII
e(eKTUBHUMHU € T1IX0/IU, K1 6a3yI0ThCS Ha IITMOOKOMY HaB4YaHHI Ta anroputmax MH,

0COONMBO y BHUIAJKaX, KOJU JIaHI MICTSATh BHUCOKY KUIBKICTh IIymMy a®0 3MIHHI
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3akoHOMipHOCTI. [loeqHaHHS XMapHUX 00UMCIIEHb 13 JIOKaJbHOIO 0OPOOKOIO Ha PiBHI
CEHCOpiB 3a0e3rnedye ONTUMalbHE CITIBBIIHOMICHHS MDK 3aTPUMKOIO 1 TOYHICTIO.
PoGoTa Takox BKa3zye Ha KJIIOYOBI BUKJIMKH, TakKi sK MOTpeda B ajanTallii 10 3MiH y
naTepHax JaHUX 1 HEOCTATHICTh PO3MIUEHUX JaHHX JJIs TPEHYBaHHsS Mojenel. Yci
METOJY MarOTh CBOi CHJIbHI Ta CJIa0OKi CTOPOHHM, 1 BUOIp 3aJICKHUTh BiJi KOHKPETHOTO
KOHTEKCTY 3acTocyBaHHs. [loeHaHHS P13HUX MIAXO0/1IB, TAKUX AK FOPUAHI CUCTEMH 13
CaMOBITHOBJICHHSIM a00 aJanTUBHI Mojeni Ha ocHOBI HJI, € mepcrneKTHBHUM HUIAXOM
JUISI  TIOKpAIlleHHS MepexkeBoi  Oe3meku. [lomanbini — JOCHIIKEHHS  MOXKYTb
30CepeKyBaTUCS Ha MIABUIIEHHI €()EKTUBHOCTI OOpOOKM HdaHUX, 3HWKEHHI1 PIBHSA
XMOHOIMO3UTUBHUX CIIPAIlbOBYBaHb 1 CIIPOILEHHI IHTETpallii CUCTEM HJisi IIUPOKOIrO
KOJIa KOPUCTYBaYiB.

[TpoanamizoBaHi METOAM BUSIBICHHS aHOMAIl y MepexeBoMmy Tpadiky B [87-
88] neMOHCTPYIOTh SK CHUJIbHI CTOPOHHU, TakK 1 HeAoJiku BusiBieHHs DDoS-atak. [o
OCHOBHHUX TIE€peBar BiJHOCATHCS BUCOKHI PiBEHb TOYHOCTI 3aBISKH BUKOPHCTAHHIO
anroputmiB MH, Takux ik ONOpHI BEKTOPHI MAIlIMHU, HEUPOHHI MEPEXkK1 Ta METOIH Ha
ocHoBl LSTM. OnHnak, mopsiz 13 1MM, ICHYIOTh NeBHI Heaomiku. [lo-mepiie, nesiki
METOJIY CKJIAJIHUMU y HanamtyBanHi. [lo-apyre, 1js 6araThboX METOIIB € MPOOIEMOIO
BHCOKa 00YHMCITIOBAJIbHA CKIIQAHICTB, KA 3pOCTAE MPOTOPIIIHHO 10 PO3MIPY MEpexi Ta
obcary Ttpadiky. Kpim Toro, y Bumaakax oOpoOKM He30ajlaHCOBAHMX JaHUX,
e(EeKTUBHICTh NEAKUX MIJXOJIB MOXKE CYTTEBO 3HM)KYBATHUCS, IO YCKIAIHIOE iX
BUKOPHUCTAHHS Y PeaIbHUX yMOBaxX. MeToiu BUsBICHHS! aHOManbHOTO Tpadiky B [oT
[89-92] 3a0e3meuyroTh Ik KOHCTPYKTHBHI PILIICHHS JUIS TIOJIITIICHHS (PYHKIIIOHYBaHHS
CHUCTEM, TakK 1 e(pEeKTHBHICTh y 3aXMCTI BiA mkimBux Aid. [Ipore iX aganTartis g0
PI3HOMaHITHHX CLIEHapiiB NOoTpeOye 3HaYHUX 3ycuiib. BomHoOUac, He0IIKOM O6araThox
MojieNiel Ta METOJIIB € iXHS 3aJIeKHICTh Bl o0uMcitoBaibHUX pecypceis. Ille onqnum
BUKJINKOM € BUKOPHCTAHHS 3acTapiiux ab0 CHUHTETUYHUX HAOOpIB JaHUX, SKI HE
3aBXKIU B1I0OpakaloTh pealibHI YMOBHU 3acTocyBaHHsA. OCKUIbKM 3HayHa 4YacTHHA
EKCIIEPUMEHTIB Bce I1I€ 0a3yeThbcsl HAa CTapux ab0 CMHTETUYHMX HAOOpax, TaKuX SK
KDD Cup 1999, mo obmexye akTyalbHICTh OTPUMAHUX PE3YJIbTATIB y Cy4yaCHHUX

YMOBAax.
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PO3JILI 2
PO3POBKA MOJEJIEH ITPOIECIB KJIACU®IKAII TPADIKY

2.1 BnockoHaJieHHsI Mo/ieJIi MOBeIiHKH TUIIOBOI0 KOPUCTYyBa4ya

@dopmyBaHHS MOJENi TMOBEAIHKM THIIOBOTO KOPHUCTyBadya y BIIKPUTOMY
CErMEHTI MepeXi BKITIOYAE IeKUIbKa OCTA0BHUX eTamiB. [lepiioueproso kopuctyBau
Mae€ MepersiHyTH nepeiik qoctynuux Wi-Fi Touok Ha cBoemy mpuctpoi. Ha npomy
eTamni NpUCTPIA e HE € MPUCTPOeM y Mepexi. HactymHum KpokoMm BiaOyBaeThcs
IPUEIHAHHA 10 MEpexi. Y pasi BIACYTHOCTI MapoIIi03’ € THAHHS 311 CHIOETHCS MIJISTXOM
BuOopy SSID 1 miaTBepKEHHS MIAKIIOYEHHS. SIKIO TOYKa JOCTYIy Ma€ KIo4
0e3MeKu, To MPUCTPIA MPUEAHYETHCS 10 Mepexi micihs apropu3zarlii. [Tlaposns yn QR-
KOJI, 3a3BUYaM, € y BIIKPUTOMY JOCTYIII 4 O€3 TPYTHOIIIB MOXKHA B3TH Y MpalliBHUKA
oprasizamii, 10 Mepexi [Koi NpuegHaHo Touky. Ilicns ycmimHOi aBTopH3auii
OPUCTPOI0 ABTOMATUYHO TpHUCBOIOEThCs I[P-aapeca, 1 BiH Oyne BBaXKaTucs
KOPUCTYBaueM MEpexki. 3a 3aMOBUYBAHHSAM YCIX aBTOPM30BAHUX KOPUCTYBAiB CIIJ
BBAKATU TUIIOBUMH. 3aBEpUICHHSM POOOTH KOPHUCTyBaua B MEPEXKI € BiA €JHAHHS
(BumkHeHHs1 Wi-Fi Ha npuctpoi, nepexijg B pexum «JlitTakay TOI0) 4u BUX1J 13 30HU
Iii TOYKU JOCTYIY.

[Ipoanaini3zyBaBIIM TOBEIIHKY KOPUCTYBadiB Yy BIJIKDUTUX CErMEHTaX 3a
normoMororw mporpamu Wireshark, MojkHa BU3HAUUTH HAMOUIBII BUKOPHUCTOBYBAaHI
3aCTOCYHKH.

Bukopucranns 3actocynky Telegram. BinmoBigHo 10 TEeXHIYHOI TOKYMEHTAITIT
TaHuM TpOAyKT BuUKopucTOoBye I[P-aapecu nBox mimmepex 91.108.4.0/22 Ta
149.154.167.0/20, BuxopucroBye noptu 80, 88 Tta 8443. V tabnumi 2.1 npeacraBieHoO
dparment ananizy tpadiky npu poboti 3 Telegram. Ilimx wac moHiTOpuHTY OyI0O
BUSIBJICHO, 1110 TIpU poOOTI 3 mogaTkoM [P-aapeca mxepena 3ajMIIa€ThCsl HE3MIHHOIO,
Xoua 3aJITHUX TOPTIB 3 jAiana3oHy moptiB Big 49152 no 65535 moxe Oyrtu
monaimente 3 (tabm. 2.1, puc. 2.1). [P-aapeca ogepkyBaua 3aMHIIaeThCs HE3MIHHOIO

JUIs 1ojlaTka Ta g poOOoTH 13 Bepciero misa Opaysep. Ilopt oxepkyBada y oMy
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Bumnaaky 443 ta BUKOpUCTOBYeThCS MpoTokod TCP. AHami3 oTpuMaHuUX JaHUX
JI03BOJIUB 3pOOUTH BUCHOBOK, 1110 TO€AHaHHSI [P-aipecu o€l 13 miAMEpEX Ta OJJHOTO
13 BKa3aHUX IOPTIB € XapaKTEPHOIO 03HAKOI poboTu 3 Telegram Ta MokKHaA BBa)kaTu

3a TUMIOBHM Tpadik.

Tabmuis 2.1 - @parmMenT aHanizy Mepesxi mpu poOoTi 3 3acTocyHkoM Telegram

IP agpeca . IP orpumyBaua ITopT oTprmyBaua
: [TopT BiamIpaBHUKA (cepmep (cepsep
BIJIMIPaBHUKA
3aCTOCYHKY) 3aCTOCYHKY)
172.20.110.72 61184 149.154.167.41 443
172.20.110.72 61065 149.154.167.41 443
172.20.110.72 61064 149.154.167.99 443
192.168.16.107 53562 149.154.167.41 443
192.168.16.107 54096 149.154.167.41 443
192.168.16.107 54149 149.154.167.99 443
El Frotocol Sic Dst TxRate |RxRate TxPack.. RxPack
800 (ip) b (tep) 172.20.102.13%:37493 149.154.167.41:443 (https) 0 bps 0 bps 0 0
800 (ip] B [lep) 17220.102.133:37495 149154167 41:443 [https) 0 0 bps 0 0
800 (ip) B (tep) 17220.102133:37497 149154 167 41: 443 [https) 0 bps 0 bps 0 0
800 (ip) b (tep) 172.20.102133:37499 149154167 41:443 (ttps] 7.1 kbps  25kbps 3 1
800 (ip) B [tep) 172.20.102.13%3:4347 149154167 216:443 [hitpe] 3528k.. 25.0kbps K.} 36
800 (ip) B (lep) 17220102.133:49473 149154167 216:443 [https) 2786 k.. 171 kbps 28 29

Pucynoxk 2.1 — ®parmeHT ananizy Mepexi mpu poOOTi 3 BepCi€ro 1l MOOUTEHOTO

3actocyHky Telegram

Buxopucranus 3actocyHky Viber. AHami3 AaHUX, MO OYyJI0 OTPUMAHO Y
pe3ynbTaTi MOHITOPUHTY Mepexi (Tabi. 2.2), 103BOJIsIE 3pOOMTH BHCHOBOK, IO
OJIHOPa30BO BCTAHOBIIOETHCS 3’ €IHAHHS MK IPUCTPOEM Ta CEPBEPOM 3aCTOCYHKY JIJIst
oOMiHY JaHUMHU. [{ai BUKOPUCTOBYEThCA OHA 1 Ta >k KoMmOiHaiis [P-anpecu Ta mopra
OJlep)KyBaua ¥ BUKOPHCTOBYIOTHCSI TMOKM KOPHCTYBad 3HAXOJUTHCS B IOTOYHIN
Mepexi.

Buxopucrtanus 3acTocyHky Zoom. Y TeXHIUHIM JOKyMEHTalli Ha caiTi
po3poOHUKa BKazaHo, 1m0 [P-aapecu Ta mopTH € 4iTKO BHU3HAYEHI B 3aJICKHOCTI BiJl
TOTO, SIKUM YMHOM BHUKOPHUCTOBYIOThCS pecypcH (MOOLIBHUM TOAATOK, MPOrpaMHe

3abe3nedeHHs, opaysep). s HanamTyBaHHs OpaHaIMayepiB BUKOPHUCTOBYIOTh MMOPTH
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TCP 80, 443, 8801, 8802 ta UDP 3478, 3479, 8801-8810. [Ipu poboTi 3 nomatkom
Zoom 13 MoOLIBbHOTO TIpHCcTpoto 3aaistHi moptu TCP 5091, 390 Ta UDP 20000-64000.
Bignosigno mno npaBun 6panamayepa gt Zoom Contact Center 3aaisiai moptu UDP
20000-64000 ta TCP 443, 5091. bpannmayep npu BHUKOPHUCTaHHI 4Yepe3 CalT
3actocyHok Zoom BukopuctoBye noptu TCP 80, 443 1 Bxxe He BuzHaueH1 [P-anpecn,
a nomeH *.zoom.us. [IpaBuna 6panamayepa s 10AaTKiB Z0om 3aCTOCOBYIOTh OPTH
TCP 443 ta nomen *.zoomapp.cloud. JocniauBim moBeaiHKy MEpeKeBOro Tpadiky
npu poOoTi 3 pomaTkoM Zoom (Tabn. 2.3) MoOXHA BUICHIAKYBaTH 3’€IHAHHS 3
MIJIMEPEKEI0 B J1ana3oH1 [P-agpec Ta BUKOpUCTaHHS MOPTY, IO MIATBEPIKYE J1aHi 3

JIOKyMEHTAIII1.

Tabnuis 2.2 - @parMeHT aHaji3y MEepeki Mpu podOTi 3 3aCTOCYHKOM Viber

IP agpeca . IP orpumyBaua ITopt oTpumyBaua
) [TopT BiamIpaBHUKA (cepmep (cepsep
BIJINIPaBHUKA
3aCTOCYHKY) 3aCTOCYHKY)
172.20.110.72 61099 52.0.252.41 443
52.0.252.41 443 172.20.110.72 61099
192.168.16.107 53597 44.192.202.0 443
44,192.202.0 443 192.168.16.107 53597

Tabnuusg 2.3 - @parMeHT aHaii3y Mepexi pu podboTi 3 Zoom

IP axpeca . IP orpumyBaua ITopt oTpumyBaua
) [TopT BiampaBHUKA (cepsep (cepsep
BiJlTpaBHUKA
3aCTOCYHKY) 3aCTOCYHKY)

172.20.110.72 51800 170.114.52.4 443
172.20.110.72 51800 170.114.52.4 443
172.20.110.72 61128 170.114.15.95 443
192.168.16.107 63924 170.114.2.8 443
192.168.16.107 63954 170.114.14.58 443

[Tin yac poOOTH 3 MOLIYKOBUMH CHCTEMAaMH NEPEBAKHO BUKOPUCTOBYIOTHCS

noptu 80, 443 Ta [P-anmpecy, 1110 BiAMOBIIa€ TOMY YU 1HIIIOMY caiTy (Taou. 2.4).
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Tabmums 2.4 - ®OparmeHT aHamizy Mepexi Opu poOOTI 3 MOITYKOBHUMH

cUCTEMaMHU
IP anpeca IP orpumyBaua [Topt oTpumyBaua
. P [TopT BiamIpaBHHUKA (cepmep (cepep
Bi/IMPaBHHUKA
3aCTOCYHKY) 3aCTOCYHKY)
172.20.110.72 61166 35.245.210.119 443
172.20.110.72 61473 216.58.209.16 443
172.20.110.72 61505 18.66.121.64 443
172.20.110.72 61151 173.194.73.188 80
172.20.110.72 61504 142.250.203.197 443
172.20.110.72 61504 142.250.203.197 443
EL..  Protocol Sre. Dst. VLAN Id DSCP  |TxRate RxRate | TuPack.. RxPack
800 (ip) 6 (tcp) 172.20.102.139:40258 159.203.145.121:443 (https] Obps 0 bps 0 0
800 (ip) 6 (tep) 172.20.102.139:40260 159.203.145.121:443 [hitps] Obps  Obps 0 0
800 (ip) B (tep) 172.20.102.139:40268 159.203.145.121:443 [hitps] Dbps 0 bps 0 0
800 (ip) 17 [wdp) 172.20.102.133:40276 157.240.224.7:443 [hitps] Obps 0 bps 0 0
800 (ip) 17 [udp) 172.20.102.139:40057 157.240.224.7:443 (https] 2407 k.. 9.2kbps 25 14
800 (ip) 17 [wdp) 17220.102.13%:40428 142.250.186.193:443 (httpsz] Obps 0 bps 0 0
800 (ip) 17 [wdp) 172.20.102.133:40879 104.26.7.133:443 [hitps] 4.1 Mbps 174.0 k.. 460 a1
800 (ip) 17 (wdp) 172 20.102.133:40969 34.117.98.198:443 [https) Obps 0 bps 0 0
800 (ip) 17 [wdp) 172.20.102.133:41043 104.21.52152:443 [hitps] 6.7 Mbps 1003 k... 689 119
800 (ip) 6 (tcp) 17220.102.139:41465 167.240.224.1 2443 [https) 776 bps 0 bps 1 0
800 (ip) 6 (tcp) 172.20.102.139:41467 157.240.224.1 2 443 [https) 776 bps 0 bps 1 0
800 (ip) B (tcp) 172.20.102.139: 41671 157.240.224 12 443 [https) Obps 0 bps 0 0
800 (ip) 17 (wdp) 172.20.102.13%:41730 216.58.215.100: 443 (hitps) Obps 0 bps 0 1]
800 (ip) 6 (tcp) 172.20.102.139:41878 35.186.231.97:443 [hitps] 44.7kbps 9.4 kbps 8 9
200 (ip) 17 (udp) 172.20.102.139:41889 172.20.0.2:53 (dns) Obps  Obps 0 0
800 (ip) 17 [wdp) 172.20.102.13%:42150 172.20.0.2:53 (dns] Obps 0 bps 0 1]
800 (ip) 6 (tcp) 172.20.102.139:42335 18.66.233. 2443 [https) 91.3kbps 16.7 kbps 17 14
200 (ip) 6 (tep) 172.20.102.139:42436 78.152.163.46:447 (https) 15.8 Mbps 3719k .. 177 [::)
800 (ip) 17 (wdp) 172.20.102.139:42450 142 250.1686.200:443 (https) [ Obps 0 bps 1] 0
800 (ip) 17 [wdp) 172.20.102.133:42068 18.66.233.57:443 [hitps) 47.2kbps 19.2 kbps ] ]
200 (ip) 6 (tep) 172.20.102.139:42353 172.67.75.202- 442 [https) Obps  Obps 0 0
800 (ip) 17 (wdp) 172.20.102.139:43103 142.250.203.206: 443 (https) D bps 0 bps 0 0
800 (ip) B (tcp) 172.20.102.139:43196 142,250,203 206: 443 (https) Obps 0 bps 0 1]
200 (ip) 17 (udp) 172.20.102.139:43285 172.20.0.2:53 {dns] Obps  Obps 0 0

PucyHnok 2.2 — @parMeHT aHajizy Mepexi npu poOOTi 3 MOIIYKOBUMH CHCTEMaMH

BUKOPUCTOBYIOYH MOOLTEHUMN TeIePOH

ITpu Bukopucranni qonarkiB Facebook 1 Messenger (puc.2.3) 3acTOCOBYIOThCS
nporokoin TCP ta UDP y 3amexHOCTi Bl BUKOHYBaHUX [id, OJHOPa30BO

BCTaHOBJIIOETHCS 3’ €HAHHS 3a neBHO0 [P-anpecoto, 3amisino 443 nopr.

Et..  Protocol Sic. Dst. TxRate |RxRate |TxPack.. RxPack

800 (ip] 6 (tep) 172 20.102.13%:37605 167.240.224.7-443 (hitps) 0bps 0 bps 0 i}
800 (ip] 6 (tep) 17220.102.13%:37627 167.240.224. 7-443 [bttps] 47 B kbps 121 kbps 14 1"
800 (ip) 6(tep) 172.20.10213%:37629 167.240.224 7-443 [bitps] 316 kbps 66 kbps 7 8
800 (ip) 6 (tep) 172 20.102.139:37854 167.240.224.16:443 [https) Obps Obps 0 0
800 (ip) 17 [udp) 172.20.102.13%:40404 167.240.224 63443 (httpz) B631.2k.. 85kbps 64 8
800 (ip] 17 [udp) 172.20.102.13%:40869 167.240.224 63 443 (https) 1269k. 746 kbps 28 19
800 (ip) 6 (tep) 17220102 13%:40902 167.240.224 63 443 [https) 0 bps 0bps 0 0
800 fip) 17 [udp) 172.20.102.13%:47288 167.240.224 62443 [https) Obps Obps 0 0

Pucynok 2.3 — @parmeHT aHanizy Mepexi npu po0oTi 3 goaatkamu Facebook
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[Ipu BuKOpHCTaHHI [AOAATKY IMOIITOBOrO cepeicy (puc.2.4) uym cailty
OJIHOPA30BO BCTAHOBIIIOETHCS 3’ €JHaHHA 3 [P-aapecoro Ta BUKIIIOYHO 11 BUKOPUCTAHHS
y noeaHaHHl 3 443 mopToMm, MOPTH MOOUIBHOTO MPUCTPOIO MOXKYTh 3MIHIOBATHCH.

IIpotokodn, mo 3actocoByerbes TCP.

Et. Protocol Sre. Dst TxRate |RxRate |TxPack.. RxPack

800 (ip) 6 (tep) 172.20.102.139:37449 £9.184,85.91:443 (hitps) 54kbps 83 kbps 1 2
800 (ip) 6 (tep) 172.20.102.133:37457 89.184.85.91:443 (https) 59kbps 7.6 kbps 2 2
800 (ip) 6 (tep) 172.20.102.139:37459 89.184.85.91:443 (hitps) 0 bps 0 bps 0 0
800 (ip) 6 (tep) 172.20.102.133:37465 89.184.85.91:443 (hitps) 44 Mtﬁ; 10.5kbps 369 20

PucyHnok 2.4 — @parMeHT aHajizy Mepexi npu poOoTi 3 J0JATKOM MOIITOBOTO

cepBicy

[limx dvac pobGoTu 13 3acTOCYHKOM OaHKy (pHC.2.5) BHUKOPHUCTOBYIOTHCS
aHaJIOT14HO J10 nonepeaHix myHkTiB TCP-npotokoin ta 443 nopt onepkyBada. Aje y
3QJIEKHOCTI BiJ oOlepauniid, MO0 BHKOHYe KopuctyBay, [P-agpecu 3MIHIOIOTHCS.
OckiJIbKH, 10 TPUKIIATY, apXiB TPAH3aKI[M 30epiraeThCs 3a OAHIEID aJAPECcolo, a Mpu

MepeKasl KOMITIB YK MEPEryiA/ll CTaHy PaXyHKY BUKOPHCTOBYIOTHCS 1HIII aJIPECH.

Et Protocol Src Dst TxRate RxRate TxPack. RxPack

| 800 (ip) 6 (tep) 172.20.102.139:40827 3.72.185.176:443 (hitps) 6.3 Mbps 1342 k.. 527 245
800 (ip) 6 (tep) 172.20.102.139:40831 3.72.185.176:443 [hitps) 3.3Mbps 71.3kbps 280 126
800 (ip) 6 (tep) 172 20.102.139:46869 3.65.157.177:443 (hitps) 592bps 592 bps 1 1
800 (ip) 6 (tep) 172.20.102.139:46873 3.65.157.177:443 [hitps) 1120bps 2.1 kbps 2 4
800 (ip) 6 (tep) 172.20.102.139:48005 52.31.131.184:443 (https) 4.7 kbps 24 kbps 2 3
800 (ip) 6 (tep) 172.20.102.139:48213 5222311.138:443 (Mtps)  111.8k.. 11.4kbps 19 12
800 (ip) 6 (tep) 172.20.102.139:48215 §2.22311.138:443 (https)  422kbps 6.7 kbps 8 9
800 (ip) 6 (tep) 172.20.102.139:48217 5222311.138:443 [ttps)  422kbps 6.7 kbps 8 9
800 (ip) 6 (tep) 172.20.102.139:48219 5222311.138:443 (tps) 422kbps 6.7 kbps 8 9

Pucynoxk 2.5 — ®parmeHT anainizy Mepexi mpu podoTi 3 101aTKOM OaHKY

OToX, Ha OCHOBI HAsBHOTO aHAJI3y MOXHAa 3pOOMTH BHUCHOBOK, IO MpHU
noeqHaHHl neBHUX (TunoBux) [P-ampec Ta BiAMOBIAHWUX TOPTIB 3’€IHAHHS MOKHA

BBaXKaTH O€3MEYHUM Ta 111 JJaHI MOYKHA MPUUMAaTH 32 TUTIOBUH JO3BOJICHUM.
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2.2 BiockoHaJIeHHs1 MO/ieJli TOBeiHKHM MOPYUIHMKA Y BiIKPUTOMY CerMeHTi

Mepexi

[Ticas toro, sik y maparpadi 2.1. ommcaHo MOJENb MOBEAIHKH THUIIOBOTO
KOPHCTYyBaua y BIIKPUTOMY CEIMEHTI MEPEXi Ta MOBEAIHKY THIOBOTO TpadiKy CIiif
OXapaKTepu3yBaTU MOJEIb MOBEIIHKA MOPYIIHUKA Y BIIKPUTOMY CETMEHTI Mepexi
BIJIMTOBIIHO JI0 HamommupeHimux atak [93].

Bce wacrime 3miiCHIOIOTBCS aTaku JOCTYIy, 30KpeMa araka Ha mapodii.
OCKUIBKM KUIBKICTh OOJIIKOBUX 3aIMCIB Ta IIHHICTh 1HPOpPMAIlii, IKY BOHU MICTSTb, 3
nepexoaoM o udposizailii cyTTeBo 3pocia. [Ipu peanizaiii Takoi aTaku y O1IbIIOCTI
BUIIAJIKIB aTaka WJe Ha CTaHJApTHI CEpBICM Ta CTaHAapTHI moptu (Tadm. 2.5).
TunoBUMM METOJIaMH 3JIOMY MapoJIiB € METOJI TPpy0oO1 Cuiiv, mifg0ip 32 CIOBHUKOM Ta

nepeBipKa 3a madJIoHOM.

Tabmuusa 2.5 — TunoBe BUKOPUCTaHHS MPOTOKOJIB Ta MOPTIB MpHU artalll Ha

napoJi
BukopucTaHHs mapu NpoTOKOMIB | ATaka Ha MOPTH
SSH 1 TCP 22,80
PPTP 1 TCP 1723
L2TP 1 UDP 500, 1701, 4500
RDP 1 TCP 3389
VNC i1 TCP 5900

[Ipuknan Tpadiky 31 CTOPOHHM 3JIOBMHUCHUKA MpU crpoOi miadopy JoriHa Ta
naposist 10 caiity Ha CMS Wordpress 310panuii 3a qonomoroto nporpamu Wireshark
300pakeHo Ha puc. 2.6.

[lin yac aTaku eTany BUKOHAHHS MOPYIIHUKOM OyJ]ie cOpMOBAHO HACTYITHUM
YUHOM:

Kpok 1.ITigrotoBka ao 3aiiicHeHHs ataku. Ha niboMy eTarni mopyuniHuk ooupae
00’€KT 10 BIJHOIICHHIO JI0 SIKOTO Oy/e 3/1MCHIOBATHUCS aTaka, KEPYIOUYUCh BJIaCHUMU
MOTHBaMH 3/IIMCHEHHS JaHOI aTaku, Ta 30upae HeoOX1HY 1HPOPMAIIiI0, B TOMY YHCII

3a JIOTIOMOT'O0 COITiaIbHO1 1HKEHEPIi.
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Kpox 2. Po3pobka miiany araku. [lopyniHUK BUZHAYAETHCS 13 MEPEXKETO, 110 SIKOT
Oyle NpueaHYBaTUCh IS 3A1MCHEHHsS aTakd, Ta CHOCOOOM 3JIMCHEHHS aTakH,

HiI[FOTOBKOI-O CJIOBHUKIB YU HaJIalITYBAHHAM IIPOTPaMHOTO 3a0e3IIeueHHS.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® R BERB 2@ ¢« > n «>»>»EE oo o @

Source Destination Protocol Length Info

335 69.019041103 10.0.2.15 78. ___ 54 59788 — 8@ [ACK] Seq=262 Ack=178 Win=64864 Len=@

375 69.074917903 10.0.2.15 78.1 s TCP 54 59788 — 80 [FIN, ACK] Seq=262 Ack=178 Win=64064 Len=0

207 68.931981220 10.0.2.15 78.177 “77 7 TCP 74 59788 — 88 [SYN] Seq=0 Win=64240 Len=8 MSS=1460 SACK_PERM TSval=2642298855 TSecr=0 WS=128
254 68.955314726 10.0.2.15 78.1! 3 TCP 54 59792 . 8@ [ACK] Seq=1 Ack=1 Win=64240 Len=0

323 68.9750139%0 160.0.2.15 T8.ave. suu.an TCP 54 59792 . 80 [ACK] Seq=261 Ack=177 Win=64064 Len=0

333 69.018978681 10.0.2.15 - TCP 54 59792 — 88 [ACK] Seq=261 Ack=178 Win=64864 Len=0

382 69.075423726 10.0.2.15 TCP 54 59792 . 80 [FIN, ACK] Seq=261 Ack=178 Win=64064 Len=0

210 68.932221312 160.0.2.15 TCP 74 59792 . 80 [SYN] Seq=0 Win=64240 Len=0 MS5=1460 SACK_PERM TSval=2642298055 TSecr=0 WS=128
252 68.955292687 10.0.2.15 78.°7° 77 7 TCP 54 59808 — 88 [ACK] Seq=1 Ack=1 Win=64248 Len=0

320 68.975002732 10.0.2.15 78.17° 7 7 TCP 54 59808 — 80 [ACK] Seq=264 Ack=177 Win=64064 Len=0

334 69.019013722 16.0.2.15 78. Sa—— TCP 54 59808 — 80 [ACK] Seq=264 Ack=178 Win=64064 Len=0

378 69.075333445 10.0.2.15 78.1! - TCP 54 59808 — 88 [FIN, ACK] Seq=264 Ack=178 Win=64864 Len=0

211 68.932480398 16.0.2.15 78.1 S TCP 74 59808 ~ 80 [SYN] Seq=8 Win=64240 Len=0 MSS=146@ SACK_PERM TSval=2642298856 TSecr=0 WS=128
397 69.091398022 10.0.2.15 L P TCP 54 59824 ~ 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
481 69.111437581 10.0.2.15 78.257 TCP 54 59824 ~ 80 [ACK] Seq=85 Ack=177 Win=64864 Len=8
514 69.153396668 16.0.2.15 78 . I TCP 54 59824 ~ 80 [ACK] Seq=85 Ack=178 Win=64864 Len=e
532 69.211718385 16.0.2.15 78,777 T - TCP 54 59824 . 80 [FIN, ACK] Seq=85 Ack=178 Win=64064 Len=0
346 69.973333713 10.0.2.15 X 74 59824 — 80 Seq=6 Win-64240 Len=0 MSS=1460 SACK_PERM TSval=2642298197 TSecr=e WS=128
395 69.691368145 16.0.2.15 - TCP 54 59832 — 80 [ACK] Seq=1 Ack=1 Win=64246 Len=6
472 69.111387855 10.0.2.15 . 3 TCP 54 59832 . 80 [ACK] Seq=85 Ack=177 Win=64864 Len=0
517 69.153426716 10.0.2.15 .3 . TCP 54 59832 ~ 80 [ACK] Seq=85 Ack=178 Win=64864 Len=g
539 69.211921123 10.0.2.15 . S—— TCP 54 59832 — 80 [FIN, ACK] Seq=85 Ack=178 Win=64064 Len=e
349 69.073409698 10.0.2.15 . TCP 74 59832 . 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2642298197 TSecr=0 WS=128
393 69.891348354 10.0.2.15 . A TCP 54 59838 ~ 80 [ACK] Seg=1 Ack=1 Win=64246 Len=6
457 69.108815251 10.0.2.15 . ant oo TCP 54 59838 — 80 [ACK] Seq=85 Ack=177 Win=64864 Len=e
519 69.153445393 10.0.2.15 it TCP 54 59838 ~ 80 [ACK] Seq=85 Ack=178 Win=64864 Len=0
520 69.216192834 10.0.2.15 R - TCP 54 59838 ~ 80 [FIN, ACK] Seq=85 Ack=178 Win=64064 Len=0
356 69.874065275 10.0.2.15 . a TCP 74 59838 ~ 80 [SYN] Seq=e Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2642298197 TSecr=0 WS=128
411 69.091624706 10.0.2.15 = r— TCP 54 59844 ~ 80 [ACK] Seq=1 Ack=1 Win=64246 Len=6
469 69.111355395 16.0.2.15 . - TCP 54 59844 ~ 80 [ACK] Seq=85 Ack=177 Win=64864 Len=80
518 69.153435240 10.0.2.15 . - TCP 54 59844 — 80 [ACK] Seq=85 Ack=178 Win=64864 Len=e
529 69.211582064 16.0.2.15 - i TCP 54 59844 ~ 80 [FIN, ACK] Seq=85 Ack=178 Win=64064 Len=0
» Frame 346: e , ptured (592 bits) on int

RealtekU

.15, Dst:
59824, Dst Port 0, Seq: 0, Len: ©

Pucynox 2.6 — Tpadik 31 cTOpoHHM 3T0BMHUCHUKA MPHU CIIPoO1 Mi00Py JIOT1HA Ta

napoJis

Kpoxk 3. Peanmizanis. [lopyliHUK npHeIHYETHCS 10 BIIKPUTOIO CETMEHTY MEPEXKI1
Ta po3noynHae OesnocepenHio araky. [lig gac sxoi MoxHa 3a aHamizoM Tpadika
BUSIBUTH (PaKT mopymeHHs. [ uporo ciijl npu ckaHyBaHHI BUX1THOT'O MEPEKEBOIO
TpadiKy aHaIi3yBaTH BXi/JHI Ta BUXiaHI mopTu Ta [P, yacToTy 3BepHEHb, TPOTOKOJIH Ta
iHIn mapametpu. Yac, skuili mOTpIOHO BUKOPHUCTATH Tif dYac miAOOpYy mMmapois,
0e3MocepeIHbO  3aJIEKUTh BiJ EHTPOMII MapoJil0 Ta BiJ HOPUCTPOIO 3 SKOIrO
3aIyCKa€eThCs aTaka, LIBUAKOCTI MEPEXI 3 AKOi e aTaka.

Kpox 4. [Ilicns ycmimHOro 3aBepIlieHHs aTakd KOPHUCTYBad  MOXKE
BUKOPUCTOBYBATH OTPUMAaHI JJaH1 3aJIe’KHO JI0 paHillle BU3HAYEHUX MOTHUBIB.

Kpox 5. TTopymiHuk Moke HaMaraTUCh MPUXOBATH 1H(POPMAIIIFO MIOA0 CBOIX i
31 CTOpOHU 00’€KTa aTaKHu.

Kpoxk 6. [lopyliHUK OKHAA€E BKE CKOMIIPOMETOBAHY MEPEXKY.

Cnin 3a3HaunTd, mo nyHKTA 1, 2, 4, 5 Ta 6 musxoMm aHamizy Tpadika He

11eHTU(]PIKYIOThCS, 00 € MOAIOHUMHU 10 Jii TUIIOBOIO KOPUCTYyBaya.
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Ha ocHOBI momepeqHbO0 BHUKIAACHOTO Marepiary cpopMyeMo MOJAETH

NOPYIIHKMKA 1] 4ac aTak Ha MapoJib, 10 300pakeHo Ha puc. 2.7.

Mogenp nopyuiHuKa mpu
cnpoOi miadopy Jorina Ta/abo

v v y v
Texmiuna OcCHOBHI ITPOSIBH Y
Motusu Ksamidikaris ) ;
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|""""* """" I e e t ------- | 1
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1 114 .
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1
1 1 : : ! : !
1 [ 11 ' . :
! ] i i !| OmmaitaxIP- | .
. . .. . . '
! 3nuit Hamip L Crnemiamnict -y IIpucrpiin 1 113 ! '| a;peca ukepena |
! 1
1 1 1
' 0 X 1 || TaonepKysaia I
1 1 1 [ !
1 1 1 [ !
1 1 I, N [l B N :
: ) : : - ) 1 HOTy)KHI/II/I : 1 OauH 1 TOM ke |
MHI i i o I
: Komepiiini i s podecionain Ly — ' 1| nopr wrepena Ta !
1! 1
! ! ! I cyuacHae I13 . OTpUMYyBayJa |
11 1 1
1 1 I, 1 !

Pucynox 2.7 - Mojens nopyIiiHuKa Ipy atalli Ha mapoiib

He3Baxaroun Ha MOpoCTOTYy peanizailii Ta HasBHICTh 0a30BUX MPaBHI IS
3aXMCTY BiJ] aTaku, MOIMYJISIPHICTh JIaHOT aTaKd HE 3MEHIIYEThCS. AJKE BUMHSATH i1
MO>KHa He JIMILIE 10 KOpeHeBUX cepBepiB uM [P, a if 10 NeBHUX YMUCTHUH, SIKI BAKOHYIOTh
KUTTEBOBAXJIMBI 3aBJIaHHS YM JO MICllb, JIe MOMEPEIHbO OyJIO 3HAWICHO «HIPKU»
Oe3mneKu.

IIpu ananizi ICMP-¢uyny y mepexxkeBoMy TpadiKy MOKHA CHOCTEpIraTH
onnoturndi 3anutd ICMP ECHO, mo matumyTh OJHY 1 Ty X aJpecy ojepKyBaua.
Bapro 3a3HaunTH, 10 3a0UTH OyIyTh HAAXOJUTH 3 OJHAKOBUM IHTEpBaJoOM. Ajie
1HTEepBaJ HAJCUJIAHHS 3alIUTIB HAJAIITOBYETHCS MOPYIIHUKOM TEPE]T TOYaTKOM aTaKH.
Crning 3BepHYTH yBary TakoXX Ha pO3MIpHICTh makery. IlepeBuinieHHs pO3MIpPHOCTI
MaKeTy MOYKE€ BUBECTH 3 JIaJly CEPBED, SIKIIO HAa HhOMY HE HAJAIITOBAaHO (PparMeHTAaIli0
MAKETIB.

SYN-dnysa inimianizye BeNUKY KiIbKicTh onHouacHuX TCP-3’eqnanp uepe3



55
nocwiky SYN-makeTy 3 HEICHYI0UOI0 3BOPOTHOO aapecoro. Jiis Oimbin edeKTuBHOT
aTakd TMOPYUIHUK CIIOYaTKy MO>KE€ IPOBOJUTH PO3BIAYBAIbHY aTaKy 3 METOIO
BUSIBJICHHST HAWOUIBII Bpa3iMBUX BY3JiB Mepexi. [licias Toro, sik araka yCHIIIHO
peanizoBaHa, O0’€KT aTaku Tmepectae (YHKIIOHYBaTH dYepe3 BEIUKY KUIbKICTb
HEHaJIICJIaHUX BIATOBIZIEH Ta pO3pUBAE yC1 HOBI 3’ €THAHHS.

UDP-¢dayn mpu anamizi MepexeBoro Tpadiky BiACIIIKOBYETHCA 3a PaXyHOK
Benukoi kimbkocTi UDP-makeTiB Ha pi3Hi moptu 3 oaHiero [P-aapecoro.

HTTP-noBimomnenns GET 3 Benukoro iHTeHcHuBHICTIO Ha 80 1mopT
xapakTepu3yioth ataky tunmy HTTP-¢nyn. Ii ocHOBHOIO Mimmo € 3aBaHTaKeHHS
KIIFOUOBUX €JIEMEHTIB CUCTEMU JI0 CTaHy, KOJIM BOHH OyayTh HE B 3M031 00p00IATU
Oy1b-sIK1 1HIII 3aITUTH.

ITin gac araku Ping of Death 310BMUCHUK HamaraeTbCs 3yNMUHUTH POOOTY
cepBepa 4YM BUBECTU WOrO 3 Jajay, HAAICHaBIIM 3BHUYAWHUN 3amUT ping, sSKUi abo
(¢parmenTtoBanuii, abo HerabGaputHuil. Komum Haacumaerbcs MmHr OUIBIIMKA 32
MaKCHUMaJIbHUI po3Mip, LIJTLOBUM cepBep Oyae ¢pparmentyBatu daiin. [lizHime, konu
cepBep chHOpPMYIIIOE BIJINMOBIAb, MOBTOpHA 30ipKa ILOTO OLIBIIOTO (haiily MOKe
COPUYMHUTHU NepeBaHTaxeHHs Oydepa Ta 301il. [Ipu anamsi Tpadiky uei Tun ataku
MO>KHA BIJICTEKUTHU 32 PO3MIPOM TaKeTa Ta HOro CKIaI0BUX.

DoS araku 31 CTOpOHH 3TOBMUCHHUKA € JIEIIO0 CXOKMMHU JJO CKAHYBaHHSI MOPTIB
AKIIO aHalli3yBaTH MEpEKeBHM Tpadik, 30KpeMa dYac Ta MPOTOKOIH, IO
BUKOPUCTOBYIOThCSA. [IpoTe MOXHa BCTAaHOBUTHM IHTCHCHBHICTH aTaKkd, BKa3aTu
KUTBKICTh 3aITUTIB 1 BIAIMOBHUTHCH BijJ oTpuMaHHs Bifmnosiai [94]. Came 11i mapamerpu
€ TOJIOBHUMH JIJIs1 BUSIBJICHHS TIPU aHaJIi31 MepeKeBOro Tpadika.

OTtos, Monens MOPYIIHMKA TMPHU araili Ha BIAMOBY B OOCIyroByBaHHI Oyje
BUTJISIJIATH BIAMOBIIHO /10 puc. 2.8.

[1ix yac po3BiAyBadbHUX aTaK MOPYLIHUK HAMAraeThCsl BUSABUTU aKTHUBHI BY3JIU
Mepexi, TOMy HaJicujlae ping-3aluTH Ha Bech aiana3oH [P-ampec moTpiOHOT Homy
Mepexi. 3a3BUyail, BUKOPUCTOBYIOTh 1HCTPYMEHTH PO3TOPTaHHS ping-3aluTiB, L0
MOCJIIIOBHO mepebuparoTh yci [P-aapecu mepesxi mociioBHO ouH 3a ogHuM. [1ix gac

ckanyBaHHs [P-anpec ijie meBHa KUIBKICTh 3aMUTIB HA KOXKHY aJIpecy.
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Mopens opyIIHuKa Ipy aTami
Ha BIIMOBY B 00CITyrOByBaHHi
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Pucynok 2.8 - Moaens nopyurHiuka mpu ataiii Ha BiIMOBY B 00CITyrOByBaHHI

OCK1UIbKM BIACYTHICTh OJIHI€T BIAMOBIII 11I€ HE CBIAYUTH MPO MO0 BUMKHEHUHN
CTaH YM BIJICYTHICTh B MEPEK1, OCKUIBKU MIT OyTH 3alHATUI 1HIIUM 3atuToM. YacoBuii
1HTEpBaJ 3 IKMUM 3/1MCHIOBATH 3alIUTH HA OJIHY 1 TY K aJJpecy Ta KUIbKICTb 3aIUTIB JIs
KOXKHOTO CKaHyBaHHS MOXXE BIJPIZHATHUCS, OCKUIBKM MOPYIIHUK MOXE iX JErKo
3MIHUTH Bij MOTped Ta MOKIUBOCTEH. [0 mpukiany, BelMKa KUTbKICTh OJTHOYACHUX
3BEpTaHb, 10 HAYTh 4Yepe3 OJUH MEPEKEBUN MNPUCTPINA, MOXKE BHUBECTH 3 Iy
MepekeBe OoOyiagHaHHs, ane OaXaHOTO pe3yNbTaTy MOPYIIHUK HE OTpuUMae. Tomy
ckanyBaHHs 3a [P-ampecamu «po3TsarHyTe» B daci I OTPUMaHHS MOTPIOHOTO
pesynbrary. Iig yac ckaHyBaHHS BUKOPUCTOBYEThCS poTokon ARP s 3anuty Ta
ICMP mpotoko:n 115 BIATOBIAL, SKIIO ajapeca JOCTymHa (mpaiftoe, BKiItoueHa). Komm
[P-anpecy inmenTudikoBaHO SIK poOOUY, TO MOXKE PO3MOYATHCS MPOIEC CKaHyBaHHS
noptiB. Ilin 4ac HHOro BHKOPHUCTOBYIOThCS oaHa I[P-ampeca, 3MIHIOIOTHCS JUIIE
HOMEpPH TOPTIB (3a3BUYAil MPU CKaHyBaHHI BUKOPUCTOBYIOTH jAiama3oH mopTiB 0-

1023). KinpkicTh TOTOKIB CKaHyBaHb aJpec Ta TOPTIB MOXKE HaJAIITOBYBATH
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MOPYIIHUK 3aJIEKHO BiJ MPOIYCKHOI crpoMokHOCTI Mepexi. [lpuknan tpadiky 31

CTOPOHU MOPYIIHUKA MPU CKaHYBaHH1 IOPTIB HaBEAEHO Ha pucC.2.9.

No. Time Source Destination Protocol  Length Info

d9 f5 be 48 a6 @8 06 0@
> Ethernet II, Src: ASUSTekC_b@:48:a6 (@4:d9:f5:b@:48:a6), Dst: Broadcast (ff:ff:ff:ff: d9 f5 b@ 48 a6 c@ a8 38

> Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Devic|| ¢
> Address Resolution Protocol (request)

Pucynox 2.9 — MepexeBuii Tpadik 31 CTOpPOHU 3TOBMUCHUKA MPU OMTMTYBAHHS TIOPTIB

[Tpu 360pi iHOpMarii MPO XOCT-KEPTBY METOJAOM AKTHBHOTO CKaHyBaHHS
MOPYIIHUK HAJICUJIA€ 3alMTH HAa aJpecy XOCTa 3 BUKOPUCTAHHSIM YCIX MOMIJIMBHUX
MPOTOKOJIIB Ta OTPUMYE BiAMOBIL. ['0JIOBHOIO METOIO € TIONIYK BIAKPUTUX 0a3 gJaHUX
YY1 TOPTIB, aHaAII3 IPOrPaMHOro 3a0e3MeueHHs, 110 BUKOPUCTOBYETHCS Ta CTPYKTYpHU
MEpEeKi 3 METOIO BUSIBJICHHS BPa3IMBOCTEH i 3A1MCHEHHS MOAANBIINX 3JI0BMUCHUX
niii. ETanyu BUKOHAHHS aTakd OyyTh aHAJIOTIYHI 10 MOJIENTi TTOPYITHUKA MIPH aTalli Ha
MapoJib 32 BUHATKOM TPETHhOTO MyHKTY. J{J11 MOTOYHOT aTaky BiH Oy/1€ HACTYITHUM:

- TlopyumrHuk TpUEAHYETHCS 10 BIIKPUTOTO CETMEHTY MEpexXi Ta 3aIlyCKae
nporpaMmy ckanyBaHHs [P-aapec.

- Sxkmo IP-agpeca mae BiANMOBiAb, TO 3a ILHUM aJIpPECOM 3aMyCKAETHCS
CKaHyBaHHSI MOPTIB.

[1ix yac ananizy Tpadika qaHi 1ii DposSBIATUMYThCA y nociigoBHux [P-anpecax
oJIep>KyBaua Ta BEJIMKIM KUIBKOCTI 3amuTiB Ha ojaHy IP-ampecy 3 BHKOpUCTaHHSIM
MOCJIIJOBHO TIEBHOTO Jliana30Hy MopTiB. ToMy MOJieb MOPYIIHUKA MOYKHA 300pa3uTH

K Ha puc. 2.10.
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Mozens nopyurHiuka mnpu
CKaHYBaHHI MEPEXKI
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Pucynok 2.10 - Mojenb nopyIrHuka npu CKaHyBaHHI MEpPExi

Barato arak 311iiCHIOETBCSI 3a JOTMIOMOrOI0 BUKOPUCTaHHS MIKIAIUBOrO 113 un
3MIHOIO TPHUBUIEIB OOJIKOBOIO 3alKUCy CHUCTEMH Ha poOOTy SKOI HamararoTbCs
BIUTUHYTH TOPYIIHUKU. [IpoTe aTaku Takoro THUITy JOCUTH Ba)KKO BIJICIHIJIKYBATH,
aHaNI3ylouu BUXITHUN Tpadik. OCKIUIBKMA MOUIYK BIJOMHUX CHTHATYp ILIKIJJIMBOTO
IpPOrpaMHOro 3a0e3MEeYeHHs MPU aHalli3l JIaHUX BMICTY MaKeTa € JIOBrOTPUBAIUM
IPOLIECOM Y TOPIBHSAHHI 3 TMPOCTO Tepefavero makera. Tomy 1€ Oyne J0JaTKOBE
HaBaHTAXXEHHSI HA MEpeXeBe 00JIaIHaHHS, CIIOBUTLHEHHSI POOOTH BCiel Mepexi. Aje
XapaKTEPHOIO O3HAKOI0 TMOYATKy YW HaMipy 3JOBMUCHUX i € HaJallTyBaHHS
BIIIAJIGHOTO JIOCTYIYy 10 KOMIT'IOT€pa 4Yd OyAb-SKOTO I1HIIOTO MPHUCTPOIO, IO
3HaXOJIUThCS 1032 MEPEXKEI aHami3 fAKoi 3AilcHIoeThesa. Came ToOMy  CIHif
BIJICITTITKOBYBAaTH TMPOTOKOJH, SIKI BUKOPUCTAHO Npu 3 €aHaHHl. [lin yac BUBUEHHS
JTAHOTO MUTAHHS Ta MPOBEACHHS AociikeHHs (puc. 2.11) MoxkHa ckazatu, 10 MpU
po0OTI 3 BiiIaJICHUM MPUCTPOEM TEPEBAKHO (HYHKIIOHYIOTH TpoTokoan SSL, TPKT,
TCP, RDP-UDP.

ETanu BUKOHaHHS aTak 3 BUKOPUCTAHHSM B TOMY YHCJIi BiIJAJICHOTO POOOYOT0
cToiy OyAyTh aHAJIOTI4HI JI0 €TamliB BUKOHAHHS aTakku Ha maposib. Ha ocHOBI

OTPUMaHUX JaHUX OyJyeEMO MOJIeb MOPYIIHUKA, 10 300pakeHa Ha puc. 2.12.
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No. Time Source Destination Protocol Length Info
9280 102.230088  78.152.183.43 192.168.16.168 TCP 60 3389 > 1524 [ACK] Seq=45125 Ack=95832 Win=63214 Len-0
9281 102.271649  192.168.16.108 78.152.183.43 TPKT 97 Continuation
9282 102.339356  78.152.183.43 192.168.16.108 TCP 60 3389 > 1524 [ACK] Seq=45125 Ack=95875 Win=63171 Len=0
9283 102.519473  192.168.16.108 78.152.183.43 TPKT 97 Continuation
9284 102.535976  192.168.16.108 78.152.183.43 TPKT 104 Continuation
9285 102.545854  78.152.183.43 192.168.16.168 TCP 60 3389 > 1524 [ACK] Seq=45125 Ack=95968 Win=63078 Len=0
9286 102.551618  192.168.16.108 78.152.183.43 TPKT 104 Continuation
9287 102.567962  192.168.16.108 78.152.183.43 TPKT 104 Continuation
9288 102.577817  78.152.183.43 192.168.16.168 TCP 60 3389 > 1524 [ACK] Seq=45125 Ack=96068 Win=62978 Len=0
9289 102.583817  192.168.16.108 78.152.183.43 TPKT 104 Continuation
9290 102.600090  192.168.16.108 78.152.183.43 TPKT 104 Continuation
9291 102.609835  78.152.183.43 192.168.16.168 TCP 60 3389 » 1524 [ACK] Seq=45125 Ack=96168 Win=62878 Len=@
9292 102.615725  192.168.16.108 78.152.183.43 TPKT 104 Continuation
9293 102.620622  78.152.183.43 192.168.16.168 TPKT 105 Continuation
9294 102.631840  192.168.16.108 78.152.183.43 TPKT 104 Continuation
9295 102.642041  78.152.183.43 192.168.16.108 TCP 60 3389 > 1524 [ACK] Seq=45176 Ack=96268 Win=62778 Len=0
Q04 102 AATRI 1072 1AR 14 102 72 187 122 A2 TDKT 104 Cantinuatinn
<
Frame 9286: 104 bytes on wire (832 bits), 104 bytes captured (832 f4 f2 ed 4b 11 76 50 81 4@ ec 1lc 64 08 0@ 45 00 mK-vP- @ -d--E
Ethernet II, Src: HP_ec:1c:64 (50:81:40:ec:1c:64), Dst: Tp-LinkT 00 5a 24 86 40 00 80 06 0O 00 @ a8 10 6c 4e 98 %-@ N
Internet Protocol Version 4, Src: 192.168.16.108, Dst: 78.152.183 b7 2b @5 f4 ed 3d 60 21 4c 5d b2 8 5e e3 50 18 .+--.="1 L]--"-P
Transmission Control Protocol, Src Port: 1524, Dst Port: 3389, Se gé ;; gé ig gg g: 1; 2; g; gg i: gg gg gg 2: ig $5) 3 -E bH
JBKT - T507on TCP - REC1696 05 1d fe 1c 2d 7e 48 4b 4d b 80 ed c0 1d d3 36 ~HK M 6
b9 %e 6e cf ab fc b9 28 n (

Pucynok 2.11 — Tpadik 31 CTOpOHH 3710BMUCHHUKA MIPH BiJAaJIEHIH poOOTI
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Pucynok 2.12 - Mogenb nopyuHuka miJi yac HaJlallTyBaHHS BiJITaleHOi poOOTH

EnexTpoHHy mnomTy JUisi pO3CHJIKA CHaMy BHUKOPUCTOBYIOTh HE JIMILE Y
peKJIaMHUX LUIAX pI3HI oOpradizamii, J€ aKTUBHO BHUKOPHCTOBYIOTHCS pI3HI
JIHTBICTUYHI 3aCO0U Ta BJIACHUK IMOIITOBOI CKPUHBKU MIT 31HCHIOBATH PEECTPALIiI0
Ha TMEBHOMY CaiTi yM poOUB 3aMOBIEHHS. TaKOoX MiJ 4ac PO3CHJIKHU JIUCTIB MOXKYTh

OyTH HajdiciaHl TOCWJIAHHSA JJIs 31MCHEHHsS (IIIMHTOBUX aTak abo K MICTUTH
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BKJIQJICHHS, SIKI SIBJISIIOTH COOOIO MIKIJJTMBE MporpamMHe 3abe3nedeHHs. [lepeBaxHO
TEMH JIMCTIB Y TaKUX BHUIIAJIKaX € MOMYJISIPHI 4M coliaiibHO BakiauBi. 3riqHo CERT-
UA y nucTax 3 mKiyimBUM BMicToM 3a 2022 pik nepeBakajil HaCTyIHI TEMU: TPOIIOBI
BUILIATH, HonoMora BiJ YepBonoro Xpecra Ta Big imeHi [epxkcnenss’szky, CBY 4n
1HIIIMX OpTaHiB BJIaIH.

[Tpu anani3i Tpadiky po3CHIKY CliaMmy uepe3 MOILITY MOKHA BIACIIIKYBaTH 3a
JIOTIOMOTOI0 BEJIMKOi KUTBKOCTI 3alHUTIB Ha OJAMH YHM KUIbKa IOIITOBUX CEPBEPIB,
OCKUJTbKM JINCTU HE HAJXOIATh HANpsAMy [0 ojepxyBaua. TakoX BHUKOPUCTaHHS
SMTP-tipotokony 3 25 mopTy Ha 25 MOPT, OCKUIBKH IIe CIIY>KOOBHM TOPT IO
BIJIMOBIAA€E 3a mepeaady e-mail MiX IOIITOBUMHU CEPBEPAMH.

[Tix yac Takoi aTaku KPOKW BUKOHAHHS Oyjie chOPMOBAHO HACTYITHUM YUHOM:

Kpok 1. IligroroBka no 3aificHeHHs atakd. Ha 1ipoMy erami mopymHuk Oyje
3aiiMaTHCh 300poM ajpec Ha siki Oyae 37iMCHEHO po3CcWiKy. 30ip ajapec MOKHA
MIPOBOJIUTHU PI3HUMHU METOAAMHU: Bl KyIiBJ1 0a3 KJIIE€HTIB 10 MAPCUHTY CAWUTIB.

Kpox 2. Po3po6ka miiany araku. [lopyliHUK BUBHAYAETHCS 13 MEPEXKEIO, JI0 SIKOT
Oyne NMpUEAHYBATUCH JJIA 3JIMCHEHHS aTakd, Ta CIIOCOOOM PO3CHIIKH IMOBITOMIJICHD.
AJoKe BiJ TIOIITOBOTO CEPBICY 3aJE€KUTh MAKCUMAJIbHO MOXJIMBUM  JIIMIT
BIJIMPABJICHUX JIMCTIB 3a J00y. SIKIo 11e O€3KOITOBHA PO3CHIIKA 3 CAWUTYy, TO JIIMIT
caratume 500 mucTiB Ha 100y. SKI0 3BUYaifHa MOIITOBAa CKpuHbKa, TO 5000 mucTIB
Ha 100y. I{i 3HaueHHs BKa3aHO 3a 3aMOBYYBaHHSAM Ta iX MOKHA KOpuUTyBaTH. JIis
IJIaTHUX TpodiiB KUIBKICTh JIMCTIB 3a A00Y 3aleKUTh Bia Tapudy. Aje mpu 1iboMy
CNiJI BpaxoBYBaTU pO3KPUTTA 1HGOpMali Mpo MNOPYIIHHWKA 3TIJHO SKOi BIH
POBOJUTUME pEECTpallifo Ta oruiary. TakoX J0 TOoYaTKy aTakd MOTPIOHO
MiATOTYBaTH TEKCT. J[Jis Toro, o6 TeMH JUCTIB aBTOMATUYHO 3MIHIOBAJIMCS Ta OYII0
BaK4ye iACHTU(IKYBATH JIUCT SIK CIIaM TOPYIIHHKHA MOXYTh BHKOPHCTOBYBATH
IITK1UTMBUI TIPOTPAMHHM KO/,

Kpoxk 3. Peanizanis. [lopyliHUK IpUEIHYETHCS 10 BIIKPUTOTO CETMEHTY MEpExi
Ta po3nounHae Oe3nocepenHto ataky. Ilin dac sxoi MokHa 3a aHamizoM Tpadika
BUSBUTH (DaKT mopyrieHHs. st 1boTo Ciij Mpu CKaHyBaHHI1 BHX1JHOTO MEPEKEBOTO

TpadiKy aHami3yBaTW BXiAHI Ta BuUXIOHI noptu Ta I[P, 4acTtoTy 3BEepHEHB, MOPTH.
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HIBUaKICTD 3A1CHEHHS PO3CHIIKH O€3M0CEPEAHBO 3AJIEKUTH BiJl KIJIBKOCTI JIUCTIB, IO
OyJie po3ICIIaHO Ta MOXKJIMBOCTEH MEPExKi.

Kpok 4. Ilicis ycmimHOro 3aBeplIeHHS aTaKd TMOPYIIHMK HaMmaraeTbes
MPUXOBAaTH O3HAKU CBO€I ydyacTi B PO3CHIILI JIUCTIB Ta OYIKY€ i 31 CTOPOHHU
orpumyBauiB. L{e Moxke OyTH mepexij 3a MOCUIAHHSAM YU 3aITyCK LIKIUIMBOTO KOIY.

Ha ocHOBI momepeqHb0 BHUKIAACHOTO Marepiary cpopMyeMo MOAETH

MOPYIIHUKA, 10 300pakeHa Ha puc. 2.13.
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v v v v
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Pucynox 2.13 - Mogenb nopyurHuka npu crpo0i pO3CHIKH criamy

Tomy MokHa copMyBaTH y3arajJibHEHy MOAeNb nmopyirHuka (puc.2.14) npu
3MIMCHEHHI aTaK 13 BIIKPUTOTO CETMEHTY MEPEKIi.
Ockilbky OUTBLIICTH BMICTY MaKeTa 3ailMaroTh JaHi, TO I aHamizy Tpadiky
BUKOPUCTAHO TUIBKY 3ar0JIOBKU. Y Ta0J. 2.6 MPEACTABICHO SIEMEHTH 3ar0JIOBKIB, SIKi
MOTP1OH1 TP BiAC/IIIKOBYBaHHI, Ta MU aTak. [3 TabauIll BUIHO, 1110 YaCTUHA TaHUX
HE BUKOPHUCTOBYEThCA MiJ 4ac aHamnizy Tpadiky. Ile mop’d3aHo 13 TUM, 110 BOHHU
MICTSTh BUKJIIOUYHO CITY>KOOBY iH(pOpMaIlio un ix aHami3 Oyje 3aBaBaTu J0IaTKOBE

HaBaHTAXCHHA HAa CUCTEMY.
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Pucynok 2.14 — Y3aranpHeHa Moielb TOPYITHUKA

Taomurg 2.6 — CriBBIIHOIIEHHS €JIEMEHTIB 3ar0JIOBKIB JI0 TUIIIB aTak

HasBa ) .
BigmoBa B . Binnane
No aTaky | Ataka Ha PosBigyBanb Po3cunka
00cIyroBy : Ha
nn | Enemen 11apoJb : H1 aTaku criamy
BaHHI pobota

3aroJIOBKa

1 2 3 4 5 6 7
Acknowledg : : : : .

1 Hi H1 Hi Hi Hi
ment Number

2 | Checksum Hi TaK Hi Hi Hi

3 Data Hi Hi Hi Hi Hi

4 | Data offset Hi TaK Hi Hi Hi
Destination IP

5 TaK TaK TaK TakK TaK
address
Destination

6 TakK TakK TakK TakK TaK
Port
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Kinenps Tabmumi 2.6

1 2 3 4 5 6 7
7 | DSCP Hi Hi Hi Hi Hi
8 | ECN Hi Hi Hi Hi Hi
9 | Flags Hi Hi Hi Hi Hi
10 | Flow Label Hi Hi Hi Hi Hi
11 | gadment i Hi i i i
12 Header Hi TaK Hi Hi Hi
Checksum
13 Header Hi TaK Hi Hi Hi
Length
14 | Hop Limit Hi Hi TaK Hi Hi
15 | Identification Hi Hi Hi Hi Hi
16 | Next Header Hi Hi Hi Hi Hi
17 | Options Hi Hi Hi Hi Hi
18 Iiglgot?]d Hi TaK Hi Hi Hi
19 | Protocol TaK TaK TaK TaK
20 | Reserved Hi Hi Hi Hi Hi
g1 | Sequence i i i i Hi
Number
22 Source [P TaK TaK TaK TakK TaK
address
23 | Source Port TaK TaK TakK TakK TaK
24 | Time to live Hi Hi Hi Hi Hi
25 | Total Length Hi TaK Hi Hi Hi
26 | Traffic Class Hi Hi Hi Hi Hi
27 | Urgent Point TaK Hi Hi TaK Hi
28 | Version Hi Hi Hi Hi Hi
29 | Window size Hi Hi Hi Hi Hi

OTOX, 3aJIeKHO BiJl THITy aTakKd MOKE 3MIHIOBATUCS MOJENb MOPYIIHWUKA Ta
MOBEIHKA MIKNIMBOTO Tpadiky. Y OIIBIIOCTI BUMAAKIB aTaKu 3a3HAIOTh B1IOMI
noptu. IIpote € aTaku, e He 31MCHIOETHCS aTaka Ha MOPTH, a BiAOYBAETHCS BEIUKA
KUIBKICTh 3allUTIB Ha OJHY 1 Ty Xk IP. Takoxx Ba)JIMBUM MapaMeTpoM JUIsl yCiX THUIIIB

aTak € IHTEHCUBHICTh Tpadiky, 1HPOpMAII0 MNpO SKUH HE MOXXHA OTpUMATH 13
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3aroyioBKiB maketiB. CaMe TOMY CIIiJT PO3POOUTH CUTHATYPY MAKETy 3a SKOK MOXKHA

OyJie aHali3yBaTU MEepeKeBUM Tpadik.

2.3 Po3poOka Mojeqi CHUTHATYPH NaKeTy /IS MOUIYKY AHOMAJIbHOIO

Tpadiky

Ha mouarkoBomy etami Oyae moOymoBaHO rpad 3alIeKHOCTI, SIKHHA 1TIOCTPYE

B3a€MO3B 30K MK €JIEMECHTaMH 3ar0JI0BKIB MCPCIKCBUX ITaKETIB Ta TUIIAMH aTaK (pI/IC.

2.15). Lei#i rpad AeMOHCTpY€E 3HAUYEHHS KOKHOTO IMapamMeTpa y mporueci iieHTudikarii

pi3Hux THmiB atak [95].
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|
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Honit Lem i .?
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%

BimmoBa B
00cIIyroByBaHHl
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%
4{,& A\

A
A

ATaKH 3 BHKOPHCTaHHAM
BiJUIaJIEHOTO JIOCTYY

Poscnnka crmaMy Tepes e-mail

Destination

Checksum

Pucynox 2.15 - I'pad 3a1exHOCTI €7I€MEHTIB 3aroJIOBKiB JI0 TUITIB aTaK
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Benuka KiIBKICTH MapaMeTpiB CHOBUIBHUTH aHami3 Tpagiky Ta 301IbIINTH
HAaBAHTAXKEHHS Ha oOyiafHaHHA. ToMy JOIUIBHO OoOpaTH MapameTpu 3 HalOUIbIIOO
C(CKTHBHICTIO 3 METOH 30epexeHHS cTabiibHOI pobotu Mepexi (puc.2.16).
Buxopucraemo npunnumn [Tapeto, sikuit roBoputs 110 20% mapaMeTpiB 3a0€3Me4y0Th
80% edextuBHOCTI. OUHUII TOPIBHIOE OJIUH TUIM aTaku. MakcUMaJlbHOMY 3HAUEHHIO
’sITh OyJie piBHUM MapameTp MpU YMOBI, IO BiH MOTPiOEH ISl MOUIYyKY HOPYITHUKA
Ut BCix TwmiB atak. Ciif 3a3HAYUTH, [0 TIPH IIOMY aHaNi31 3 IBUTHCS MOKA3HUK

iHTeHCUBHOCTI Tpadiky [96].

100%

45 90%

35 70%

25 506

r

15 30%

[

0%

£=

£ .

[

%
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It
ECN

ldentification
Data

Protocol
Version
DsCP

Flags

Traffic Class
Options

Urgent Point

Flow Label
Mext Header

Source Port
Destination Port
Header Lengt
Total Length

Hop Limi
Data offset
Checksum
Time to live
Reserved
Window size

Source IP address
Traffic intensity
Header Checksum
Payload Lengt
Fragment Offset
Sequence Number

Destination IP address
Acknowiledgment Number

Pucynok 2.16 — Jliarpama 3 BuKopuctanHsm npunuumny [lapeto

3 miarpaMu BUAHO, IO ONTHMAJIbHO BHKOPHUCTOBYBATH HACTYMHI MapameTpu
(puc. 2.17): moptu [Kepena Ta ofepkyBaua, [P-aapecu mxepena Ta ojepkyBauya,

MIPOTOKOJI, IHTEHCUBHICTh TpadiKy.
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Pucynox 2.17 — OntumizoBanuii rpad 3a1€KHOCTI €JI€MEHTIB 3ar0JIOBKIB JI0 THUIIIB

aTax Micisl BUKopucTanHs npuHiuny [lapero

ChopmyemMo curHaTypy IMakeTy, sika MOTpiOHA Il TMOJAJBIIOrO aHalizy.
[ToTpiObHO mOgaTH YacOBY BIAMITKY, SKa HE BIUIMBAE HA aHAI3, ajlie Oyjie BAKOPHCTaHA

JUTSL TPUBAJIOCTI 30epiraHHs mapameTpiB y 0asi.

Curnatypy mnakery Oyae NpEICTaBIE€HO Yy BUIJIAAI 0araTOKOMIOHEHTHOIO

koprexy [97]:

d =< dl,d?, .., d* >, (2.1)

ne K — KiTbKICTh KOMITOHEHTIB B KOPTEXKI.
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J171st po3riIsiHYyTOrO BUMAIKY MpuiiMeMo k = 9 Ta BU3HaYUMO 11i KOMIIOHEHTH:

d! - IP-anpeca jukepena, sKuil HajcuiIae 3alUT HAa 3’€JHAHHSA Ta OOMIiH
iH(pOopMarti€ro,

d? - IP-anpeca npu3HadeHHs, TOOTO 10 K0T IP-apecu HaACUIAIOTHCS 3allUTH,

d? - mopt mxepena SKuii BAKOPUCTAHO JUIS BCTAHOBIICHHS 3’ €JHAHHS,

d* - mopr npusHaYeHHs,

d® — npoTOKO, SIKUI BUKOPUCTAHO IS TIepeayi JaHuX,

d® — inTeHcUBHICTB TpadiKy, KA BU3HAYAECTHCA B 6iT/C,

d” - yac HaAXOKEHHS MAKETy Ha MepeBipKy y 24X-ToqMHHOMY (pOpMATi IT-XX-
cc,

d® — MAC-anpeca npucTporo, Skuii HaJCHIAE JaHi i3 Mepexi,

d® — po3mip nmakery.

3uauenns napamerpiB  dl,d3,d® BUKOpUCTOBYIOTBCS [ OJIOKYBaHHS
IPUCTPOIO, IO TEHEPYE aHOMANbHUN Tpadik. 3HAYEHHS i3 MHOKUHK d’ NPU3HAYEHO
st 30epiranss [P-agpec y OUIMX Ta YOPHHUX CIKMCKAaX MPOTATOM MEBHOIO Yacy IMiCIIs
HAJXO/KEHHS aHOMAaJbHUX MJAHWX BIJ TPUCTPOIO, TO 3aBEPIICHHIO BKAa3aHOTO
4acOBOT0 MPOMIKKY JIaHi MPO MPUCTPi Oyne BHUIANEHO 13 CHHUCKY 3a00pOHEHUX
MPUCTPOIB TUM CAMHUM Yac Ha NEpeBIpKy 3a00pOHEHUX 3’€/IHaHb HE Oyne 3pOoCTaTH 3
gacoM. OCKIJTbKM BUKOPUCTOBYETHCS JHIMHUMA MOUTYK MEPEBIPKU €JIEMEHTa 3 yciMa
eJeMeHTamMu 0a3u JaHuX, TO Yac 3MIHIOEThCS MPOTOPIIIHHO A0 KUTBKOCTI €JIEMEHTIB Y

0asi:

t=kxw, (2.2)
ne t — 3arajbHUI Yac nepeBIpKy,
k - xoHcTaHTa, 10 3aJCKUTh BIJ IMIBUAKOCTI BUKOHAHHS OJHIET oreparii
nepeBIpKU,

W - KUIBKICTb €JIEMEHTIB y 0a3l JaHUX.

Curnatypa makeTy JI03BOJUTh OJTHO3HAYHO 17IeHTU(DIKYBATH JKEepeno Tpadiky,

1110 H0T0 1HIIFO€, BU3HAYATH PO3MIp MAKETy Ta Yac, KOJIM BiH MOTpanuB Ha aHaui3 [98].
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Bxigauii Tpadik npencTaBUMoO y BUTIISAII MHOKHUHU CUTHATYD:

— 1 Na
D = U;5ld;}, (2.3)
ne d; — eJTeMeHT MHOXKHHHU, BX1JIHa chopMOBaHa CUTHATYDA,
[ — MOYaTKOBE 3HAYCHHS,

N, — KUIBKICTh €JIEMEHTIB MHOKMHU BX1JTHUX CUTHATYP.
Koxna cpopmoBana curnarypa Oyze HalnexxaTtu 10 MHOKUHU D:

vd; €D (2.4)
2.4 BnockoHajieHHs1 MoJieJli mpouecy kiaacudikaunii Tpadiky 3a o3Hakamu

3 meToro kiaacudikanii Tpadiky (2.3) Ha 103BOJICHUH, 3a00pPOHCHHM, Ta TAaKHA,
Mo NoTpedye TMOJANBIIOTO aHali3y BHUKOPUCTAEMO MHOXHUHU JI03BOJICHUX,
3a00pOHECHHX Ta HEBU3HAYCHHUX CUTHATYD.

Mopnenp knacudikauii Tpadiky 3a 0O3HaKaMU MPEACTABUMO Y BUTIISIAL:

MO =< D,D% D®,DY >
ne D — MHOXUWHA BX1THOTO Tpadiky,
DY — MHOMHA J03BOJIEHHX CUTHATYD,
DB — MHO)1MHA 32a60pOHEHHX CUTHATYD,

DY — MHOMHA HEBU3HAYEHHX CUTHATYD.

[IpecTaBUMO MHOKHHY 103BOJIeHUX curHatyp (D) HacTymHUM YyMHOM:

G — 1(Ng
DS = U5 di}, (25)
ne Ny — KUIBKICTh JO3BOJICHUX CUTHATYD,

d; — curHaTypa, BiHECEHA 10 MHOKMHH 103B0JIeHuX curHatyp (D).
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IIpeacTaBuMo MHOKHUHY 3a00poHeHux curHatyp (DP) nacrynmaum unnom:

N
DF = Uizbo{di} ’ (26)
ne N, — KUIbKICTh 3a00pOHEHUX CUTHATYD,

d; — curHaTypa, BiqHECEHA 10 MHOKMHH 3a00poHeHuUX curHatyp (DF).

IIpescTaBUMO MHOKHHY HeBM3HaueHUX curHaryp (DY) mactymaum uusOM:

N.
ne N, — KiJIbKiCTh HEBU3HAUYEHHUX CHTHATYD,

d; — curHaTypa, BiHECEHa 10 MHOKMHM HeBu3HaueHux curaatyp (DY).

[Ipouiec kmacudikarii Tpadgiky Ha OCHOBI aHaNI3y CUTHATYP MPEICTABUMO Yy
BUTJISIII PO30UTTS MHOKUHK D'

3riHO IBOrO PO3OMTTS SAKILO CHTHATYpPa aHalli30BaHoro nakery (d;) mictuts IP
anpecu mxepena (d) i orpumysaua (d?) Taki, mo € B MHOXKUHI D, TO Taka CUTHaTypa

TIEPEHOCHUTHCS 10 MHOKHMHH 103B0oseHuX (D¢):

D¢ = {d; € D|flkmo 3d; € D® Taka,mo d} = d} A d} = d}} (2.8)

e d; — curHarypa BXigHoro Tpadiky, Moo AKOi IPOBOJMTHCS aHAI3.

. : 1
Skmo curnatypa ananizopanoro nakery (d;) mictuts IP anpecu mxepena (d ™)
a6o orpumysaua (d?) Taki, mo € B MHOXHMHI 3a60poHeHux curuaryp (D?), to raka

CHUTHATYypa NEPEHOCUTHCS B MHOXKHUHY 3a00poHeHux (DF):
D5 = {d; € D|flxmo 3d; € D® taka,mo d} = d} Vdf = d}} (2.9)

B ycix iHmmx Bunaaxax curtarypa (d;) 101a€Tbest 10 MHOKUHH HEBH3HAYEHUX

curnatyp (DY):
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DY = {d; € D|flxwo d; € D°A\ d; & D"} (2.10)

Ockinbkn MmuOxuaM DS, DB ta DY € posburram wmuOXMHM D TO

CIpaBeJIMBUMH OyAyTh TaKl TBEPIKCHHS:

D= D“uDBuDY (2.11)
D NDE =@, D°NDY =0, DENnDY =¢ (2.12)

2.5 Baockonasiennsi mojendi mpouecy kiaacuikamii Tpadgiky Ha ocCHOBI

camonoaionocTi

CamMomnomiOHICTh € OJHHMM 13 KpPUTEPIiB aHalli3zy MepexeBoro Tpadiky, 10
J03BOJISIE OLIHUTH MOAIOHICTh HOBUX CUTHATYP 0 paHIlIe BIJOMUX, II0 3HAXOAAThCS
Yy MHOXWHI JI03BOJIEHUX CUTHATyp sIKy omnucaHo B maparpadi 2.4. BukopucrtaHHs
CcaMOMoOJIIOHOCTI  Ja€ 3MOTY KJacu(iKyBaTh HOBI CHTHATypH, 3MEHIIYIOYH
HEOOXITHICTh MEPEBIPKU CHUTHATYpU BIANOBIAHO A0 HEYITKOTO METOAY BHUSBIICHHS
aHomasnbHOTO Tpadiky, sakui omucaHo y mnaparpadi 3.3. OcHoBHa mniepeBara
CaMOMO/IIOHOCTI MOJISITa€E B 11 3AaTHOCTI BUSBIIATH CTIHKI 3aKOHOMIPHOCTI B Tpadiky,
HaBITh SIKIIO BOHA 3MIHIOETHCS B 4Yaci. AHaNI3ylOUM 4YacoBl BIKHA MOTOKY JIaHHX,
MO>KHA BUKOPHCTOBYBATH paHillle OTPUMAaH1 JaH1 JJIsl MePEeBIpKH HOBHX, 11O JJO3BOJISIE
a/IaITUBHO OHOBJIIOBATH MHOXKHHY JO3BOJICHUX CHUTHATyp 0e3 moTpeOu B MOBHOMY
neperisiii BCboro Habopy JTaHuX.

[Tokasnuk Xepcra BUKOPUCTOBYETHCS JJI KIJIbKICHOTO BHU3HAYEHHS CTYIECHS
CaMOITIOI0HOCTI MOTOKY JaHuX. BiH 1a€ MOKIIUBICT OOYUCITIOBATH PIBEHB MOIOHOCTI
MDK CUTHATYpaMH, IO JI03BOJISIE€ 3 BUCOKOIO TOYHICTIO OIIHIOBATH, YH CII1J] BITHOCUTH
HOBI TTAKETH JI0 BXXKE€ B1JJOMOI MHOKMHH JIO3BOJICHHX JaHUX a00 K BOHU MOTPEOYIOThH
JI0IATKOBOTO aHai3y. e BaxKIMBO 7151 BUSIBJICHHS K10ep3arpo3, OCKUIbKH IIIBUJIKICTh
1 TouHICTh Kiacu@ikailii Tpadiky BUKOHYE Baromy pojib y KiOep3axucTi. 3aBIsSKH
CaMOMOJIIOHOCTI MOKHa 3HAQYHO CKOPOTUTHU OOCST HEBU3HAYEHOro Tpadiky, sKUi

noTpeldy€e MOAIbIIOr0 aHali3y, IO CIPOIIYE MPOIEC MOHITOPUHTY MEPEKEBOIrO
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TpadiKy Ta MOKpAIIye 3arajibHy TPOTyKTUBHICTh CHCTEMH BUSBICHHS aHOMAJIH.

3 MeTor BpaxyBaHHS CaMOIOAIOHOCTI Tpadiky BHU3HAYMMO TakKl YacoBi
napametpu (puc. 2.18).

t; —t3 — dYacoBUM I1HTEpBaJ aHaji3y CHTHATYp Ha CaMOMOMIOHICTh, IO
CKJIaJIa€ThCS 3 IBOX MiIHTEPBAJIIB,

t; —t, — dacoBUU IHTEpBaJ paHille aHaII30BaHUX Ha CaMOIIOIOHICTh
CUTHATYD,

t, — t; — 4acoBHil IHTEpBaJ HOBUX CUTHATYD.

t At

A
b 4
A
Y

1l i2 3

Pucynox 2.18 — Yacogi iHTepBanu /is kinacudikaiiii Tpadiky

Monenb npouecy kinacugikamii Tpagiky Ha OCHOBI CAMOIIOAIOHOCTI:

MS =< D,DC%, DY, f(T),ty,t,, t3, M,M' >,

ne f(T) — dynkiis moaiOHOCTI,

t; — MOYaTOK YacoBOTr0 1HTEPBAY aHATI3y,

t, — MOMEHT, KM PO3AUISIE BXKE MPOAHAI30BAH] PaHillle CUTHATYPH Ta HOBI,
SIK1 IIIOMHO 3’ IBUIINCS,

t; — KIHEIlb IHTEPBAITY aHATI3Y,

M — MHOXWHA paHillle aHaJT130BaHUX CUTHATYP Ha CaMOIOII0HICTb,

M'- MHOXHMHA HOBHX CHTHATyp, IO paHillle HE aHali3yBaluCh Ha

CaMOIIOI10HICTb.

Busnaunmo MHOXUHY M cUTHaATyp, paHille aHal130BaHUX Ha CAMOMOI1I0HICTD:

M={d; eD¢uDY|t; <d] <t,} (2.13)
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Ta MHOXHHY M’ HOBHX CHTHATyp, IO paHillle HE aHadi3yBalWCh Ha

CaMOMO/I10HICTH

M'={d; e DSuDY|t, <d] <ts},

(2.14)
e di7 — Yac HaJIXJIOHKCHHS TaKeTy Ha MEePeBIpKY.
Buznaunmo QyHKII1F0 TOAIOHOCTI
y = f(T), (2.15)

ne T — muoxuHa curaryp, TcD.

Yy — ducioBa Mipa nmogionocti, y € [0,1].

3 METOI0 BHU3HAYEHHS MOJIOHOCTI CHUIpaTypH NaKeTy, MHOXHWHI paHile

BHU3HAUEHUX CUTHATYD MAaKETiB, 3a1aMO (PYHKIIiI0 S (1) CTaHJapTHOTO BiAXUICHHS:

i _ |1on J _ 31\2
S/(n) = \/;Zz&l(di —dJ)?, (2.16)
nen = |T| — kinbKicTh CUTHATYD B MHOXUHI T,
J — HOMEp KOMIIOHEHTa B KOPTEXKI,
di] — 3HAYEHHS J-TO KOMIIOHEHTA 1-TO KOPTEXXY MHOXKHUHH,

d’ — cepeHs 3HaYEHHS j-TO KOMITOHEHTa KOPTE)KiB MHOYKHHH.

Ta ¢yukmiro R(n) po3Max HAKOMMYEHOT BiIXMICHHS (QYHKITI.

RI(n) = max ¥k 1 d] - &7 — min¥k_ d] - D,
i=1n i=1n

k=1n (2.17)

Bu3naunmo noka3HuUK XepCTa AJI1 KOJKHOI'O KOMITIOHCHTA KOPTCKY:



73

ln(R](n)/Sj(n))

J =
H In(n)

(2.18)

Busnaunmo nokaszHuk Xepcera Ui CUTHATYPU MAKETYy K yCepEeIHEHE 3HAYCHHS

ITOKa3HHUKIB XCpCTa AJIA KOJKHOI'O KOMIIOHCHTA KOPTCXKY:

H=f(T) =3 H (2.19)

7€ j — KITbKICTh KOMIIOHEHTIB B KOPTEXKI.

[Mporiec kmacuikanii HeBusHadeHoro Tpadiky (2.15) Ha OCHOBI aHaizy

10/1I0HOCTI CUTHATYP MPEICTABUMO Y BUTJIISIL:

D¢ ={D¢uUM'|f(MuM") > 0,5}, (2.20)
DY = {DU\M'| f(MuUM') > 0,5}, (2.21)

[lo 3aBepmieHHIo ananisy B MHoxkuHi DU 3anmmarteca curmarypu, 1o
HEBHU3HAYEHI a00 HemoaiOHI JO03BOJICHMM CHUTHATypaM 1 MOTPeOyIOTh MOJAIbIIOTO

aHamizy.

2.6 Po3poOka mojeni mpouecy HEYIiTKOr0 BHSIBJIEHHSI AHOMAJIbHOIO

Tpagiky

CTpykTypy cHCTeMHM peanmi3alli HEYITKOrO JIOTIYHOIO BUCHOBKY JJIs
kiacudikaiii o3HaK €JIEMEHTIB CUTHATypu 3a jaonomororo Matlab 300pakeHo Ha
pucynky 1. Bona cknamaetbess 3 HacTynmHuX OJokiB: dasudikarmis, GyHKIii
MPUHAJICKHOCTI, aJTOPUTM HEUITKOTO JIOTIYHOTO BHUCHOBKY Ta jedazudikarris.
3aranom, TMOCIIIOBHICTh BUKOHAHHS KPOKiB cucteMu (puc. 2.19) HactymHa: BXimHi
naHi X mojarThcs Ha O5ok dasudikarii; Ha erami (asudikaili mepeTBOPIOIOTHCS
BXiIHI JaHi Ha HEYiTKi 3Ha4yeHHs X' 3a J0MOMOror (yHKIIH MPUHAIEHKHOCTI,

QITOPUTM HEYITKOrO JIOTIYHOIO BHMCHOBKY BHKOHYE IMIUTIKAIlIO, arperauito,
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AKTHUBAIIIIO 1 aKyMYJISIII0 HA OCHOBI HEUITKOI 0a3u 3HaHB TSI OTPUMAHHS HEYITKHX
BUXIJHHUX 3Ha4eHb Y'; medasudikailis nepeTBOPIOE HEUITKI BUXiqHI 3HaYeHHS Y’ Ha
YiTKE BUX1JHE 3HAUCHHS Y'; BUXi/IHE 3HAUEHHS Y € pe3yapTaToM poOOTH CHCTEMU, KU

BUKOPUCTOBYETHCS JIJISl MPUHHSTTS pimieHb [99].

Membership
U functions U
X o > Algorithm of fuzzy logical ¥’ . Y
—— Fuzzification [—3 conclusion ——>| Defuzzification|—>
| Aggregationl Activation |
[ Implication | Accumulation |
Knowledge
base

Pucynok 2.19 - CtpykTypa cucTemMu peasizailii He4iTKOTO JIOTTYHOTO BUCHOBKY

[Tix gac ¢a3udikaiii Bi1OyBaeThCs MEPETBOPEHHS YITKUX BXIAHUX JaHUX X Ha
HeduiTKi 3HadeHHs X' 3a momomoror (yHKINA npuHamexHocTi. Ile mo3Bosse
BpaxyBaTH HEBU3HAYEHICTh i HEUITKICTh y BXiHUX qaHuX. Jlo nmpuknany, d® nopisHioe
srHauenHo 10000 6i1/c, Ha erami da3udikarliii 3a T0MOMOTror (PYHKIIH MPUHATIEHKHOCTI
BKa3aHa IHTCHCHUBHICTh 3/IACHIOE TIEPETBOPEHHS Yy HEUITKE 3HAYCHHS «BUIIE
CEPEIHbOIOY.

AJTOPUTM HEYITKOTO JIOTIYHOTO BHCHOBKY BHKOHYE TIPOIIEC OTPUMAHHS
HEYITKOI'O JIOTIYHOTO BUCHOBKY Ha OCHOBI HEUITKMX MpaBujl. BiH ckiagaeTscs 3
YOTUPHOX €TamiB: IMIUIIKALll, arperaiii, akTUBalili Ta akKyMyJmii. Imrumkamnis
MIEPETBOPIOE BXIiJHI HEUITKI 3HaYeHHS X' Ha BUXIiIHI HEYITKI MHOXXHHH. ATrperaris
00'eHy€e pe3yNbTaTy IMILTIKALIT BiJ PI3HUX MPABUI ISl KOKHOTO BUXIAHOTO TEPMY.
AKTHBAIlIA 3aCTOCOBYE CTYIIHb BIATOBIIHOCTI KOXXHOTO TIpaBWJIa 10 BUXIJTHOI
HEYITKOI MHOXMHHM 13 BUKOPUCTAHHSAM METOJIB MIHIMYMY JJisi BU3SHAUEHHS CTYIEHS
aKkTHUBaIlll TpaBuia. AKymyJidiis 00'efHy€e BUX1/IHI HEUITKI MHOKHMHH B OJIHY HEUITKY
MHOUHY Y' U151 KOYKHOTO BUXIJHOTO TEPMY.

Jledazudikariisi mepeTBOPIOE BUXIAHI HEUITKI 3Ha4YeHHs Y' Ha 9iTKi BUXIiTHI

3HaueHHd Y. L{e moTpiOHO AJ OTpUMaHHS KOHKPETHOTO PIllIEHHS] HA OCHOBI HEUITKOTO
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BHUCHOBKY. Pe3ynbraTom poboTu cuctemu Oyne oAHE 3Ha4€HHs result, mo mpuiimMae
OJIMH 13 ABOX mapamMerpiB: «ao3BosieHo» [0, 50] un «3aboponeno» [50, 100]. Orox,
SKIIO CUTHATypa IO 3aBEpIICHHIO MEPEeBIPKH CHUCTEMOIO OTpUMalia pPe3ylbTaT
«JI03BOJICHO», TO B1I0yBa€ThCA J03BLT HA Mepenavyy JAaHUX, a CUTHATYpy 3alucaHo B
0a3y M03BOJICHUX 3’€HaHb. SIKIIO )X CUTHATYpPY BHU3HAYCHO SIK «3a00pOHEHY», TO
6mokyetbes 3’ enHanns 3a [P ta MAC aapecoro BiAilpaBHUKA, & CHTHATYPY J00aBIECHO

10 60a3u 3a00pOHCHMUX.

BucHoBkHM 32 po3aisiom 2

1. BaockoHalleHO MOJIEIb MOBEIIHKK TUIIOBOTO KOPUCTYBaya Ta MOPYIIHUKA Yy
BIIKPUTOMY CETMEHTI MEpEXi, 10 J03BOJIsIE€ KiacudikyBaTu MepexeBuid Tpadik 3a
MOBEAIHKOBUMHU XapPaKTEPUCTHUKAMHU.

2. Po3po0ieHO MOIENb CUTHATYPH TTAKeTa IS TIONTYKY aHOMAJTBHOTO TpadikKy, sSKa
OITUMI3Y€E TPOIIEC TMOIIYKY, IO JI03BOJISIE 1IeHTU(DIKYBATH MMOTEHIIIIHI 3arpo3u Ha PiBHI
OKpEMHX TaKeTIB JaHUX IUIIXOM aHa3y XapaKTepHUX O3HaK Tpadiky. BukopucraHHs
JaHOT MOJIENTi 3a0e3Meuy€e MOXKIIMBICTh IIBUAKOTO Ta TOYHOTO BHSIBJICHHS aHOMAJTBHHX
curHatyp ©e3 HaJMIPHOTO HABAaHTAXEHHS Ha OOYHMCIIOBAIBGHI PECYpCH CHCTEMH
MOHITOPHHTY MEPEKEBOI0O TpadiKy.

3. BmockonaneHo Mojenb TMpoIecy Kiachdikarii 3a 03HaKaMH, IO JT03BOJIHUTH
K1acu(iKyBaTH BXKE BiJIOMI CUTHATYPH.

4. BpockoHaleHO MoOJeNb mporecy kimacudikamii  Tpadiky Ha  OCHOBI
caMmoro/IioHoCTI. BpaxoBaHO CTaTHCTHYHI BJIACTUBOCTI MeEpPEKeBOro Tpadiky, IIo
JI03BOJISIE BUSIBIISITH JIOBFOTPUBAITI 3aJ7IEKHOCTI Ta aHAI3YBaTH BIIXUJICHHS BT HOPMAJTLHOT
MOBE/IIHKU B MEPEXKI.

5. Po3pobrieHo Mojienbs mpoliecy HEYITKOTO BUSIBIIEHHSI aHOMAJILHOTO Tpadiky, sKa
BUKOPUCTOBYE HEUITKY JIOTIKY JUIsI aHami3y MepekeBoro Ttpadiky B yMOBax
HEBU3HAYEHOCTI. Mo/iesb 103BOJISIE OIIIHIOBATH PIBEHb aHOMAJILHOCTI TpadiKy Ha OCHOBI
EKCIEPTHUX TPaBWJI 1 HEUITKUX MHOXKHH, IO CHPHSIE MOKPAIIECHHIO TOYHOCTI JETEKIIIi

3arpo3 HaBiTh y BUMAJKaX, KOJIU TPAAULIIHI METOJIU JAIOTh CYNIEPEUWINBI PE3YIIbTaTH.
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PO3/I1LI 3
PO3POBKA METO/IB BUSIBJJEHHSI AHOMAJIBHOI'O TPA®IKY B
THOOPMAIIMHO-KOMYHIKAIIIMHUX CUCTEMAX

3.1 Bnockonajiennsi MeToay kiaacudikanii tpadixky 3a o3nakamu

BXigHuMu TaHUMH €: TTAKETH 13 BUX1THOTO MMOTOKY JaHUX, MHOKWHA BUX1THHUX
curaryp (D), MHOKHHA T03BOJIEHUX cUrHAaTyp D¢, MHOX1MHA 3a60pOHEHHX CHTHATYD
DB, Muoxuna HepnusHauenux curnaryp DY,

Kpok 1. IlifgknioueHHss MHOKMHM J03BojeHux curHatyp (D¢). Ha mepriomy
KpOIIl 3aBaHTaXYEThCs (pailyi, 110 siBisie COOOI0 CIHCOK JI03BOJIEHUX CUTHATYD SIKi
BU3HAUYCHO SIK OE3IEUHI.

Kpok 2. ITigkmoueHHs MHOXKHUHU 3a00poHeHux curHatyp (D). Ha apyromy
KpOLl 3aBaHTaXYy€eTbCA (pailil, 10 SABJIsIE COOOI0 CIMCOK 3a00POHEHHMX CUTHATYp, 5Kl
BU3HAUYCHO SIK HEOE3IMEUHI.

Kpok 3. ®opMyBaHHs curHaTypu nakety (d;) i3 BUXigHOro notoxy aanux (D),
AKy MOTPIOHO TepeBIipUTH. AJTOpUTM (OPMYBaHHS CUTHATYPH MPEICTABICHO Y
dbopmati KopTexy, 1o onucaHo y naparpadi 2.3.

Kpok 4. ITepeBipka IP-anpecu mkepena (d,) ta IP-agpecu orpumysaua (d,) Ha
BiJMOBiHICTH MHOXKUHI J03BoNeHKX curHatyp (D%). Ha nanomy kpoui BinOyBaeThcs
nepesipka 3HaueHHs IP-agpecu mxepena (dy) ta IP-ampecu otpumysaua (d,) Ha
HAJIE)KHICTh 0 MHOKHHM J03BOJIeHUX curHatyp (D¢), mo MicTuTh BCi momepenHso
BepudikoBaHi Ta Oe3neyHi [P-anpecu, akuM MokHa AOBIpATH B Mepexi. SAkmo [P-
anpeca mkepena (d,;) ta IP-agpeca orpumyBaua (d,) MICTUTBCS B MHOXHHI
JIO3BOJIEHUX CUTHATYP (DG), TO 1I€ CBITYUTH MPO Te, 110 TpadiK, KU HATXOIUTh BiJl
IILOTO JDKepesa, € 0e3MeYHuM 1 BiI0OyBaeThCs mepexia 10 Kpoky 6. Axmio [P-agpeca
mkepena (d,) ta IP-anpeca otpumyBaua (d,) He 3HaHICHI Y MHOKHHI JO3BOJICHUX
curnaryp (D%), To BinOyBaeThcsa mepexig Ha Kpok 5 i mepeBipkM IMX ajpec B
MHOXHHI 3a60poHenux curnaryp (D).

Kpok 5. IlepeBipka IP-anpecu mkepena (d,) ta IP-aapecu otpumyBaua (d,) Ha
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BiJMOBiAHICTE MHOXUHI 3a00poHeHux curHatyp (D). Muoxuna 3a6opoHeHHX
curnaryp (DB) ckxnmanmaersca 3 IP-agpec, siki moB’s3aHi 3 HeGesneuyHuM abo
aHOMaJbHUM TpadiKoM, TAKUMHU SIK aJipecu OOTHETIB, B1IOMI JKepesia criamy 4H 1HIIl
kibep3arpo3u. Ha panomy etami BigOyBaeThcs mepeBipka 3HaueHHs [P-ampecu
mkepena (d,) ta IP-agpeca orpumyBada (d,) Ha HaJCKHICTh J0 MHOXHHH
3aboponenux curhatyp (D). Sxmo IP-ampecy mxepena (d;) abo IP-ampecy
oTpumyBaua (d,) 3HalineHo cepen enemeHTiB MHOXUHU DB, To 3’enHanns nns miei
CUTHATypH KJIacU(IKyeTbCs K 3a00poHEHEe 1 BiIOyBaeThbCs Tepexiy Ha Kpok /. B
IHIIIOMY BHUIIAJIKY B1JIOYBAETHCS TIEPEXI]T HA KPOK 8.

Kpox 6. Hamaerscst 103Bil 11 3’€IHAHHS Ta 3alMC CMTHATYPH IakeTy d; 1o

MHOKHHH J103B0oJIeHuX curHaTyp (D¢). Jlani nepexin Ha Kpok 9.

Kpox 7. BinOyBaeTbest OJ0KyBaHHs 3’€IHAHHS Ta 3allUC CUTHATYPH TIAKETY d;
10 MHOXMHH 3a60ponenux curHatyp (DB) ta Bupmanenns curmatypu makery d; i3
MHOKHHH J103B0sIeHux curHatyp (D). Jlani nepexin Ha Kpok 9.

Kpoxk 8. SIkimo sxo/eH 3 KOMIOHEHTIB (d; 4k d, cUrHaTypH d;) HE MOTpAIIse 10
MHOKHUHHU 3a00pOHEHUX CUTHATYD, TO 3’ €IHAHHA KIaCU(DIKy€eThCS K HEBU3HAUYCHE Ta
CUTHATypa 3anucyeThes 1o Muoxkuau DY, Jlani nepexin Ha Kpok 9.

Kpoxk 9. IlepeBipka Ha HeoOXimHicTh Buxomdy. Ilicis Toro, sk curHatypa Oyna
KJ1acu(ikoBaHa, METOJI aHAI3y€ HACTYMIHY Ail0: 3aBepIIUTA 00pOOKYy Tpadiky (Kpok
10) a0o MoOBEpHYTHUCS 10 KPOKY 3 JIsl MEPEBIPKU HACTYITHOTO MAKETYy.

Kpox 10. ko mpuitHATO pilieHHs, M0 NOTPIOHO 3aBepmuTH 0O0pOOKY, TO
METO/]I 3aBEPIIUTH CBOIO POOOTY, 1 HACTYITHI TAKETH HE OyIyTh EPEBIPSATHUCS.

Pe3ynpTaToM poOOTH € pO3MOALT BUXIIHOTO MEpPEKEBOro Tpadiky Ha TpuU
KaTeropii: 103BOJICHH, 3a00pOHEHUI Ta HEBU3HAYCHUM.

Anroput™m pobotn MeToay Kiacudikarii Tpadiky 3a 03HaKaMHu MPEACTABICHO
Ha puc.3.1.

PosrisitHemMo nekinbpKka mpUKIaaiB poOOTH METOY JUTsl PI3HUX CIICHAPIiB.

[Mpuknan 1. Tlaker kmacudikoBano sk mo3BosieHuid. [lepmmm eramom €
3aBaHTKEHHS (haiiily, SKU MICTUTh MHOXXUHY JTO3BOJICHUX cUTHATyp. Lls MHOXUHa,

BKIItoUae [P-aapecu, skium MOKHA JOBIPSITH.
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VY nmaHomy npukiadi, A0 TaKOro CHHUCKY MOTPAIuIsiloTh HacTymHi [P-ampecu
103.168.1.10 ta 192.168.1.15, mo € agpecamu aaMiHICTpaTOpa MEPEXi UM 1HIIUX
Oesmeunnx ceppiciB. Ha npyromy erami 3aBaHTaxyeThcs (aia 13 3a00pOHEHUMHU
aapecamu. [Ipuximamamu takux agpec € 203.0.113.55 ta 13.0.14.75, sxi MOXyTh OyTH
acoIriioBani 3 HeOaXaHUMH JIisIMU B Mepexi. Ko MeTo orpumye naket, To popmye
i3 HpOTO curHaTypy. DopMyBaHHS CHUTHATYpU BIIOYBAETHCS NUIAXOM TOOYIOBH
KOPTEXKY, IKMA MICTHTh OCHOBHI KOMITOHEHTH TMAKEeTy. Y I[bOMY BHITQJIKy TEPIIHA
KoMmroHeHT curHatypu (d;) wmictute [P-ampecy mxepena 103.168.1.10 ta apyrwuii
komroHeHT curHatypu (d,) IP-ampecy otpumyBaua 192.168.1.15. HactynHum
KpOKOM MeToj mepeBipsie 11 [P-agpecu Ha HasBHICTH cepejl JO3BOJICHHX aJipec.
Braxatumemo, mo [P-agpecn 103.168.1.10 ta 192.168.1.15 3HaX0mATHCS B CHHCKY
J03BOJICHHUX, OTXKE METOJ KIacu]ikye 3’€IHAHHA SIK J03BoJIeHE. ToJl pe3yapTaToM
iTeparllii BUKOHaHHS MeToay Oyne HactymHe: Tpadik Bin IP-ampec 103.168.1.10 Ta
192.168.1.15 BBaxkaTUMyThC O€3MEYHUMU, TOMY 3’€AHAHHS JO3BOJIAETHCS; IMAKET
HepeaeThesl uepe3 Mepexxy 0e3 OJ0KyBaHb; METOJ TOTOBMH MEPEHTH 10 HACTYIHOI
iTeparlii JyIsl MepeBIpKU HACTYIHOTO TMAaKETy 1 B1IOYBAETHCS MEPEXi]] Ha KPOK 3 SKIIO
poOOTY METOy MPOOBIKEHO.

[Mpuknan 2. [Maker knacudikoBaHo sik 3ab0opoHeHuil. Ilepmum eramom €
3aBaHTAXCHHS (ailiry, KU MICTUTh MHOKHHY JO3BOJICHHUX CUTHATYpP. Y ITaHOMY
NpUKIaAl, OO0 TaKoro cHnucky notpamisitorh [P-ampecu, sax-or 103.168.1.10 Ta
192.168.1.15. Ha apyromy erari 3aBaHTaXyeThCs daiii 13 3a00pOHEHUMH aJPECaAMH.
[Tpuknagamu Takux agpec € 203.0.113.55 ta 13.0.14.75, gax1 MOXyTb OyTH acoliiOBaH1
3 HeObaxkaHUMH AisiMU B Mepexi. Koiau meton orpumye maker, To Gopmye 13 HbOTO
CUTHaTypy. Y LIbOMY BHIIQJKy MepIIUid KOMHOHEHT curHatypu (d;) mictutp IP-
anpecy mkepena 203.0.113.55. HactynHum kpokoM MeToj niepeBipsie mio [P-aapecy
Ha HasBHICTH cepejl J03BOJIeHUX aapec. Beaxarouu, mo [P-aapeca 203.0.113.55 ne
BXOJUTh Y CIIMCOK JI03BOJICHHX, METOJ TEPEeXOIUTh 0 TMEPEBIPKH IIi€i aJpecu B
cnucky 3abopoHeHux curHaryp. Ockimpibku |P-anpeca 203.0.113.55 BusBnsieTbest B
YOPHOMY CITUCKY, TO METOJT KiIacu(ikye 3’ e qHaHHS sK 3a00poHeHe. Toi pe3yabTaToM

iTepallii BUKOHaHHST MeTony Oyne HactymHe: Tpadik Bin IP-aapecu 203.0.113.55
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BBAXKAETHCS 3a00POHEHUM, TOMY 3’ €IHAHHA OJIOKYETHCS; MAKET HE TIepeaeThbCs Yepes
MEpPEXy; METOJI TOTOBHM MEpPEerTH 10 HACTYIIHOI 1Tepallii AJi1 IepeBIPKU HACTYITHOTO
MaKeTy 1 BIIOYBAETHCA MEPEXiJl Ha KPOK 3 SKIIO0 pOOOTY METO Ty IIPOJIOBKEHO.
[Mpuxman 3: Ilaker kmacudikoBaHo sk HeBu3HaueHWil. llepmmm ertamom €
3aBaHTaXeHHs (pailily 3 JO3BOJICHUMH CUTHAaTypaMH. Y HAIIOMY BUMAJAKY 1€ ajpecu
103.168.1.10 Ta 192.168.1.15. lam 3aBaHTaxyeTrbcs (aiinm i3 3a00pOHEHUMHU
aapecamu, TakuMu sk 203.0.113.55 ta 13.0.14.75. Konu meTon oTpuMye MepeKeBHit
naker, BiH (opMmye #oro curHatypy. Y 1LbOMY BHUMNAAKy MEPIIM KOMIIOHEHT
curHatypu (d;) mictuts IP-ampecy mxepena, nanpukian, 198.51.100.25, a npyruii
komrioHeHT (d,) — me anmpeca oTtpumyBada, Hanpukiam, 203.0.113.75. Meron
nepeBipsie 11 apecy Ha HasIBHICTh CEPell JI03BOJICHHX 1 3a00pOHEHHMX CHUTHATYD.
OCKUIBbKY KOAHA 3 aapec He MOTpaIuisie JO BIAMOBIIHUX CIHCKIB, CATHATYpA MAKETy
KJacu(ikyeTbes K HeBU3HaueHa. Pimenns: tpadik 3 [P-agpecamu 198.51.100.25 ta
203.0.113.75 He BiIHOCUTBHCA A0 KaTeropid 103BOJIEHUX a00 3a00poHeHHX. Tomy
METOJl 3aliCye€ LI CHTHAaTypy [0 MHOKHMHM HeBU3HadeHux curHatyp DY ns
MOIaJIbIIoOro anamizy. [1icis nboro cucTeMa moBepTaEThCA A0 HACTYITHOTO AKeTy AJIs

MEPEBIPKHU.

3.2 Bpockonanennsi Mmeroay kiacudikanii Tpadiky Ha ocHOBI

caMmomnoaioHocTi

Merton, sikuil aHajizye OJOKU CUTHATYp, MEPEBIPSIIOUN iX HA CaMOMO/I10HICTb.
Axmo 670K BiAMOBIZAE KPUTEPIO CaMOMOMIOHOCTI, TO 3'€THAHHS O3BOJIIETHCS, a
CUTHATYpy OJIOKy BiIHOCATBCS JO MHOXHHH J03BoieHux curHaryp (D¢). ¥V
POTUJICKHOMY BHITQJIKy ITAKET 3alUCYETHCS O MHOXHHU HEBH3HAUCHUX CHTHATYP
(DY) [100]. Amnroputm poGotu Merony knacudikanii Tpadiky Ha OCHOBI

CaMOITIOIIOHOCTI TIPEICTaBIeHO Ha puc.3.2.
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Pucynox 3.2 - Anroput™ po6oT MeToy Kinacudikaii Tpadiky Ha OCHOBI

caMono1i0HOCT1
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Bxinni fani: MHoxkuHM fo3BodeHnXx (DY) Ta HeBmsHauenux curHatyp (DY),
YacoBi IHTEPBAJIM OTIOPHOT BUOIPKH Ta BUOIPKH JIJIsl TIEPEBIPKHU.

Kpox 1. 3 moTtoky naHuX BUIIISIOTHCS JBA CYMDKHUX IMOCTIJOBHMX YaCOBUX
inTepBanu. [lepmmii iHTEpBanI MICTUTH OMOPHI CUTHATYpH B iHTepBaui t1-t2. dpyruii
1HTEpBaJl MICTUTh HOBI CUTHATYpHU Ha 1HTepBaIl t2-13, sKi 111e He MiIaBaliucs aHali3y
Ha CaMOITOA10HICTb.

Kpok 2. ®opmyBanHs 00’€mHaHOI MHOXHHHU CUTHATyp. [licims Bu3HAYeHHS
YacOBUX IHTEPBAJIIB CTBOPIOETHCS €JMHA MHOXKHMHA, IO OO’€IHY€E CUTHATYpH 3
HEPLIOro IHTEPBaLy Ta HOBI CUTHATYpH 3 JIpyroro iHTepBaiy. g cninbHa MHOKHHA
BUKOPUCTOBYETHCS JJIs1 OLIHKH P1BHSI MOAIOHOCTI MI>K CUTHATYpaMH.

Kpoxk 3. IlokoMIIOHEHTHHI aHaJi3 oAidoHocTi curnatyp. Koxna curnarypa (d;)
MpeJcTaBlieHa sIK Hallp xapakTepucTuk. Ha mpomy erami 371iMCHIOEThCST BUSHAYEHHS
MoKa3HHWKa XepcTa g KOKHOTO KOMIIOHEHTa curHatypu. Lle mo3Bossie BUSBUTH,
HACKIJIbKM 3HAUEHHS XapaKTEPUCTUK KOMIIOHEHTAa CUTHATYpU CXOXKI MK CO0OIO.
[licnss OWIHKKM OKpeMHX KOMIIOHEHTIB MPOBOJUTHCA Yy3araJlbHEHHS OTPUMaHUX
pe3ynbTaTiB JUIsl BCbOro HaOopy. Pe3ynpTaToM € 3araigbHa 4McioBa OILIHKA, IO
B1JI0OpaXka€ CTyIiHb CAMOMNO/IIOHOCTI CUTHATYp B aHAI130BAHOMY IHTEPBaJIl, IPUUOMY
O1IBIII BUCOKI 3HAYEHHSI CB1IYaTh PO OUIBIIY MOAIOHICTH CUTHATYp. 3 OTPUMAHOIO
OLIIHKOIO TIPOBOJIUTHCS MOPIBHSIHHS 3 BCTAHOBJICHUM MOPOTOBUM 3HAYEHHSIM. SIKIIO
3arajJbHUM PiBEHb CaMOMOAIOHOCTI MEPEBUIIY€E MOPIr, TO 1€ CBIIYUTH MPO TE, IIO
CUTHATYpU HOBOTO OJIOKY CXOKa Ha Ti, IO BXe Kiacu(]ikoBaHi SIK JTO3BOJICHI. Y
TAaKOMY BHIAJKy HOBI CHUIHATYpHM NOJAIOThCS 10 MHOXMHM po3BoneHux (DY), a
CUTHATYpH 3 HeBu3Ha4deHoi MHOKHMHK (DY), sKi 1eMOHCTPYIOTH OIOHY TOBEIHKY,
BUJTy4YalOThCS SIKIIO piBEHb MOAIOHOCTI HMKYUMA 32 MOPIT, CUTHATYPHU 3aTUIIAIOTHCS
HEBHU3HAYEHUMH 1 BUMAraloTh MOIAJIBIIIOTO aHAI3Y.

Kpok 4. Apantamis Ta OHOBJIGHHS 4YacoBUX BiKOH. Ilicist kmacudikarrii
BiIOYBAETHCSI OHOBJICHHS YACOBUX IHTEPBATIB: JAPYTUi 1HTEpBaI, IO MICTHUB HOBI
CUTHATYpH, CTa€ HOBOIO 0a30l0 [JIsi HACTYMHOIO IMKJIY aHajizy, a NONepeHii
1HTEepBas OLIbIIIE HE BUKOPUCTOBYETHCS. Takui MiAXi/l JO3BOJISIE CUCTEMI OTIEPATUBHO

pearyBatd Ha 3MiHM B MEpEeXeBOMY Tpadiky, MOCTIMHO OHOBIIOIOYH MHOXXHUHY
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JI03BOJIEHUX CUTHATYD.

Kpok 5. IlepeBipka 3aBepiieHHs poOOTH. SIKIIO NPUMHATO PIIICHHS, IO
MOTPIOHO 3aBEPIIUTH OOPOOKY, TO METO]T 3aBEPIIUTH CBOIO POOOTY, 1 HACTYIHI AKETH
He OyayTh nepeBipsATucs. B iHImomMy Bunaaky BiiOyBa€eThCs mepexis A0 KPOKY 2.

PesynpTaToM poOOTH METONy € BHU3HAYEHHS NPUHAIECKHOCTI CUTHATYp 13
MHOKMHHU HeBM3HaueHuX curHatyp (DY) mo muoxunu nossonenux curuaryp (D).
SIKIIO CHUTHATYpY 13 MHOKMHH HeBM3HaueHHMX curHatyp (DY) BusHaueHo sk Ty, mo
MOYHa BiJHECTH JI0 MHOKHHH J03BOJIEHUX cHrHaTyp (DY), To curHaTypa 3anmcyeThes
J10 MHOKMHH JJ03BOJIEHUX cMrHaTyp (DY) i BUpangeThes i3 MHOKHMHU HEBH3HAYEHHX
curnaryp (DY).

Takum ynHOM, MeTO Kiacudikallii 6a3yeThCs Ha MOCIIIOBHOMY aHajli31 HOBUX
CUTHATYp Y KOHTEKCTI paHillle OTPUMAHUX JaHUX, 110 JI03BOJISIE€ ONEPATUBHO 1 TOYHO
BU3HAYATH, Y1 HAJIEKUTh HOBUI Tpadik A0 103BOJIEHUX, 00 BiH MOTpeOye J01aTKOBOI
HEPEBIPKHU.

PozrisitneMo npukiag poOOTH METOY JUIsl pI3HUX CLIEHAPIiB.

[Mpuxnan 1. s poboTu MeToay nonepeHbo c(hpopMOBaHO MHOKHHY CUTHATYP
D¢, mo micTuth 785 cMrHaTyp HakeTiB HOpMaibHOro Tpadiky. BusHauummo t; =
07.07.2024 3:30, t, = 07.07.2024 3:40, t; = 07.07.2024 3:41. 3 MHOXUHU
HepusHaueHoro tpadiky DY chopmyemo muoxkuny M (3rigHo 2.13), mo MicTHTB
HEBU3HAYEHI CUTHATYPH B YaCOBOMY JiamasoHi t; — t, Ta CUTHATYpu HOPMAJIbHOTO
Tpadiky. KiabKkicTh cUTHaTYp B 4acOBOMY Jiama3oHi t; — t, ckiana 856. 3aranbHa
HOTYKHICTE MHOXHMHK M cknana 1355 curnaryp. Chopmyemo Muoxuny M’ (3rigno
2.14), mo micTuTh panime He aHamizoBaHi curHatypu 3 DV B nmiamasoni t, — ts.
[ToTyXHICTb 11i€] MHOXXKUHM CKJajia 73 cUTrHaTypH. 3arajibHa MHOXKMHA JUUISl aHANI3y
M U M’ cknanae 1403 curnatyp.

JInst KOKHOTO KOMIIOHEHTa MHOXHMHH M U M' BH3HAYMMO CTaHaapTHE
BigxuneHns S’ (n) (BizmoinHO 10 2.16)

Jns mepuioro KOMIoHeHTa KopTexy - IP-ampecu pkepena cepeHe 3HaAYCHHS
qrcioBoro mpexcrasieHHs [P-axgpecn ckimano dl = 3124844506,25, mpu mpomy

craHjapTHe BiaxuaeHHs S'(n) = 420698934,17. MiniManbHe HaKoIHYeHe
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BIIXHIJICHHS  CKJajo 7’1nli£103 anﬂ dil —dl = —45161982751,91, B1aANOBIAHO
i=1,

MakKCUMajbHE — r{l&)% . YK . (Jll-1 — d! = 68793449107,67. Po3Max HAKOMHYEHOTO
i=1,

BimxuneHHs QyHkuii 3rigao 2.17 cknas R1(n) = 113955431859,58.

3rigHo 2.18 It JaHOTO IPUKIALy TOKA3HUK XepCTa s EPIIMX KOMIIOHEHTIB
kopTexy cknas H1 = 0,77.

AHAJIOTIYHO PO3pPAaXOBYIOThCA MOKA3HUKHM XEpCTa I IHIIMX KOMIIOHEHTIB
KOpTEXa aHaJI130BaHOI MHOKUHHU.

Jisi pO3IISIHYTOro HPMKNAAy OTPMMAHO Taki 3HaueHHs: H? = 0,48, H3 =
0,53, H* = 0,84, H> = 0,73, H® = 0,43, H” = 0,81, H® = 0,76, H® = 0,46.

Bianosizuo 10 2.19 BU3HAYMMO ycepelHeHe 3HaUeHHs MOKa3HUKa XepeTa s

AHAJI130BAHOT MHOKHHH.

0,77+0,48+0,53+084+0,73+0,43+0,81+0,76 + 0,46
H = 9 = 0,65

B pesyabrari aHamizy Ha camomnomiOHicTe MHOXHHH M U M’ 3rigno 2.20

BH3HAYCHO, III0 BOHA € CAaMOTIO10HOT0, OCKiIbKH 0, 65 > 0,5 BiAMOBITHO MPUAMAETHCS

piteHHs npo BigHiManHs muoxuan M’ Bin DY ta ii nonasanns no DC.

3.3. Po3po0ka He4wiTKOro MeToAy BUSIBJICHHSI AHOMAJBLHOI0 Tpadiky

BxigHuMU JaHMMHM € TaKeTh 13 BUXIAHOTO TMOTOKY JaHUX, MHOXKHUHA
no3BoneHux curHaTyp D¢, MHoxuHa 3a6opoHeHux curHatyp DB, mHOxMHA
HeBHM3HAaueHUX curHatyp DY, nepernik npasui.

OyHKIIT NPUHAIEKHOCTI BU3HAYAIOTh CTYIIHb MPUHAJIEKHOCTI KOXKHOTO
BX1JTHOT'O 3HAYEHHS JI0 IeBHUX TepMiB. Buznaunmo minreictuuny 3minny (JI3) Id, mo
npuiiMae ojHe i3 3HaYeHsb 3 TepM-MHOkunu ld € {Id1,[d?, ..., ld™}, ne m — KinbKicTh
TEPMIB.

Cdopmyemo JI3, 110 BUKOPUCTOBYIOTHCS JIsl aHA3y MEpeXeBoro Tpadiky i
BiJIMTOBiarOTh KOMIOHeHTaM kopTexy (2.1): IdY, 1d?, ..., ld*. Biamosiano fo 2.1 k =

5.
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Crix 3a3HaYUTH, TIO JJIsT MO MPOLIECY HEYITKOTO BUSABIICHHS aHOMAJIbHOTO
TpadiKy He BUKOPHUCTOBYIOTHCS MEPIINI HaBEJEHUHN B KOPTEXi KomnoHeHT [P-anpeca
mxepena (dl), Tperiii — nopt mwxepena (d3), cbomuii - yac HaIXOJKEHHS JAHUX HA
nepeipky (d’) Ta BochMuit - MAC-aapeca npuctporo (d®). Ockinsku IP-agpeca
mxepena (d1), ska BU3HaYae NPUCTPill, 0 iHILIIOE 3’€THAHHA Ta Iepeaac JaHi, He €
HAJIfHUM T[IOKa3HUKOM [UJIs aHaji3y, OCKUIbKM MOXKE 3MIHIOBAaTHCS 4epes
BukopuctanHa auHamiuHux [P, NAT abo mpokci-cepBepiB, a TaKOX MiJAaBaTHCS
cnydinry. IMTopt mwxepena (d3), sxuil BM3HAayae BXiJHy TOYKy 3B’SI3Ky 3 OOKY
BI/IMMPAaBHUKA, 3a3BHUYall TEHEPYETHCS OMEPAIINHOI CHCTEMOIO BHITAIKOBUM YHHOM,
0 poOuTh HOro HemepeadavyyBaHUM 1 MaJlO3HAYYIIUM Y KOHTEKCTI HEYITKOi
knacu(ikanii anomaniit. Yac Hagxomxenns nakery (d’), Bupaskenuii y 24-roguHHOMY
dbopmari, 3aexKUTh Bl 6araTb0X 30BHIIIHIX ()aKTOPIB, TAKUX SIK MEPEKEBI 3aTPUMKH,
MIKOBl HABAaHTAXXEHHA Ta 3MIHM y TpadiKy 3aiexHo BiJ yacy aobu. Lle cTBoproe
3HAYHUN PIBE€Hb BapiaTUBHOCTI, IO MOXE YCKJIQJHUTH KOPEKTHY HEYITKY OIlIHKY
aHoMasbHUX mabnonis. MAC-anpeca npuctporo (d®), sxuil HancuIae naHi, Takoxk He
BUKOPHUCTOBYETHCS Yepe3 11 JOKAIbHUI XapaKTep, OCKIIBKHU 1151 aJipeca He IepPeIaeThCsl
yepe3 MapIIpyTU30BaH1 Mepexki 1 MOXe OyTH JIETKO miApoOieHa abo 3MiHEHa Ha PiBHI
MPUCTPOI0. BUKIIIOUEHHS LMX MHapaMeTpiB COPSAMOBAHE HA IMIJIBUILIEHHS TOYHOCTI
MOJIEJI IIJITXOM YCYHEHHS 3MIHHUX, K1 MOXKYTh BHOCUTH 3aliBH IITyM. TakKuM YUHOM,
JUIST HEYITKOrO aHali3y 3allMIIaloThCS Ti1 XapaKTEPUCTHUKH, M0 3a0e3MedyroTh
CTaOUIBHICTh Ta BHUCOKY IHU(PEpPEHIIMOBAHICTh MK HOPMaJbHUM 1 TOTEHIIITHO
3arpo3IMBUM TPAPIKOM.

Jlpyruii HaBeeHKI B KOpTeXi KoMIOHEHT - |P-anpeca npusnauenns (d?), sxuii
MOHa BiIoOpa)xkaTu y BUTJISI CUMBOJIBHOT 3MIHHOI, 1[0 TIPUIMa€e OJHE 13 3HAYCHD
MHOXUHH inenTudikaropis ld? € {ld%,1d3,1d3}, a came:

ld?=«IP-anpeca 103BoaeHOr0 TpadiKy»,

ld5=«IP-anpeca HeBU3HAYEHOTO TpadiKy»,

ld%=«IP-anpeca anHoManbHOTo Tpadiky».

YeTtBepTHil HaBeeHNI B KOPTEXi KOMIOHEHT — NOPT npu3HaueHHs (d*), sxuii

MOHa BiJoOpakaTH y BHUTJISZII CHMBOJIBLHOI 3MIHHOI, [0 PUHAMAE OJHE 13 3HAYEHb
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MHOKMHH inenTudikartopis ld* € {ld},ld3,1d3},a came:

ld{=«11opT HOPMATBLHOTO TUIIOBOTO TpadiKy»,

ld3=«nopT HeBU3HAUEHOTO TpadiKy»,

ld3=«110pT aHOMAILHOTO TPaQiKy».

[I’stuii HaBemeHWH B KOPTEXKI KOMIIOHEHT — IPOTOKOJ (d5), SIKMA MO’KHA
B1JI0Opa)kaTH y BUTJISA/II CUMBOJIBHOT 3MIHHOT, IO MPUIIMAE OJIHE 13 3HAYE€Hb MHOKUHH
inentudikaropis Id° € {ld?,1d3,1d3}, a came:

ld?=«6e3neyni IPOTOKOIH,

ld>=«neiTpanbHi IPOTOKOINY,

ld3=«HeBU3HAUEH] MPOTOKOIH,

ld 2=«mimo3pini mMpOTOKOINY,

ldz=«nebe3neuHi TpOTOKOIM.

Iarencusricth Tpadiky B IKC (d®) moxe posrmsmaTucs 3 OBOX IIAXOIIB:
00’exTUBHOTO Ta cy0’ekTUBHOTO. OO’ €KTHBHA IHTEHCUBHICTH Tpa(iKy BU3HAYAETHCS
SK BIJIHOIIEHHS 00cCsry mepeaanoi iHpopMallii yepe3 KaHaj 3B 3Ky 3a BU3SHAUCHHM
Mepio] 4acy J0 3arajibHOTO JOCTYIMHOTO pecypcy mepexi. Takuit miaxin 6a3yeTncst Ha
BUMIPIOBAHHI Ta aHali3l pEaJbHUX TMOKA3HUKIB POOOTH CHUCTEMH, HANPUKIAI,
KUTBKOCTI TIAKeTiB a00 OalTiB, 11O MPOXOJATh YEpPEe3 CHUCTEMY 3a OJMHUIII0 Yacy.
Cy0’ekTBHAa IHTEHCHUBHICTH Tpadiky BiJoOpakae€ OIIHKY EKCIepTiB  abo
KOPHUCTYBa4diB CHCTEMH IIOJI0 PIBHS 3aBAaHTAXXEHOCTI KaHATIB 3B’SI3KYy B TEBHHM
MOMEHT a00 yHpoOJOBX IMEBHOro mnepiony. BoHa IpyHTyeTbcsl Ha CHpUMHSATTI abo
OIlIHKaX e(QEeKTHBHOCTI POOOTH CHUCTEMH, a TaKOXX Ha IPOTHO3aX MIOAO0 il
MPOJYKTUBHOCTI B 3JIEKHOCTI BiJI MOTOYHOIO YM OYIKYBAaHOTO OOCSry MepeaaHoi
iHdopmanii. Y cuTyamisix, KOJIM OTpPUMaHHS TOYHUX CTAaTUCTUUYHHMX JAHHUX
YCKJIAHEHE, €KCIEPTH BUKOPHCTOBYIOTH JIOTIKO-TIHTBICTUYHHM MiAXiA. Y MIbOMY
BHIIaJIKy IHTEHCHMBHICTh TpaQiKy IIOJa€Thcs 4epe3 JHHTBicTMuHy 3MminHy (ld®) i3
0a30BOI0 TEPM-MHOXHWHOIO, IO J03BOJIsA€ (opMalli3yBaTH SKICHI OIlIHKH Ta

3a0€3MeUNTH TXHIO 3pyUHY IHTEPIPETAIiIO JJIs TOAAIBIIOr0 aHAI3Y:
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1d® = UTL, 1dS (2.22)

Jie M — KUIBKICTh TE€PMIB, IS YJICHIB SIKOTO CIIPABEJIMBE CIIBBITHOIICHHS MOPSIIAKY

ld$ < 1d§ <--- < 1dS,.

Hanpuknan, npy m=5 mua 3a3HaueHoi JI3 moxxHa cPopMyBaTH MHOXKUHU
TEpMiB

1d® = U;_,ld? ={«mmspka (H)», «amxue cepemunoi (HC)», «cepemns (C)»,
«Buie cepennboi (BC)», «Bucoka (B)»}, mo BimoOpakaeThCs HEUITKUMU YHUCIIaAMHU
(HY), nna sxux BianoBigHi GyHkii HanesxxHocTi (OH). Takoxx MoxyTh OyTH BBE/ICHI
1 1HIII1 3HAYEHHS TePMIB, Taki sk «ayke Hu3bka ([IH)», «ayxe Bucoka (/IB)» Ta iH.

JleB’aTnii HaBeleHMII B KOpTexki KOMIOHEHT — posmip makery (d?). Takwuii

KOMITOHEHT MOKHA B1100pakaTu YyMcenbHO abo uepe3 JI3:

9_ 1Y 149
ld” = U;_, ld; (2.23)
1€ Y — KUIBKICTh TEPMIB, JJI YIEHIB SKOTO CIPABEAJIMBE CIIBBIIHOIICHHS MOPAJKY

ld; <ld3 < - <ldj.

Hampuknaz, mpu y=5 mis 3a3nauenoi JI3 MmoxHa copMyBaTH MHOKUHU TEPMIB
1d° = Ui3=1ld? = {«KMaJIHI», KHUKYE CEPETHBOTOY, KCEPEIHIN», «BUILIEC CEPEIHBOTOY,
«BEJNMKUW» }, M0 BimoOpaxkaeTbes HY, nns skux BiAMOBIAHI (DYHKIIT HAJIEKHOCTI
(®H).

®H o6pana TpamnelieBuaHa, OCKUIBKH 3 ii JIOMIOMOTOK MOXHA MOJISTIOBATH
pI3HI CTaHM MepexeBoro Tpadiky, M0 T03BOJISE OUIBII AETAIBHO aHaTI3yBaTH 1
Kjacu(ikyBaTH TOBEAIHKY Tpadiky, 10 Ba)XXJIMBO JIs BHUSIBICHHS aHOMAaiid Ta
3a0e3nedeHHs Oe3nexu Mepexi. [lapamerpu niist KO)KHOT MHOKMHY 3HAYEHb 33]1aHO Ha
OCHOBI eKcnepTHUX OIiHOK. JlaHi 17 Beix TepmiB JI3 HaBeneno y tabmumi 3.1.

OckUIbKY MOJIETIOBaHHSI peai3oBaHo 3acobamu Matlab, To mpencraBumo HaO1p

TEPMIB U151 OJHI€T 13 HEOOXITHUX TEPM-MHOXHH Ta 1X HajgamTyBaHHs (puc. 3.3).
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TepM-MHOXHMHA Tepm 3HaYEHHS

Jo3oneni (Id?) [0110 20]

d? Hesusnaueni (Id3) [10 23 72 84]
3a6opowneni (Id3) [67 83 99 100]
Jozgoneni (Id7) [0110 36]

d* Hepusnaueni (Id5) [9 24 78 89]
3a6opomneni (Id3) [67 83 99 100]
Besneuni (Id?) [011319]
Heitrpanbui (Id3) [10 17 32 37]

d® Hesusnaueni (Id3) [31 38 55 61]
Migospini (1d3) [52 63 81 89]
He6esneuni (1d?2) [81 89 99 100]
Husbka (1d?) [011024]
Huxue cepenuboro (IdS) | [12 17 36 42]

ds Cepenua (1d9) [34 44 57 65]
Bumie cepennsoro (Id$) | [57 66 83 91]
Bucoxka (Id?) [80 91 99 100]
Manuit (1d9) [0110 23]
Hwxue cepennnoro (Id3) | [10 19 31 42]

d° Cepenniit (1d2) [29 41 58 70]
Bume cepennboro (Id7) | [60 69 81 89]

Benuxnii (Id2)

[81 89 99 100]

HaBenemo mpukiaj Tpaneui€eBUAHOI (PYHKIT HaJEKHOCTI JJISl I’ SITU TEPMIB

TepM-MHOKHHH d°.
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PROPERTY EDITOR: INPUT

Name IHTEHCHEBHICTh

Range [0 100]

Number of MFs: 5

Evenly Distribute MFs

Name Type Parameters
HU3bKa Trapezoidal [0110 24]
HUHYE CepeiHbLOrn Trapezoidal [12 17 36 42]
cepeqHA Trapezoidal [34 44 57 65]
BWLE CepedHbLOoro Trapezoidal [57 66 83 91]
BUCOKa Trapezoidal [80 91 99 100]

Pucynok 3.3 - Ha6ip TepmiB u1st TepM-MHOKHHH d©

Tpaneniesuaua GpyHkiis Hanexuocti s JI3 1d$ i3 Tepm-mMuox)uHn d® MaTime

HaCTyrlHHﬁ BUTIJIAA:

Higs (x) ={0nmpux < O;xmpu0<x <1; 1npul <x < 10;

(24=%)/ , npn10 < x < 24; 0 npu 24 < x} (2.24)

TpanenieBuana GpyHkiis Hanesxnocti s JI3 [dS i3 Tepm-MHOkuHN d® MaTMe

HACTYIHUW BUTJISI;

Hias (x) ={0mpux < 12; (x - 12)/5 npu 12 < x < 17;

1npu17 <x <36, 27X/ npu3e <x<42;,0mpus2 <x} (2.25)

TpanemieBuana QyHkIis HanexxHoCT s JI3 ldg i3 TepM-MHOKMHH d® MaTHMe

HACTYITHUU BUTJISA;
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Hqs(x) = {0 npu x < 34; (x = 34)/10 npu 34 < x < 44;

1mpu 44 < x <57; (65— x)/8 npu 57 < x < 65;0 npu 65 < x} (2.26)

Tpaneniesuana GpyHkiis Hanexuocti s JI3 IdS i3 Tepm-Muoxunn d® Matume
HACTYITHUU BUTJISA;
Hiqs(x) = {0 npu x < 57; (= 57)/9 npu 57 < x < 66;

1npn66 <x <83 O1 ™/ npug3 <x<91;0mpuo1 <2} (227)

Tpaneniesuaua GpyHkiis Hanexuocti s JI3 1dE i3 Tepm-mMHOxuHM d® MaTme
HACTYITHUMN BUTIIAL;

#ng(x) = {0 npu x < 80; (x — 80)/11 npu 80 < x < 91;

1opn91 <x <99; 100 —xnpu 99 < x < 100; 0 mpu 100 < x} (2.28)

I'padpiuno nani ®H npencrasneHo Ha puc. 3.4.

Membership Function Plot
T T T

of Membership

05

Degree

I 1
20 30

1 1 1 1 1
40 50 60 70 80 90 10C
Input Variable "iHTeHCHBHICTL "

Pucynok 3.4 - ®H s TepM-MHOKUHH d©
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Jlnig ycix HEUITKUX MHOXUH, SIKI BUKOpUCTOBYIOThCsS, OH BHU3HauaeThcs sk

IMCPCTHUH BCIX MHOXKUH:

:uMdz n‘LlMd4 n:uMd5 n:uMds nuLlMdg =

= (1 09, 1 (O, g GO, 1 GO, B () ) (2.29)

4,3-10°
ne M,z = {mdz i}, , ~— MHOXHMHA MOXIMBHX 3Ha4CHb IP-agpecu nmpu3HayeHH;
1=

65535

Md4 = {md4i} - MHO>XHMHAa MOJXJ/IMBHUX 3HA4YCHb HOpTiB MMPU3HAYCHHA,

i=0
36 .
M ;5 = {m 5 } - MHOXHWHA MOKJIINBUX HpOTOKOJIlB‘

d azi i=0 s

Mds _ {mdei}lo-lo‘a

My = {mdgi}

_, - MHOXKHHA MOXKIMBUX 3HA4EHb IHTEHCUBHOCTI TpadikKy;
L=

65535 .
- MHOYKHHA MOJIMBUX 3HAYEHb PO3MIPY MaKETa.

i=0

HeuiTka 0a3a 3HaHb MICTUTh HaOlp HEYITKUX TNPaBWI, SIKI BU3HAYAIOTh
B3a€MO3B'SI3KU MK BXIIHUMHU Ta BUXITHUMH 3MiHHUMH. KOXHE IpaBUIIO Ma€e BUTJIS
"Sxmo X, To Y'".

AnroputM poOOTH HEYITKOTO METOJy BHUSBJICHHS aHOMAaJIbHOTO TpadiKy
IIPEACTABIICHO Ha puc. 3.5.

Kpoxk 1. ITigkmoanty (aiin i3 MHOKHHOIO 103BoNeHuX curHatyp (D).

Kpoxk 2. ITigxmrounTy (Baiin i3 MHOKHHOO 3a00poHenux curnatyp (DE).

Kpoxk 3. ITigxmounty ¢aiin i3 MHOKHHOIO HeBM3HaueHuX curaatyp (DY).

Kpox 4. IliakarounTu ¢aitn 13 nepenikoM mpaBuil.

Kpok 5. OTpuMaHHS CUTHATYPH TAKETY.

Kpoxk 6. ®azudikariis BXiTHUX 3Ha4eHb. BinOyBa€eThCs mpoliec mepeTBOPEHHS
YITKMX 3HAaYCHb MapaMeTpiB (HAMPHUKIIA, IHTEHCUBHOCTI Tpadiky, po3Mipy IMaKeTa) B
HeuiTKl 3HadyeHHs 3a gomomororo ®H. Ile mo3Bomnsie cuctemi oOpobsaTH AaHi 3
ypaxyBaHHAM HeBU3HaueHOCTI. KokeH mapaMerp Takery OTPUMYE CTYIiHb

HAJICKHOCTI J0 MEBHO1 KaTeropii.
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MOMATOK
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KIHEOE
Pucynox 3.5 - AnroputM poOOTH HEUITKOTO METOTY BUSIBIIEHHS aHOMAJIHLHOTO

Tpadiky
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Kpox 7. Arperaiiis HEUITKUX MPABWI. 3IHMCHIOETHCS 00'€THAHHS PE3yIbhTATIB
3aCTOCYBaHHS KUJIBKOX HEUITKUX MPABUII JIJIs1 OJJHOTO makeTy. KoxHe mpaBuiio OliHIoe
neBHUM acniekT Tpadiky (Hanpukiaid, [P-agpecy, mopt, iHTeHCHBHICTD Tpadiky). [Ticms
TOTO, SIK IPaBUJIA OI[IHIOIOTH MAKET, PE3yIbTaTH KOKHOTO 3 TTapaMeTPiB 00'€ THYIOThCS
JUIS BU3HAUEHHS 3arajlbHOrO CTYMNEHS HAJIeXHOCTI MaKeTy 10 IMEeBHOI Kareropii
(mo3BoNIEHUM 200 3a00POHEHMIN).

Kpox 8. Immuikarisi. BukoHyeTbcs mnepeTBOpeHHS HEWiTKoi iHQopmarii B
KOHKpETHI BUCHOBKH Ha OCHOBI arperaiiii pe3yJbTariB. /{15 KOKHOTO MaKkeTy cucTeMa
MpUIIMaE pIlIEHHS PO WOro Kiacudikariro.

Kpox 9. Axrtusizaiis mpaBui. CucTema OIlIHIOE CTYIIHb HaJIEKHOCTI KOXKHOTO
napamMeTpa MakeTy 10 BIJIMNOBIIHUX TEPMIB y HEYITKUX MpaBuiiax. SIKI0 maker
BI/IMOBIJJa€ BCIM BUMOTaM IpaBUJia, BOHO aKTUBYEThCS. SAKIO xo4a 6 0JHa yMOBa HE
BUKOHYETHCS, TO MPaBUJIO HE aKTUBYeThbes. Lle mae 3Mory KoKHOMY MpaBWily MaTu
pI3HY Bary B 3araJIbHOMY pIILIE€HHI.

Kpox 10. Ilpusnauenns pimenns. [licns 3acTocyBaHHS HEUITKUX TpaBUI Ta
aKTHUBI3AIlll BIAMOBIIHUX YMOB, CHCTEMa IIpUitMae pillieHHs. SKIIo O1IbIIICTh MPaBUII
BU3HAUYMJIM TIAKET $K JO03BOJICHWU (TOOTO BCl MapaMeTpu MAaKETy BIAMOBIIAIOTH
JI03BOJICHOMY J11aI1a30HY), TO BiAOyBaeThes nepexia Ha Kpok 1 1. [Hakmie BigOyBaeTbes
nepexij Ha Kpok 13.

Kpok 11. [1o3Bi1 3’ eAHaHHS.

Kpox 12. 3ammc curHaTypu 13 MHOXKHHM HEBU3HAUEHUX JI0 MHOXXHUHU
no3poJienux. [lepexin g0 kpoky 15.

Kpoxk 13. 3ab6opona 3’e1HaHHS.

Kpox 14. 3ammc curHaTypd 13 MHOXHHH HEBU3HAUEHUX JI0 MHOXXWHU
3a00pOHEHUX.

Kpox 15. k1o moTpiOHO MPOAOBKUTH TIEPEBIPKY CUTHATYP, TO BiIOYBAETHCS
nepexiJ Ha Kpok 5. [Hakiie nepexis Ha Kpok 16.

Kpoxk 16. 3aBepiiennst poboTu.

PesynbraTom pobOTH METOMY €: MO3BUT 3’€qHAHb SKI BIAMOBIAHO A0 TPaBUII

BBA)XAIOTHhCSl JIO3BOJICHUMU; OJIOKYBaHHS 3’€JHAaHb $KI BIAMOBIIHO JI0 TPaBUII
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BBAXKAIOTHCA 3a00pPOHEHUMH; JOJABaHHS CHUTHATYp JIO0 MHOMHUHHU JO3BOJICHUX
curnaryp D¢ a6o MuoxwuH 3a60ponenux curnaryp DB [101].

Jlns  dbopmyBaHHS BHCHOBKY IIIOJI0 HAasSBHOCTI aHOMAaJIbHOTO Tpadiky,

3IIACHIOETHCS Kitacuikallisi e1eMeHTiB c(hOpMOBAaHOI CUTHATYPHU 3aCO0aMHU HEYITKOTO

JIOTIYHOTO BUCHOBKY, IK IIOKa3aHO Ha puc. 3.6.

IP-anpeca
[IpH3HA9CHHA (djjl
mpagrno 1
NOpPT NPEIHITEHET
@
) ,'.[iIZJEBO.'IEHD
3 ETHAHHT
MIPOTOROI {ds} ATopHETM CyTeHD
o1 3300pOHEHO
! 2'eIHAHHT
irrencuemicts (d%) E
OpaEHIO 1L

pO3MIp TaKeTV {dgﬁ

Pucynok 3.6 — CxeMa HE4iTKOTO JIOTIYHOTO BUCHOBKY JIJIsl BA3HAUCHHSI

MPUHAJIEKHOCTI CUTHATYPH TpadiKy 10 aHOMaJIBHOTO TpadiKy

50
40 -
30 .

20

peaynsTar

10

100

100

50

60
40

20

npoToKon 0 . .
p 0 IHTEHCHBHICTD

Pucynox 3.7 - PesynbpTaTl poOOTH y BUTIISA/I TOBEPXHI BIATYKY
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HaBenemo kisibka mpUKIIaIiB.
Axmo IP-anpeca mpusHaueHHS 3a00pOHEHA, MOPT JIO3BOJICHUH, MPOTOKOI
HEWUTpaJbHUM, IHTEHCHUBHICTh TpadiKy HU3bKA, PO3MIP MaKeTy MaJui, TO OTPUMAaHO

pe3yabTaT 32a00POHEHO 3’ € THAHHS.

if ((d? is AZ)A(d* is LADA(d® is LdS)A(A® is AN is Ld3))
= (result is 3a60pOHEHO)
Sxmo IP-agpeca npu3zHadeHHs € 3a00pOHEHOI0, TOPT 3a00POHEHUH, TPOTOKOI
HeOe3MeYHN, IHTEHCUBHICTD TPpa(iKy HHUKYE CEPETHBOTO, a PO3MIp MAKETY M, TO

OTPUMAHO Pe3yJbTaT 3a00POHEHO 3’ €THAHHS.
if ((d? is AZ)A(d* is LABA(d® is LAS)A(A® is AN is Ld3))
= (result is 3a60pOHEHO)
Axwmo [P-agpeca npu3HaYeHHS HEBU3HAYEHA, MOPT HE BU3HAYEHUW, TPOTOKOI

Oe3reyHuil, IHTEHCUBHICTD TpadiKy HUKYE CEPEIHBOr0, a PO3MIp MaKeTy MaJluid, TO

pe3yabTat J03BOJICHO.
if ((d2 is [2)A(d* is dDN(d® is 1dS)N(dS is [dSA(d® is zdg))
= (result is 703B0JIEHO)

Ha puc. 3.8 mnpeacraBieHo ¢(opmyBaHHS OJHOTO 13 MpaBuil 3aco0amu

MOJIEIIIOBaHHs, a (parMeHT c(popMOBaHOTO HAOOPY MPaBUJI TOKA3aHO Ha puc. 2.23.

PROPERTY EDITOR: RULE f

Name rule46
Weight 1
Connection (@)And () Or

If

IP-2apeca npuata... | is v | | nossonena v | and

nopt |i5 v | |,I:LoasoneHwﬁ v | and

npoTokon lis v | | Geaneunui v | and

IHTEHCHEBHICTD |is v | | mwkuecepe.. v | and

poamMip nakety |is v | | manwi v |

Then

pesynerar | [03BONEHO v |

Pucynoxk 3.8 — ®opmMyBaHHSs mpaBuiia 3aco0amMu MOJCITIOBAHHS
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Rule Weight |Name
- - — - - - "

53 | If IP-agpeca npusHadYerHs Is HeBW3HadeHna and nopT is 3abopoHenwii and npoTokon is BesnedH. . 1| rule53
54 |If IP-agpeca npu3HaderHa is 3abopoHeda and nopT Is 3a80poHeHWiA and NPOToKON IS Ge3neqYHu. .. 1| ruleb4
55 |If IP-agpeca npusHadeHHA Is Jo3BoneHa and NopT is A03BoNEeHMA and NpoTOKON IS HEWTPanbHM. .. 1| rule55
56 |If IP-agpeca npu3sHadYeHHA Is HeBW3Ha4YeHa and NopT is 4o380NeHWMI and NpoToKon IS HEWTpans. .. 1| rule56
57 |If IP-agpeca npu3HadyeHHA is 3abopoHeHa and nopT is 4o3BoneHUA and NPoToKoN IS HeWTpankeH. .. 1| rule57
58 |If IP-agpeca npusHadYeHHs is Ao3BoneHa and NopT is HEBM3Ha4eHWIA and NpoToKon is HEXTpans. .. 1| rule58
59 |If IP-agpeca npu3HaYeHHa IS HEBW3HaYeHa and NopT is HEBM3HaYeHWA and NPOTOKON IS HeATpa. . 1| rule59
60 |If IP-agpeca npusHadenHs is 3abopoHeHa and NopT IS HeBW3HaYeHWi and NpOTOKON IS HelTpan. .. 1| ruleBd
61 |If IP-agpeca npusHadYeHHA is go3eoneHa and nopT is 3abopoHeHUiA and NpoToKoN IS HEWTPanbH. .. 1| ruleg1
62 |If IP-agpeca npu3HadYeHHA IS HEBU3HaYeHa and nopT is 3adopoHeHuid and NPOTOKON IS HeWTPan. .. 1| rule62

Pucynok 3.9 — ®parmMeHT HabOpy npaBuI

[Tpuknan 1. ITaker, AKui HagXOIUTh HA MEPEBIPKY, Ma€ Takl nmapamerpu. IP-
anpeca npusHaueHHs — 10.0.0.5, ue agpeca ogepxysaua nakery. Ilaker mae mopr
nopt npusHaueHHs 80, mo Bkazye Ha HTTP-mopr. lnga uporo makery oOpaHMii
npotokond TCP, a inTeHcuBHICTH Tpadiky cTaHOBUTH 100 MakyHKIB Ha CEKyHIY.
Posmip makery cranoButh 512 Oait. Jlns KOXHOrO 3 TapaMeTpiB MAaKETy
3aCTOCOBYIOTHCSI (DYHKI[IT HAJIEKHOCTI, 1[0 MEPEBOAATh YITKI 3HAYCHHS B HEUITKI
kareropii. IP-agpeca mpusznauenns 10.0.0.5 mae cTymiHb HaJI@KHOCTI 5, OCKIUJIBKH
HAJISKHUTH 10 J03BOJICHHX aapec. g mopty npusnadeHHs 80 cTymiHb HAJIEKHOCTI 3,
ockuibku 11e ctangaptauit nopt Ayist HTTP. IIporokon TCP mae cTymniHb HalI€XHOCTI
2, ockinbku BiH no3BosieHuit mis HTTP/HTTPS 3'ennann. IHTeHCHBHICTH Tpadiky
ctaHoBUTH 100 MakeTiB Ha CEKyHY, 110 KIaCU(PIKY€EThCA SIK CEpeHsI IHTEHCUBHICTb, 3
CTyNeHeM HallexHOCT1 45. Po3mip makeTy ctaHOBUTH 512 0aiT, mo ki1acudikyeTbes
K CepeHIN po3Mip MaKeTy, 31 CTyrneHeM HanexkHocT 47. J[ani BinOyBaeThes arperaiiis
CTYII€HI HAJIEKHOCTI JJIs1 KOYKHOTO MapaMeTpa MakeTy. Y ¢l mapaMeTpyu MatoTh BUCOKUN
CTYIIHb HAaJIe)KHOCTI JIO JI03BOJIEHMX 3HaueHb. Lle o3Havae, 1m0 makeT BiAMOBiAAE
yMOBaM JI03BOJICHOTO TpadiKy, OCKIJIbKH OIBIIICTh TApaMETPIB 3HAXOISITHCS Ha PiBHI
CTYIEHs HaJeXHOCT1 Oin3bkoMy A0 0. HacTynmHuM KpOKOM 311MCHIOEThCS IMILITIKALIIS
Ha OCHOBI arperariii pe3yJbTaTiB. 3T1IHO 3 MPaBUJIAMHU, SKIIO BCl MApaMeTpH MaAKETY
HaJieXKaTh 10 Kareropii go3BojieHoro Tpadiky (mo3BosieHi IP-ampecu, no3Boseni
MOPTH, HOpPMaJIbHA THTEHCUBHICTH TpadiKy, CEPEIHIN po3Mip maKeTy, poOouHii yac),

3'enHaHHsl Kiacu(ikyeTbes SK go3BojieHe. OCKUIBKKM BCl TMEPEBIPKM BUKOHAHO
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YCHIIIHO, 3'€IHAaHHS KJIacU(IKyeTbcs K 103BojieHe. Jlanmi mpaBHIlo, SKE MepeBipsie
BIJIMOBIAHICTh MAKETy J03BOJICHUM yYMOBaM, aKTUBYEThCS, OCKIJIBLKH BCl IMapaMeTpu
MaKkeTy HaJleXaTh 10 J103BOJieHWX KaTeropid. CTymiHb HaJIEKHOCTI ISl KOKHOTO
napaMmeTpa BKa3zye Ha Te, 110 MPaBUJIO 3aCTOCOBHE /10 11bOoro makeTy. Ilicms toro, sk
IpaBUJIO aKTUBOBAHO, CUCTEMA MpuiiMae pimeHHs. OCKUIBKY MaKeT BIAMOBIAAE BCIM
BHMOTaM JI03BOJICHOTO Tpadiky, 3'€AHAHHS A03BOJSEThCs. [lepeBipka mpUMMHAETHCS,
OCKLIbKH 3'e1HaHHA OyJo kiacudikoBaHo K q103BosieHe. [loganbiina nepeBipka mboro
NakeTy He MoTpiOHa. Y AaHOMY BHNAJKY 1HIII MpaBuia HE 0OpOOISIOTECS, OCKIIIBKU
3'elHaHHA BKe OyJ0 Kinacu(iKoBaHO K Jo3BosieHe. [laker, skuil OyB Kiaacu(}iKoBaHO
K JI03BOJICHE 3'€JHAHHs, OOJAEThCS N0 Oa3M JaHMX JO03BOJCHHUX 3'€JHaHb IS
HOJANbIIOr0 BHUKOpUCTaHHS. lle 103BONMMTH TPUCKOPUTH NEPEBIPKY MOMIOHUX
3'enHaHb y MailOyTHbOMY. [lepeBipka miig boro nakery 3aBepiieHa. CucrteMa rotora
HEePEeNTH 10 IEPEBIPKU HACTYITHOTO MAKETY.

[Tpuknaz 2. Ha nepeBipKky HAIXOAUTh CUTHATYpa 13 HACTYITHUMHU [TapaMeTpamu.
IP-anpeca npusnauenns — 192.168.50.200, 1110 He BXOUTH 10 CIIUCKY JI03BOJICHUX 200
HEBU3HAYEHUX ajpec. BoHa HE BUKOPUCTOBYEThCS B JIOKAIbHIM Mepexi Ta He
HaJeXUTh JO JKOAHOro Bigomoro cepsicy. [lopT mnpu3HayeHHs, SKHMA
BUKOPUCTOBYETHCSI Y CUTHATypi, — 4444. BiH He € cTaHAapTHUM IS 3BUYANHHUX
MEpEKEBUX CEPBICIB 1 4aCTO 3aCTOCOBYETHCS Y O€KI0pax, TPOsHAX a0o JIsi CTBOPEHHS
310BMUCHUX TyHelniB. OOpanuii npotokon — UDP. Horo BUKOPUCTAHHS JISI LIbOTO
TUITY 3'€THAHHS € HETUIIOBUM, OCKUJIBKH OUTBIIIICTD JIETITUMHUX CEPBICIB, OB’ I3aHUX
13 BeO-TpadikoM a0 KPUTHYHO BaXKJIMBUMHM KOMYHIKAIIsIMU, npatioroTh yepe3 TCP.
[aTencuBHicTh Tpadiky ana curHarypu ctaHoBuTh 10 000 makeTiB Ha CEKyHAY, IO
CYTTEBO MEPEBHUIIY€E CEPEIHbOCTATUCTUYHI 3HAUEHHS JIJISl CTAaHIaPTHOT'O MEPEXKEBOTO
obminy manumu. Po3mip makera nopiBHioe 64 Oaiitu. Ilicis HaaXOIKEHHS MakeTa
BX1JIHI TIapamMeTpu MpoXoaTh (asudikallito, Ml 4ac SKOi KOXKEH 13 HUX OTPUMYE
NEBHUN CTyMiHb HaNeXHOCTI. [P-anpeca oTpuMye cTyniHb HajIEXHOCTI 67, OCKUIBKU
BOHAa MO)Xe OyTH MOB'si3aHa 3 MOTEHIIHHOI0 3arpo3oto. [lopt 4444 mae 3HaueHHA
HAJIEKHOCTI 85, 110 BKa3ye HAa HOro BUKOPUCTAHHSA Y 3J0BMHCHUX cxeMax. [IpoTrokoin

UDP otpumMye CcTymiHb HaleKHOCTI 71 depe3 BUCOKMN PU3MK HOTO 3aCTOCYBaHHS y
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DDoS-arakax. [HTeHCUBHICTD TpadiKy OMIHIOETHCS 31 3HAUCHHSIM 98, OCKUIBKM BOHA €
HaJMIPHOIO JJI1 HOpMaJIBHOTO MepexxeBoro ¢GyHKIioHyBaHHA. Po3mip makera oTpumye
CTyHiHb HajexHOCTI 2. Ha OCHOBI OTpMMaHMX 3HAauY€Hb BiJIOYBA€ThCS arperaris
pe3ynbTaTiB. BijblIicTh mapaMmeTpiB JAEMOHCTPYE HU3BKY CTYMIHb HAJEKHOCTI 10
JI03BOJICHMX 3Ha4y€Hb, 10 BKa3ye Ha BHCOKHH piBeHb pu3uky. llicias mporo
3MIMCHIOETHCS IMIUTIKAIlIS HAa OCHOBI arperariii mannx. Cuctema 3aCTOCOBYE MpaBHIIa
knacudikamii, sKi BKa3ylOTb, IO 33 YMOBH BHCOKOI I1HTEHCHUBHOCTI Tpadiky,
BUKOPHUCTaHHSI 3a00pOHEHOT0 MOpTy Ta HeBigomoi [P-aapecu curHatypy mae Oytu
BIJIHECEHO J0 aHOMabHOro Tpagiky. OCKIIBKH BCl 3a3Ha4Y€HI YMOBU BUKOHYIOTHCH,
aKTUBYETbCS MpaBUIO OJIOKyBaHHS 3'eqHaHHs. CuCTeMa YXBAJIIOE€ PIIIEHHS PO
KIacudikaliio MakeTa SK aHOMAIbHOro. Moro mepenada GIOKyeThCS, a OTPUMaHi
napaMeTpu 30epiraroTbCsi y MHOXXHHI 3a00pOHEHMX CHUTHATyp. Takum 4YHHOM,
3'€HAHHs TEepepBaHO, a MakeT He OyB JOMYLIEHUH Yy MEpexkKy, OCKIIbKU HOro

CUTHaTypa Kjacu(iKoBaHa K aHOMaJbHa.

3.4. Po3poOka riOpuaHOro MeToay BHUSIBJICHHS AHOMAJIBHOIO Tpagiky B

iH(popMaLiiiHO-KOMYHIKALIHHUX CHCTEMaX

3amist 00’€THaHHS METOJIB, 110 onucaHo B maparpadax 3.1-3.3, po3pobiieHo
riOpuaHUN MeTO ] BUSBJICHHS aHOMalibHOTO Tpadiky B IKC.

BXigHuMu TaHUMHU €: TAaKEeTH 13 BUXITHOTO MOTOKY JaHUX, MHOKHUHA BUX1THUX
curHatyp (D), MHOkKHHA 103BOJIEHUX curHaTyp D&, MHOXKUHA 3a00POHEHUX CUTHATYP
DB, muoxuna neusHauenux curnatyp DY, gacosi inTeppamu omopHoi BHOIpKHM Ta
BUOIPKHU TSI IEPEBIPKH, TEPEITiK MPaBUJL.

Etanu poboTn MeTo1y HACTYIIHI.

Kpoxk 1. ITigxmounty (aiin i3 MHOKHHOIO 103BoNeHuX curHatyp (D).

Kpok 2. ITigxmrounty (Baiin i3 MHOKHHO 3a60poHenux curnatyp (DE).

Kpok 3. ITigxmrounTy (Baiin i3 MHOKMHOK HeBu3HaueHux curaaryp (DY).

Kpox 4. IligxnrounTu ¢aiin i3 mepenikoM mpaBuil.

Kpok 5. ®opMyBaHHs CUTHATYpH MAKETy d; i3 BUXIJIHOrO MOTOKY aanux (D),
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AKy TOTPIOHO MEPEBIPUTH.

Kpok 6. Bukonanns wmetony knacudikamii Tpadiky 3a o3Hakamu. ko
CUTHATYypy Kjacu]ikoBaHO, TO BiIOYBaEThCS Nepexia Ha Kpok 7. [Hakiie Bi1OyBaeTbCs
nepexig Ha Kpok 9.

Kpok 7. Sxmio moTpiOHO MpOOBKUTH MEPEBIPKY CUTHATYpP, TO BiAOYBAEThCS
nepexig Ha Kpok 5. [Hakiie mepexia Ha KpokK 8.

Kpoxk 8. 3aBepiernst poOoTH.

Kpok 9. Bukonanus metony kiacudikaiii Tpadiky Ha OCHOBI cCaMOIIOIOHOCTI.
Sxmo cur”arypy kiacu(pikoBaHO, TO BIJOYBA€ThCS Iepexia Ha Kpok 7. IHakmie
BiJI0yBa€ThCs Mepexia Ha Kpok 10.

Kpok 10. BuxkoHaHHs HEYITKOTO METOJy BUSBICHHS aHOMAJIBLHOTO Tpadiky.
[lepexin Ha Kpok 7.

PesynpTaTom pobOTH € 0JIHO3HAUHA KJIacu(]iKallis CUTHATYP SIK JO3BOJICHUX YU
aHOMaJIbHUX. AJITOPUTM pOOOTH TIOPUAHOTO METONy BUsBIEHHS aHomaniil B IKC
npencrasieno Ha puc.3.10. Ha puc.3.11 mnpencraBieHo (GyHKIIOHAIBHY CXEMY
riOpUIHOTO METO1y BUSABIICHHS aHOMabHOTO Tpadiky B IKC.

Muoxuna BuximHux aanux (D) € mkepernom BxigHOi iHGOpMAIIii 11 METOIY
knacudikari Tpadiky 3a o3Hakamu (1). Takox BXITHUMHU JaHUMU JJIS IBOTO METOIY
€ MHOXHMHA 3a00poHeHux curaaryp DB(2) Ta muoxkuna nossonennx curnaryp DO (3).
Pe3ynbTaToM pobOTH METOY € MHOXKHHA HeBU3HaueHnx curdatyp DV(4). Bxiguumu
JTaHUMH I MeToay Kiacudikariii Tpagiky Ha OCHOBI caMONOMIOHOCTI € MHOKHHA
no3soneHux curHatyp D%(8) Ta MHoxwmHa HeBusHauenux curmaryp DY(9). B
pe3ynbTaTi poOOTH METONYy CHUTHATypH 3alUCYIOThCS 10 MHOXXHHH JTO3BOJICHUX
curnaryp D(7) Ta BUIansioThCs i3 MHOKMHM HeBU3HaueHux curnaryp DY(10) abo x
MHOXUHHU 3aJIMIIAIOTHCS HE3MIHHUMH. BXiTHMMH JaHUMU JJISI HEUITKOTO METOMY
BHSIBJICHHS aHOMaJbHOro Tpadiky € MHOXMHA HeBM3HadeHux curHatyp DVU(11) Ta
HaOip mpaswi (12). Y pe3ynbrari METOJ CUTHATYPH 13 MHOXUHHM HEBU3HAUYECHUX
curnatyp DY xnacudikye ta nepesamucye 10 MHOxHHA 3a00poHeHnx curHaryp D5 (5)
a60 MHOXHMHHM J03BOJeHUX curHatyp D%(6), Buganfiouum iX i3 MHOXHHH

Hesu3HaueHux curaaryp DY(13).
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Pucynok 3.10 - Anroput™m po60TH TiOpuIHOTO METOAY BUsiBIeHHs aHOMadiil B IKC
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Pucynok 3.11 - ®yHkIrioHaapHa cxema TiOpUIHOTO METOAY BUSBICHHS aHOMATHHOTO

Tpadiky B IKC
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[Tpuxnan 1. Ha mepeBipky HaaxonuTh curHarypa i3 IP-aapecoro 156.44.1.78.
OckiIbKU J1aHa ajjpeca € B MHOXHHI 3a00pOHEHHUX, TO Ha eTami PoOOTH METOIY
kiacudikamii Tpadiky 3a o3HakaMu 3’€qHaHHS Oyne 3aboponeHuM. Ilepexin Ha
ApyTUi Ta TPETiH eTar nepeBipku He BITOYBA€ThCS.

[Ipukman 2. Curnarypa <55.7.88.4, 157, TCP, 897, 385> HanxoauTh Ha
nepeBipky. Ha erani poboTtu Metony kiacudikariiii Tpadiky 3a 03HaKaMu CUTHATYpY
KJIacU(pIKOBAHO SIK Ty IO HE HAJICKHUTh O MHOKHHH JIO3BOJICHUX UM 3a00POHEHUX,
TOMY 3allMCaHO JI0 MHOXXMHU HEBU3HaueHUX curHatyp. Ha erami poGotu meromy
kiacudikanii Tpaiky Ha OCHOBI CaMOIOAIOHOCTI CHTHATypy KiIacU(IKOBAHO SK
JI03BOJICHY, TOMY 3 €JHAHHS JIO3BOJICHO Ta CHUTHATYypy 3allMCaHO JO0 MHOXKHHHU
no3BosieHuX. [lepexin Ha TpeTiit eTan nepeBipku He BiIOYBAETHCS.

[Tpuknan 3. Curnarypa <167.57.8.14, 22, FTP, 248, 1764> HagxoauTh Ha
nepeBipky. Ha erami po6otu Merony kiacudikaiiii Tpadiky 3a 03HaKaMH CUTHATYPY
KJIacU(IKOBAHO SIK Ty IO HE HAJEKHUTh 10 MHOXKHUHU JTO3BOJICHUX YU 3a00pPOHEHUX,
TOMY 3allUCaHO JI0 MHOXXMHU HEBU3HaueHUX curHatyp. Ha ertami poGotu meromy
kiacudikaii Tpadiky Ha OCHOBI CaMOIOAIOHOCTI CUTHATYpPY HE KiIacu(iKOBAHO SIK
JI03BOJIEHY, TOMY BOHA 3aJIMIIAE€THCA y MHOXKMHI HEBU3HAuUeHUX curHatryp. Ha erami
poOOTH HEUITKOTO METOTy BUSIBJICHHSI aHOMAJILHOTO TpadiKy BiI0OYBa€eThCs MEepeBipKa
curHatypu. OCKUIBKM CHUTHATypy KJIacH(]iKOBaHO $K aHOMAJIbHY, TO 3 €JHAHHS
OJIOKY€ThCS, @ CHUTHATYpY 3alHMCaHO 0 MHOXHHH 3a00pOHEHUX Ta BHUJAJICHO 13

MHOXHNHH HCBU3HAYCHUX CUTHATYP.

BucnoBku 3a po3aiiiom 3

VY TperboMy po3auIl AUCEPTAIliiHOI poOOTH OYyJ0 3M1MCHEHO Oe3mocepeIHI0
po3po0Ky, Qopmarizaiito Ta BIOCKOHAJICHHS METOIB BHUSBICHHS aHOMAJIbHOTO
tpadiky B IKC.byno ynockonaneHo metoa kiacudikaiii Tpadiky 3a 03HaKamMu, SKUH
€ OJHUM 13 0a30BUX MMIIXO0/1B /10 aHaJI3y MepexeBoi akTUBHOCTI B IKC. BaockonaneHo
MeTtoa kiacudikaiii Tpadiky 3a 03HaKaMU, SIKM BUKOPUCTOBYE mepeBipky IP-ampec

Ha BIAMOBITHICTh JO3BOJICHUM UM 3a00pOHEHMM MHOXHWHaM. BaockoHaleHuit
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ITOPUTM JIO3BOJISIE pearyBaTh Ha aHoMalii, OJoKyroun 3a00poHEHHM Tpadik, Ta
3abe3reuye TOUHEe BIIHECEHHS 0 KaTeropii HeBU3HAUYCHOTO Tpadiky JJIsl MOJaIbIIIOTO
aHaizy.

Brockonaneno meron kmacudikariii Tpadiky Ha OCHOBI CaMOTOIIOHOCTI, IO
JI03BOJISIE BpaXOBYBAaTH YaCOBY 3MIHY MEPEKEBOI0 MOTOKY Ta a/IallTyBaTh CUCTEMY 10
HOBHUX JaHuX. lle miaTpuMye AMHAMiIUHE OHOBJICHHS CIHUCKY JO3BOJICHUX CHUTHATYD,
JI03BOJISIIOYM AJaNTyBaTH CHUCTEMY JO 3MIH y Mepexi Ta 3a0e3medyloud KOPEKTHE
BU3HAYEHHSI TUMIOBUX OE3IMEUHUX 3’ €/IHaHb HABITh MPU 3MiHI YMOB pOOOTH MEpexi.

Po3po6ieHo HewiTkuit mMeToja BUsiBICHHs aHoMalibHOro tpadiky B IKC, mio
BUKOPUCTOBYE CHUCTEMY IMPABHJI HEYITKOTO BUBEIEHHS 3 JI3, 110 OMUCYIOTh PiBEHBb
3arpo3u. Jlinsa koxkHoi JI3 Oyno oOpaHo BIAMOBIAHY KiIBKICTH TEPMIB Ha OCHOBI
€KCIIEPTHUX OLIHOK, a TaKoX MoOyAoBaHO (DYHKIII HaJEXHOCTI, SIKI JO3BOJISIOTH
BpPaxOBYBAaTH HEBU3HAYEHICTh Ta HEUITKICTh BX1AHOI 1H(popMaiiii. [lepeBaroro metoay
€ MOro 3/aTHICTh 1HTErpyBaTH YMCJIEHHI MapaMeTpU B €IMHUN YUCIOBHI MOKa3HUK
pu3uky. Merton n03BoislE €PEKTUBHO TMpAIlOBAaTH B yMOBaxX HEMOBHUX a0o
CYNEepewINBUX JIaHUX, M0 POOUTH HOro HAJI3BUYANHO KOPUCHUM JUIsl BUSIBIICHHS
CKJIaJIHUX 0araTOBEKTOPHHX aTaK.

Po3pobneno riOpuaHuii MeTo BUABICHHS aHoManbHOTO Tpadiky B IKC saxuit
AKUW 1HTErpy€e BCl MOMNEPEIHbO OMMCAaHI MIAXOAW: Kiacu(ikaliio 3a O3HAKAMM,
KiIacudikallilo Ha OCHOBI CaMOIOJIOHOCTI Ta HEUITKWMWA aHami3. Taka 1HTerparis
703BOJIHIIa 00 €AHATH CUJIbHI CTOPOHU KOXKHOTO 3 METOIB 1 KOMIICHCYBaTH iXHI
okpemi Hepomdiku. ['IOpuaHuil MmeTon nepeadayae noyaTkoBe (GUIBTpYBaHHS Tpadiky
Ha OCHOBI CUTHATYP, IICJIS 9OT0 JIaHi, 10 HE IiMaIa0Th 1111 BCTAHOBJICHI I1a0JIOHH,
MePEAAIOTHCS IS TIOJAJIBIIIOr0 aHaMI3y 3a JOIMOMOTOI0 METOAY CaMOIOAiOHOCTI. Y
BUIAJKaX, KOJU pe3ynbTaT Kiacu@ikaili € HEeBU3HAYEHUM abo OJM3bKUM [0
MOPOTOBUX 3HA4Y€Hb, A0 TPOIECY JMOJY4aeThCS HEUITKa CHUCTeMa, sika (opMmye
¢iHanpHy OWIHKY 3arpo3u. lle J03Bosisle  ICTOTHO 3MEHIIUTU  KUIBKICTh
XUOHOTIO3UTUBHUX CITPALIFOBAHb 1 MABUIITUTH CTIMKICTh CHCTEMHU JI0 HOBUX Ta CKJIAJTHO

JCTCKTOBAHUX aTaK.
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PO3JILT 4
PO3POBKA CTPYKTYPHOI MOJEJI CUCTEMM BUSIBJIEHHS
AHOMAJIBHOT'O TPA®IKY B IHOOPMALIITHO-KOMYHIKAIIIMTHUX
CHUCTEMAX TA OIIHKA JOCTOBIPHOCTI

4.1 ApxitekTypa cucTeMH BHUSIBJIeHH aHOMaJbHOro tpagiky B IKC na

OCHOBI rOpUIHOT0 METOY

Snort € cucTeMor0 BUSBJICHHS Ta 3all00IraHHs] BTOPTHEHb, SIKA 3A1MCHIOE aHal3
MepexeBoro Tpadiky B peaJpbHOMY daci Ta 3/laTHa BHSBIATH aHOMaJbHI a0o
3]I0BMHCHI IaKeTH. MOro apxiTekTypa BKIIOYA€ KilbKa KOMIIOHEHTIB, 30KpeMa
3aXOIUICHHS TpadiKy, NTEKOyBaHHS MAaKETIB, MOMNEPEIHIO OOPOOKY JaHUX, MEXaHI3M
BUSIBJICHHSI aTaK, a TAaKOXk CUCTEMY JIOTYBaHHS Ta BUBOJY CIOBIiIlIeHb. [likimtoueHHs
Snort 10 Mepexi MoOXKe 3IIMCHIOBAaTHUCA B KUIBKOX pEXKUMax, 30KpemMa uepes
MEPEXKEBUN MICT, BUKOPUCTOBYIOUH (PYHKIIOHATBHICTH MOpTy SPAN Ha kKomyTaTopi
a00 B pexuM1 OHJIAWH JJIs 3al00IraHHs aTakaM. Y MepIioMy BUIAJIKY Snort Mmpaioe
K MACUBHUM MOHITOp, KM JIMILIE aHami3ye TpadiK, TOAl K y PEeKUMI OHJIAH BIH
aKTUBHO BTPYYA€ThCA y MPOIEC Tepenayl JaHuX, OJIOKYIOUM MiT03pUTl MaKeTH B
pexumi peanbHOro wacy. Jlns HamamTyBaHHS Snort HEOOXiTHO BCTaHOBUTH
BIJIMOBIAHE MporpaMHe 3a0e3MeueHHs Ta BiapeAaryBaTu KoH(irypauiauii daiin, ae
BKA3y€EThCS Jl1ama30H BHYTPIITHBOT Ta 30BHIMIHBOI MEPEXKi, a TAKOK MiAKITIOYAIOThCS
(aiinu 3 curHatypamu atak. Jlo1aTKOBO MOKHA IHTETpyBaTH CTOPOHHI 010J110TEKH J1s1
aHaiizy Tpadiky, 10 3HAYHO PO3MIMPIOE MOXKIUBOCTI Snort. [Tporiec po6otu Snort
MMOYMHAETHCS 13 3aXOIUICHHS TpadiKy 3a Jormomororo 6i16mioTexu libpeap, 1o 103B0IsIE
NEepeXOIUIIOBaTh TMaKeTH Ha MepexxkeBoMy 1HTepdeiici. Jlam  3aiiicHIOEThCA
JICKOyBaHHS 3aroJIOBKIB MEPEXKEBUX MPOTOKOIIB JUIsl BUSHAUCHHS XapaKTEPUCTHUK
MaKeTiB Ta iX BIAMOBIIHOCTI BIIOMUM cTaHiapTaM. [licis nporo momepeaHii aHami3
J03BOJISIE HOpMaTi3yBaTH Tpadik Ta MiAroTYBAaTH KOTO AJIA MOAAIBIIOT MEPEBIPKH, 110
3HM)KYyE WMOBIPHICTh YXWJICHHS AaTaKylOuuMHU BiJ BuUsiBIeHHS. OCHOBHUU erarl

BUSIBJICHHS 3arpo3 BiAOYBAEThCS 3a JIOMOMOTOI0 MEXaHi3My MpaBuil, KWW TepeBipse
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MakeTd Ha BIAMOBIAHICTH BIJOMHUM CHUTHATypaM aTak, a TaKOX aHali3ye IXHIO
NOBEAIHKY JUIsl BUSBICHHS aHOMalid. SIKuio BUsIBIEHO 3arpo3dy, Snort dopmye
CIOBIIICHHS a00 3aIKCye BIAMOBIIHUM 3alUC Y )KYpHAJIU, a Y pa3l poOOTH B PEKUMI
IPS moxe 3abiokyBaTu Tpadik, 1m0 HE BiANOBigae Oe3meyHuM KpuTepism. Takum
YUHOM, Snort € 6araTopyHKI10HATBHOIO CUCTEMOIO JIJISl aHaJli3y MEpEeKeBOro Tpadiky,
sAKa MO)Ke OyTH BUKOPHCTaHA SIK Y KJIACHUYHUX 1HQPACTPYKTypax, Tak 1 B XMapHUX
cepeoBHINAX. 3aBIIKH MOKIMBOCTI MIIKIIOUEHHS CTOPOHHIX 010110TeK Ta IHTerparii
3 IHIIMMH cUCTeMaMu Oe3neku Snort 3abe3reyye BUCOKUMU PIBEHb KOHTPOIIO 3a
TpagiKoM, 10 TO3BOJISIE CBOEYACHO BUSBIIATU Ta 3aM00IraTH aTakaMm.
Apxitektypa Snort CKJIaJaeTbCsl 3 YOTUPhOX OCHOBHUX KOMIIOHEHTIB: CHi(epa
[aKeTiB, Mpenpolecopa, MEXaHi3My BHUSBJIEHHs 3arpo3 Ta Moxyis BuBoay. IloTik

TpadiKy MK HIMMH CKJIAJJOBUMHU MPEACTABICHUI HA PUCYHKY 4.1.

, . IIPETPOLIecop
Mepeka CHidep MmakeTiB
MOTOKY Tpadiky
MOJIYJIb BUBOIY 00poOHUK
pe3ynbTary MaKETIB

Pucynox 4.1 — IocnigoBHICTh TPOX0KEHHS Tpadiky B Snort

Snort 3 miaTpumye 0araTonmoTokKoBy 0OpoOKy Tpadiky B MeEXax OIHOrO
mpolecy, 10 3HAYHO MiJBHINYE e(DEeKTUBHICTH poOoTH. BiH anamizye Tpadik, 110
HAJIXOJIUTh Ha MepekeBUM 1HTepderic. SKmo mepexeBuil iHTepdeiic mpairoe B
peXuMI TiepexoruieHHs (promiscuous mode), Snort OTpuMye JOCTYH JI0 BCIX MaKETIB
HEe3aJIe)KHO BiJ iX aapecara. [Ipenporiecopu BiAIrparoTh BaXKJIUBY POJIb Y TIOTIEPETHIN
00po06111 Tpadiky mepea TUM, SIK BiH MOTPANHUTh JO MEXaHI3My BUSIBIICHHS 3arpos.
[TocnimoBHicTh poboTH HaBeaeHo Ha puc. 4.2. Jlo mpuxnany, mpemnporecop frag3
3niicHioe nedparmenTaitito [P-maketi, mo gomomarae ineHTH(DIKYBaTH aTaku, SKi
Oynu po3faiieHi Ha pparMeHTH i 00Xody cucTeM 3axucty. JedparmeHrailisi Moxe

OyTH SIK METOJIOM MPUXOBYBAHHS aTakK, TaK 1 MPUPOHUM SBHUIIEM Y MEPEKaX.
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JeKoJiepr nedparMeHTartis nepeBipka
MIPOTOKOJIIB IP CTaHy
IPENpPOLIECOpU ,
nepe3dipKa MOTOKy

MPUKIIATHOTO PiBHS

Pucynok 4.2 — IlocnigoBHICT poOOTH Tperpoliecopa

[aTerpauist BaacHoi 010mioTekn 10 Snort 3 BiIOYBAa€ThCS MUISIXOM CTBOPEHHS
OKpPEeMOTro MOAYJs, ajpke Snort 3 BUKOPUCTOBYE MOJYJIbHY apXiTekTypy. CrnouyaTky
PO3p00IJIeHO MOAYJIb, 1110 BUKOpUCTOBYE API Snort 3, mist skoro Bu3HaueHo (GyHKIIIT
1HILIam3anii, oOpoOKH BXIAHOIO MEpPEKEBOro Tpadiky Ta NPUWHATTS pIlIEHb Ha
OCHOBI JIaHUX, 1110 HAJXOJATh 13 BiacHOi Oi6mioreku. [lix yac ctapty Snort Moayib
3aBAHTAXKYEThCS uepe3 KoHbirypamiiHuii Qaiiia, B SKOMYy 3aJal0ThCsi NapaMeTpu
1HimMam3ami, BKIIOYAaloUd HUIIX J0 OI10JI0TeKH Ta HEOOXigHI HaJallTyBaHHS
JIOTYBaHHA ¥ 0OpOOKH MOMUIIOK. Y MOy BiIOYBA€THCS BUKIUK (PYHKINT 3 BIACHOL
010;1i0TeKH Oe3mocepeIHbO i Yac 0OpOOKH MAKETIB, 10 HAAXOAATh y cuctemy. Lle
JI03BOJISIE aHAi3yBaTH Tpadik B PEKUMI peaIbHOTO Yacy, MPUUMATH PIIICHHS 11070
T€HEPYBaHHS CIOBIIIEHb Ta 3aCTOCYBAaHHS MOJITUK Oe3neku. Cxemy MiaKIIOUYeHHS

riOpuIHOrO METONly BUsIBIIEHHA aHOMaibHOro Tpadiky B IKC no Snort HaBeneHo Ha

puc. 4.3.
_ . IPENpoLEecop
Mepexa cHi(ep makeTiB '
HOTOKY Tpadiky
MOJIYJIb BUBOIY ' 00poOHUK
riOpUIHUN METOJT |« ' <
pe3ynbTaTy MaKeTiB

Pucynox 4.3 - Anroputm po6oTu Snort 13 BUKOPUCTaHHSIM T1OpHUIHOTO METOTY

BUSIBJICHHS aHOMaJIbHOTO Tpadiky B IKC
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4.2 CTpyKTypHA MoOJe/b CHCTeMH BHMSIBJIEHHS aHOMAJIbHOro Tpadiky B

iHpopMaliiiHO-KOMYHIKAIIIMHMX CHUCTEMAX

3anponoHoBaHa CTPYKTypHa MOJENIb CHCTEMH BHSBJICHHS aHOMAaJbHOTO
tpadiky B IKC (puc. 4.4) peanizye moBHUM UK 00pOOKH MEpEXeBOro Tpadiky — Bij
3aXOIUICHHS CHPOTO TpadiKy A0 MPUHHATTS PIIICHHS MOA0 OE3MEeYHOCTI 3’ €THAHHSI.
Ha mepmiomy erarmi crnerianizoBaHuii MOAYJb 3aXOIUIEHHS! TpagiKy 1HTETPYeThCS 3
MEPEXKEBHUM CEPEIOBHUIIEM 1 3A1HCHIOE TTOTIEpEHI0 00pOOKY, 1110 BKIHOUYAE (PLIbTpaIlio
Tpadiky 3a 03HaKaMu, HOpMaJi3aliio (GopMaTiB JaHUX 1 arperaiito NakeTiB y cecii,
dbopMyroUr MIAIPYHTS JUIsl OJANBIIOTO aHaATI3Y.

OTpumaHni JaHi nepenaThes 10 MOAYIS Kiacudikaiii Tpadiky 3a O3HaAKaMH,
AKUM BHKOHYE I1J€HTU(]IKALII0 CUTHATYp 3rIJHO 3 MHOXWHAMHU JI03BOJIEHUX 1
3a00pOHEHHUX 3'€1HaHb. ba3za cUrHaTyp IMHAMIYHO OHOBJIIOETHCS B PEKUMI PEaJIbHOTO
yacy, 110 JO03BOJISIE BUSBISATH SIK BIJIOMI 3arpo3d, Tak 1 MojaudikoBaHi ab0 HOBI
BapiaHTu aTak. OJHOYACHO 3 ITUM 3aJ11F0€ThCSI METO Kiacudikaliii Tpagiky Ha OCHOBI
CaMOMOJIIOHOCTI, IO TMOPIBHIOE TOTOYHI XapaKTEPUCTUKU 3 MOJEISMU THUIIOBOI
MOBE/IIHKA KOPUCTYBAadiB Ta 3JIOBMUCHUKIB, BUSBISAIOYM aHOMAJbHI BIIXHWJICHHS,
30KpeMa aTaku HyJbOBOTO JIHS.

['070BHUM €JeMEHTOM MOJeIli € HEYITKAHA METOJ| BHUSBJICHHS aHOMAJIbHOTO
Tpadiky, sikuid BukopuctoBye JI3 Ta ®H ans hopmyBaHHS IHTETPOBAHOTO PU3UKOBOTO
nokazHuka. Cuctema omnepye 0Oazoro mpaBui HJI, skl 703BONISIIOTH (opMyBatu
y3arajibHEHY OLIHKY PIBHS 3arpo3H 3 YpaxXyBaHHAM TaKUX MapaMeTpiB, sIK IBUIKICTb
nepenaBaHHs, KITbKICTh CTIPO0 3’ €IHaHHS, BIAMOBIIHICTh CUTHATYpPaM TOIIIO.

[lincucrema  JOTIYHOrO  BUBEJACHHS  00’€HYe  pe3yibTaTH  MOJYJIB
kiacudikaii, camMomnoaiOHOCTI ¥ HEYITKOI JIOTIKM, 3a0e3Medyrdu KOMIUICKCHUM
MEXaH13M TPUUHATTS PillleHb. Y pa3i BUSBJICHHS HEBU3HAYCHHX a00 CYMEpEUIHMBUX
CUTYyallill, cucTeMa MOKE€ CKEpPOBYBATH IMOTIK Ha JOAATKOBY MEpPEBIPKY, a TMpHu
MiBULIEHOMY PIBHI 3arpo3u — IHIIIIOBaTH B3a€EMOII0 3 IHIIMMHU KOMIIOHEHTaMHU
Kibep3axucTy, 30KpeMa MIKMEPEKEBUMH €KpaHaMH Ta CHUCTEMaMH 3aro0iraHHs

BTOPIrHCHHSM.
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Switch
Router Internet
. (OpMYBaHEA CHTHATYPH Ehable List
. Disable List
: D l
: MOIY:Ih KIacHbIKamii
. 3}_ . 1) _ DG, DE
. TpadiKy 32 03HAKAMH |«

A

: DG, DL' v DG
. MOAYIb KIacHdikamii
TpadiKy Ha OCHOBL

: CaMOMOAI0HOCT1

: DG DU l
. DB MOZVIIB HETITKOTO

—>»| BHABICHHA aHOMATBEHOIO
Tpadiky

T

.CrcTeMa BHABIEHHEA aHOMAaTbHOro Tpadiky B IKC

Pucynox 4.4 - CTpykTypHa MOJI€NIb CUCTEMHU BUSIBJICHHS aHOMAJILHOTO TpadiKy B

IKC

Bci nopii, mo QikcytoTbes y mporeci o0poOku Tpadiky, 3aMUCyrOThCS B
IIEHTpaJIi30BaHy CHCTEMY JIOTYBaHHs, 10 BKIO4ae [P-aapecu, mopTu, 4acoBi MITKH,
TUNUA TPOTOKOMIB. Lli aHI BUKOPUCTOBYIOTHCS HE JIMIIE JJIsl ayJUTy Ta 1HUUICHT-
aHaimizy, a W 1 3BOPOTHOrO 3B’SI3Ky, IO JO3BOJIIE YTOUHIOBATH IIpaBHIIa
kinacudikarii i OHOBIIOBATH MOJIEII CaMOTO110HOCTI.

3anporoHoBaHa MOENb, 0a3ylo4UCh Ha TIOPUIHOMY METOJI BHUSBIICHHS
aHoMaiiil (MO€IHAHHS CUTHATYpPHOrO aHamidy, aHanizy camomnonioHocti Ta HJII),
XapaKTEepU3y€e€ThCsl BHCOKUM CTyNEHEM aJanThuBHOCTI 10 3MiH y Tpadiky IKC,

3HUKEHHSAM XHUOHOIMO3UTUBHUX CIpAIOBaHb 1 ONTUMI3AIIE€0 OOYUCTIOBAIBHUX
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pecypciB. OcobnuBa yBara HpuijeHa aHali3y BUXITHOTO Tpadiky, SIK OKpEeMOMY
BEKTOPY 3arpo3, 3 METOI0 BUSIBJICHHS] BHYTPIIIHIX aTaKk a00 BUTOKY JTaHUX.

TecTtoBa peamizaiiss Mojem MiATBepAWia i1 €(EKTUBHICTh Yy peaJbHOMY
MEpEKEBOMY CEPEIOBHIIT, 3 MOYKITUBICTIO TIOIAJIBITIOT iHTETpaIlii 3 IHIIUMH CHCTEMaMHt
Ta 30BHINIHIMU 1HIWKATOpaMH KOMIIpOMETAIlii, IO IiJBUIIYE OMNEPATUBHICTh
pearyBaHHS Ha 3arpo3H.

Takum yuHOM, CTPYKTYypHA MOJICNIb CHCTEMH BUSBJICHHS aHOMAJIBHOTO TpadiKy
B IKC, peanizoBana Ha OCHOBI TiOpUIHOTO METOAY, 3a0e3leuye HaAiiHUI piBEeHb
kibep3axucry, MiHiMI3ye pu3uku HCJI 1 ananTyeTbest 10 yMOB BUCOKOT AMHAMIYHOCTI

MCPCIKCBOI'O CCPCAOBUILIA.

4.3 Onuc TeCTOBOrO cepeaoBHILA /IJIsl MPOBEAEHHS H0CTiIKeHH S

Jist popMyBaHHSA BJIACHOTO HA0Opy JaHHUX BUKOPUCTOBYBAJIOCS JIOKAJIbHE
3axXUIIEHE CEpEeJOBUIIE, HAa SIKE HE BIUIMBAIM CTOPOHHI pecypcH. s popmyBanHs
TUIIOBOTO JI03BOJICHOrO Tpadiky Oyjo 3amylmeHo Hallp TUMOBUX MpOrpam, IO
reHEPYIOTh J103BOJICHUM Tpadik, sikuil onucano B maparpadi 2.1. Jlns ¢popmyBaHHS
aHoMayibHOTO Tpadiky OyJio 1IMITOBAaHO TOBEMIHKY MOPYIIHHUKA, SKY OIMCAHO B
naparpadi 2.2, nusIxoM peajizaiii akTHBHOI PO3BIIKM Ta 3MIMCHEHHS IMiTaIlii aTak 3
OJIHOTO MPHUCTPOI0 Ha IHIIMA B Mepex 3aaaHoi mepexi. Jlani Oyno 3i0paHO 3a
JI0NIOMOT010 MporpamHoro npoaykTy Snort [102]. ITicist 3aBepineHHst GopMyBaHHS
BUOIPKU KOKHUI e€JeMeHT Habopy OyJio MO3HAYEHO SIK 103BOJIEHUN YK aHOMAJIbHUM.
3aranoMm y cTBOpeHOMY Habopi gaHux Oyno 5468657 3amucis, 13 skux 5160985
no3BosieHnx Ta 307672 kinacudikoBanux sik 3a00opoHeHi. DparmMeHT HAOOPY AaHUX
nokasaHo y tabnuui 4.1, ne tun tpadiky 1 o3Hauae q03BONICHUI TUTIOBUM Tpadik, a 2
— aHOMaJIbHUI TpadiK.

JIiist TecTyBaHHSI TIOPUAHOTO METOAY, IKMI onucaHo B 3.4, po3po0JIeHO BIacHY
010s110TEKY, SIKY 1HTErpoBaHO 10 Snort. TakuM 4MHOM CHiep mpaioe Ha OJHOMY
MIPUCTPOI y MEPEXi Ta MPOCITyXOBY€E Bech BUXimuuid Tpadik. [IpuBiBmm BXimHI 1aHi y

noTpiOHUM (hopMaT BOHH aHATI3YIOTHCS 3 BUKOPUCTAHHIM HIAKIOYEHO1 010110 TeKH.
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®dparMeHT Koy, SIKAi MoKa3aHo Ha puc. 4.5, Hanucanuit Ha C++ 1 € YaCTUHOIO

610mi0TeKH, 1110 Oysa po3poliieHa AJis TECTyBaHHS TOPUAHOTO METOJY, OITMCAHOTO Y

po3aimi 3.4 nmocmimkenHs. Meron mepenbadae oOYMCIICHHS TMOKa3HUKA Xepcra —

MCTPHKH, IO 3aCTOCOBYETLCA IJIs1 BUABJICHHA IIOBI‘OTpI/IBaJ'IO'l' 3aJI€KHOCTI Y 4aCOBHUX

psanax, 30kpema MepexkeBoro Tpadiky. bibmioTeka IHTETpyeTbCs 10 CHCTEMH

BUSIBJICHHSI BTOPTHEHb Snort 1 J03BOJISIE JIOKATbHOMY CHid)epy aHalli3yBaTH BeECh

BUXITHUN Tpadik NPUCTPOIO y pealbHOMY 4aci. Y HaBEIEHOMY KOl peasli30BaHO

¢dynkiiro realHerst, sika nmpuiiMae BEKTOp MIACHUX YKCET 1 BUKOHYE CTaTUCTUYHUN

aHaji3, BKIIFOYal0Ud OOYMCIICHHS CepeHbOI0 3HAYCHHS, CTAaHAAPTHOTO BiIXUJICHHS,
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MIHIMAJIbHOI'O Ta MaKCHUMaJIbHOI'O HAKOIMYEHOI'O0 BIIXMJIEHHS, a TAaKOX OCTaTOYHE

BHU3HAYCHH IIOKa3HUKA XepCTa.

double realHerst(const std::vector<double:>& list) {
(list.empty()) R

double sum = std::accumulate(list.begin(), list.end(), );
double mean = sum / list.size();

double wvariance H
(double v : list) {
variance std:: (v - mean, 2);
¥
variance list.size();
double stdDeviation = std:: (variance);

auto maxIt = std::max_element(list.begin(), list.end(),
[mean](double a, double b) { (a - mean) (b
auto minIt = std::min_element(list.begin(), list.end(),
[mean](double a, double b) { (a - mean) (]

double maxv maxIt - mean;
double minv minIt - mean;
double r = maxv - minv;

double herst = std:: (r / stdDeviation) / std::

std: :cout "cepegHe - " mean std: :endl;
std: : cout "cTrangapTtHe - " variance std::
std: :cout "max - " maxv std: :endl;

std: :cout "min - " minv std: :endl;

std: :cout X r std: :endl;

std: :cout ) herst std: :endl;

herst;

Pucynoxk 4.5 — ®parmenTo koay peanizailii 610,110TeKn

Pe3ynbraTu, sKi npeacTaBieHo Ha puc. 4.6, BUBOJATHCS HA €KpaH Jisl HAOYHOTO
MIPEACTABICHHS. 30KpEMa, 3T1HO 3 MPUKIIAIOM BUBOJY, 3HAUEHHS MTOKa3HUKa XepcTa
ctaHoBUTH (.77 — 11€ MOXKE CBITYUTH MPO HASBHICTH JOBTOTPUBAIMUX 3AJICKHOCTEH Yy

BX1JHOMY Tpadiky.

Pucynok 4.6 — IIpukiiag pe3ysbTaTy BUBHAUYEHHS IOKa3HUKa XepceTa
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Bapro 3a3naunTH, 1mo peamizailis JaHOTO aHATi3y B OCHOBHOMY MPOEKTI HE €
JOUTEHO0. 1@ MOsSCHIOETHCS THM, [0 OCHOBHOIO METOIO € OTPUMAaHHS pe3yNbTaTy Ta
pearyBaHHS, a HE BKJIIOYCHHS TOBHOI[IHHOTO TpadivyHOrO TPEICTABICHHS B KOJ

cHidepa.

4.4 OuiHka JOCTOBIPHOCTI riOpUIHOIO MeTO1y BHUSIBJEHHS AHOMAJIbHOIO

Tpagiky B iHpopManiiiHO-KOMYHIKalliIHHUX CHCTEMaX

3aranbHl BUMOTH J10 €(DEeKTUBHOCTI BUPILICHHS 3a/1adl, sIKy pO3B's3ye cucreMa
BUSIBJICHHS] aHOMaJIIi, MO>KHA BUPA3UTH Yepe3 Taki BiIOMI Ta 4aCTO BUKOPHUCTOBYBaHI1
meTpuku sikocTi: TP (True Positive) — KUTbKICTB MOI1H, sIKI TPaBUIILHO KiIacH(iKOBaHI
K aHoMaJibHi Ta niicHo € Takumu; FP (False Positive) — KiIbKICTh MO, 110 Oyiu
MOMIJIKOBO BH3HAYEHI SIK aHOMalbHI, xoua Hacmpasai Takumu He €; TN (True
Negative) — kinbpKicTh MOAIH, 10 He Oyiin Kiacu]ikoBaHi K aHOMaJIbHI Ta JIHCHO HE
€ Takumu (To0TO € HopManbHUMH); FN (False Negative) — kinbkicTh oIi, siki He Oyiu
BU3HAYCHI K aHOMaJIbHI, X0ua Hacrpap/i BOHH € anomainbHuMu [103-104]. FP vacto
HA3MBAIOTh MOMUJIKAMH TEPIIOTo pofay, a FN — momunkaMu Apyroro pomy.

[Ticns HanamTyBaHHS TECTOBOTO CEPENOBHUINA 3aMMyIIeHO chopmMoBaHui HAOIp
JaHUX K BX1JHA 1HpopMalis Juis kiacudikauii Tpadiky 13 BAKOPUCTaHHAM Snort Ta
0e3 BukopucrtanHsa gaHoro 113. Merpuku sikocTi noka3aHo B Tabnuii 4.2.

Tabmuus 4.2 1m0ocTpy€e pe3yabTaTH TECTYBaHHA TPbOX CHUCTEM — Snort 13
riopuaHOI0 010TI0TEKOI0, OpUTiHAILHOTO Snort 1 Suricata — Ha oHOMY H TOMY XK
mTy4yHO chopMoBaHOMYy Habopi 3 5468657 3amuciB (3 skux 307672 aHomMamnbH1 i
5160985 nopmainshi). st Snort 13 miAKIIOYCHOIO T1OPHIHOO 0101I0TEKOI0 KIJTBKICTh
npaBWibHO BUsiBieHnXx anoMautit (TP) cknana 5141567, nponymennx anomaiiit (FN)
— 19418, xubnux crpairoBadb Ha HOpManbHUM Tpadik (FP) — 28739 1 kopekTHO
kinacudikoBanux HopManbHuX nonid (TN) — 278933, V Bunaaky OpUTiHaJIbHOTO
Snort i mokasuuku craHoBwian 5027861 (TP), 133124 (FN), 46235 (FP) i 261437
(TN), a B Suricata — 5064128 (TP), 96857 (FN), 38138 (FP) i 269534 (TN).

[TopiBHSIHHA JAEMOHCTpPYE, IO TIOPUAHUN METOJ 3HAYHO 3MEHIIYE KUIBKICTh
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MPOIMYIIEHUX aHOMaTii 1 XMOHUX CHpallOBaHb y MOPIBHSAHHI 3 000Ma TpaAULIHHUMU

pILIEHHSMHU.

Tabmuis 4.2 - TectyBaHHS 13 BUKOPUCTAHHSIM Ha0Opy JaHUX

KinbekicTe KinpkicTh Benoro
Ha0lp JaHUX AHOMAJIBHUX | JO3BOJICHUX ) TP | TN | FP FN
: : 3aIUCiB
3aIncCiB 3aIncCiB

. N~
Snort 13 ©Q K[| o o)
Lo Pt ™ —
PO3pO0IECHOIO — N~ <
. < R | o
010:110TEKOIO —~ N | N —

Lo

o) N~

N —
5 & S | 8|58 &
Snort ~ 3 s ~ | Y| N !
3 = S 85 )g e 8
™ Lo o N < —

Lo

oo
N 138 5
Suricata < i o)
© % o) ©
o ~ ™ (o)

Lo

JIJIsi HacCTYmHOTO eTamly TEeCTyBaHHS PO3TOPHYTO /Bl 130J1OBaHi JIOKaJbHI
MEPEXKI, SIKi B3aEMOIIIOTE MiXk co0010 (puc.4.7). I3 mepexi 1 (IKC) Oyne BimOyBaTucs
KOHTPOJIbOBAHUM 3aIyCK TUIOBOTO TpadiKy Ta iMiTalis aTak i3 IpUCTPOIB Mepexi 1
Ha mipucTpoi Mepexi 2 (IHTepHer-pecypcu). PesynbpTaTu TecTyBaHHS CHUCTEMHU
BUABJICHHS aHOMalibHOTO Tpadiky B IKC HaBeneHo B Tabmumi 4.3.

VY tabnuii 4.3 HaBEACHO METPUKH JJIs PeaTbHOrO0 MEPEKEBOTO CEpPEeIOBHUIIA:
KOHTPOJBLOBAHOT B3a€MOJIl JIBOX 130JIbOBAHMX MIAMEPEX 13 3arajibHOI0 KUIBKICTIO
1487888 3ammciB (181139 anomanbuux 1 1306749 HopmanbHuX). Snort i3
PO3po0IIeHOI0 610TI0TEKO0 B IIbOMY BHMAAKY Aocsar 1284963 mpaBUiIbHO BUSBICHUX
aHomautiii 1 mpomyctuB 21786 BUNaAKiB, TO1 K XUOH1 CIIPAI[IOBAaHHS CTAHOBUJIU JIUIIIC
17514. OpurinansHuit Snort mokazas 1265976 TP, 40773 FN 1 24215 FP, a Suricata
— 1271295 TP, 35454 FN 122767 FP. 11i nani miaTBepKyI0Th CTIHKICTh T1OPUHOTO

METOJy /10 IIYMY peallbHOTrO Tpadiky.
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IHTepHET-pecypcH 1HGOpMaIIHHO-KOMYHIKAIiHEA CHCTeMa
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Pucynok 4.7— Cxema Mepexi 151 TECTYBaHHS

Tabnuusg 4.3 — MeTpuku SIKOCTI TPU BUKOPUCTAHHI peabHOTO Tpadiky

Kinpkicth KingpkicTh
peanbHUN Bceworo
. AHOMAJIbHUX | JIO3BOJICHHX | TP | TN | FP | FN
Tpadik , . 3aIncCiB
3ammuciB 3ammciB
Snort 13 ™
2.8 |33
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— N ult N <
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. 5 |8 |3
Suricata — ™ ~ <
Ny X N %)
N ] ~N ™

Ha ocHOBI 3a3Ha4€HUX METPUK MOXKHA OOUYHMCIMTH HACTYIHI XapaKTePUCTUKH .
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- moBHoTa (recall) — CHIBBIIHOIIEHHS TPaBUJIBHO  KiIacH(PiKOBaHUX

MO3UTHBHUX 3pPa3KiB J0 3arajibHOI KIJILKOCT1 TO3UTUBHUX 3Pa3KiB:

TP
TP+FN

Recall = (4.1)

- TOYHICTH (precision) — yacTKa IMPaBUJILHO BU3HAYEHUX aHOMAJIBLHUX MOMIIN

cepen ycCixX MoiH, siki CHCTeMa BU3HAYIIIA SIK aHOMAJTbHI !

TP
TP+FP

Precision = (4.2)

- aKypaTHICTbh (accuracy) — 4acTKa MPaBHJIBHO BUSIBJIEHUX Ta MPABUIBHO HE

BUSIBJICHUX TIO/IIH cepeT yCIX MOIi:

TP+TN
TP+FP+FN+TN

Accuracy = (4.3)

- mommika (specificity) — BUMIpIOE 3/IaTHICTh CHCTEMHU BHUSBJICHHS aHOMAai

MPaBUJIBHO 11IEHTU(IKYBATH TUIIOBI 00'€KTH a00 MOIi SIK HOPMAaJIbHI '

FP+FN
TP+FP+TN+FN

Specificity = (4.4)

- Fl-mipa (F1-score) — cepenne 3HaueHHs Mixk oBHOTOO (Recall) Ta TouHicTIO

(Precision):

Recall+Precision

F1 score = . (4.5)

[{i MeTpuKu JO3BOJISIFOTH OIIIHUTH JIOCTOBIPHICTH POOOTH CUCTEMU BUSBIICHHS
Ta aHali3yBaTH 1i MPOAYKTHBHICTh Yy PpI3HUX YMoOBax. JlOCTOBIpHICTH NpH

BUKOPHUCTaHHI HA0OPY TaHUX MPEICTaBIICHO y Tabmwuisix 4.4 ta 4.5



Tabmums 4.4 — XapakTepUCTUKH OI[IHKU JOCTOBIPHOCTI

Habopy JMaHKUX
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NpU BUKOPHUCTAHHI

Tun eTpuKa F1-

Tpadiky | cucrema Acccuracy | Precision | Specificity | recall | score
Snort 13

, po3po6uenoro | 0,9912 0,9944 0,9066 |0,9962 | 0,9953

Habip .

AHIX 010J110TEKO10
Snort 0,9672 0,9909 0,8497 10,9742 | 0,9825
Suricata 0,9753 0,9925 0,8760 |0,9812 | 0,9868

VY tabnuii4.4 npenacTaBiIeHO PO3paxoBaHI Ha OCHOBI JaHUX 13 TaoOu. 4.2

KJTFOUOBI TIOKA3HHWKH SIKOCTI POOOTH CHCTEM Yy JTa0OpaTOPHMX YMOBax. 3arajibHa

TOYHICTh (Accuracy) TiOpumHoro momyis gocsaria 0,9912, TOYHICTH BUSBIICHHS

anomamiii (Precision) cranoBuna 0,9944, 3maTHICT NPAaBWIBHO KIaCU(PIKyBaTU

HopMaibHH Tpadik (Specificity) — 0,9066, moBuota BusiBienns (Recall) — 0,9962,

a Fl-mipa — 0,9953. V nopiBHSHHI 3 IUM OpUTiHAIBHUNA Snort MmaB Accuracy 0,9672,
Precision 0,9909, Specificity 0,8497, Recall 0,9742 1 F10,9825, toxi sx Suricata
BignmoBigHO nokaszaina 0,9753, 0,9925, 0,8760, 0,9812 1 0,9868. 11i 3HaUueHHS CBIIUAThH

MIpo TepeBary riOpuaIHOTO METOMY B YCIX I'SITH MeTpukax. ['padiuno mpencraBieHo

Ha puc .4.8.

1,0000
0,9800
0,9600
0,9400
0,9200
0,9000
0,8800
0,8600
0,8400
0,8200

0,8000

Acccuracy

M Snort i3 po3pobneHoto bibnioTekoto

Precision

Specificity

M Snort

recall

M suricata

Fl-score

Pucynok 4.8 — Jliarpama xapakTepUCTUK OL[IHKU JOCTOBIPHOCTI MPU BUKOPUCTAHHI1

HaOOpy TaHUX
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Tabnuis 4.5 — XapakTepuCTUKU OI[IHKK JOCTOBIPHOCTI B PEXKUMI PEaTbHOTO

yacy

Tun eTpUKa

Tpadiky | cucTema Acccuracy | Precision | Specificity | recall | F1-score
Snort 13

Peanmia po3poGuenoro | 0,9736 0,9866 0,9033 |0,9833| 0,9849

Mepesxa 010J110TEKO10
Snort 0,9563 0,9812 0,8663 |0,9688 | 0,9750
Suricata 0,9609 0,9824 0,8743 10,9729 | 0,9776

Tabnuig 4.5 MICTUTB PO3PaxXyHKHU JJI1 YMOB PEAbHOTO Yacy Ha OCHOBI TaOJIHIII
4.3. I'padiuno npeacrasieHo Ha puc .4.9.

1,0100

0,9900

0,9700

0,9500

0,9300

0,9100

0,8900

0,8700 I
0,8500 l

Acccuracy Precision Specificity recall Fl-score

B Snort i3 po3pobnieHoto bibnioTekolro M Snort M suricata

Pucynox 4.9 — Jliarpama xapakTepuCTUK OI[IHKH JIOCTOBIPHOCTI B PEXKHUMI1 peaibHOTO

qacy

Hns Snort 13 po3pobiieHoro 06ibmiorekoro Accuracy cranoBwia 0,9736,
Precision 0,9866, Specificity 0,9033, Recall 0,9833 1 F1-score 0,9849. Opurinaibauii
Snort y mpomy cepemoBumii  gocst  Accuracy 0,9563,  Precision 0,9812,
Specificity 0,8663, Recall 0,9688 i F1 0,9750, a Suricata — 0,9609, 0,9824, 0,8743,
0,9729 1 0,9776 sinmoBigHO. He3nauHe 3HM)KEHHS MOKA3HUKIB y TOPIBHSHHI 3

Ja00pATOPHUMH TECTAMU TOSICHIOETHCS TIJBUIICHUM piBHEM (DOHOBHUX IIYyMIB Ta
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BapiaTUBHICTIO TpadikKy, MpoTe TIOPUIAHMA MOIYJIb YC€ OJHO 3aJHIIAETHCS

Halle(heKTUBHILIUM PIIICHHSIM Y PEaIbHUX MEPEKEBUX YMOBaX.

45 BniauB riOpuaHOro MeToAy BHSIBJEHHSI AHOMAJIBHOrO0 Tpagiky B
iHpopmaniiiHO-KOMYHIKAIIMHUX cHCcTeMaX Ha iH(OpMaNiiiHO-KOMYHIKaAUIHY

cucremy

J1J1s1 OLIIHKY BIUIMBY 3alIpOIIOHOBAHOTO METOJY OYJI0 310paHO TECTOBY CUCTEMY
B CKJIaJi cermeHTy mepexi, [1K, mo BUKOpHUCTOBYIOTBCSA B SKOCTI MIATHOPMH IS
aHai3y Ta KEPTB aTak, MapuIpyTu3aTopa, J€ BHUXITHUN MOPT 3EpKaTIOBABCS Ha
CEpBEPH 3 3aIYIICHOI0 CUCTEMOIO aHal3y Tpadiky.

[lepeBipka poOOTHM cucTeM BiAOyBajJach IiJi HABAHTAXXCHHSM IITaTHUM
tpadikom (~200M6/c) 3 mOCIIJOBHUM BUKOHAHHSIM €KCIIEPUMEHTIB.

[lepmmii eKCiepUMEHT NOJIATaB B BUBAHTAXKEHH1 HAa 30BHIIIIHI PECYPCH BEJIUKUX
3a 00csiroM (pailyiB 3 MBUAKICTIO, IO JTIOPIBHIOBAJIA MPOITYCKHIN MIBUAKOCTI KaHATY
(1I'6/c), TpuBamicTh €KCIIEpUMEHTY cKiana 1,5c¢.

[1ix yac pyroro eKCrepuMeHTy MPOBOMIIACH aTaKa Ha 30BHILIHIN pecypc TUITY
«miadip mapoio» Tpadik im yac araku ckiaaB (0,51°0/c, TpuUBamiCTh €KCHEPUMEHTY
ckiana lc.

[lin yac TpeThbOro €KCHepUMEHTY MPOBOAMIIACH aTaka Ha 30BHIIIHIA pecypc
TUITy «CKaHyBaHHS TOpPTiB» Tpadik i1n vac araku ckiaaB 0,71°6/c, TpuBamicTh
eKCIIepruMeHTy ckiana 1,3c.

[lin yac 4eTBepTOro €KCHEepUMEHTY MPOBOAMIIACH PO3CHIIKA MOBIAOMIEHb B
MECEH)KepH 3 HHM3bKOIO IHTCHCHBHICTIO, Yac artaku ckiaB 0,31°6/c, TpuBamicTh
EKCIIEPUMEHTY CKJIajna 2,6c¢.

Yacosa niarpama tpadiky eKCriepuMeHTy npejcTaBieHa Ha puc. 4.10.

[Ipu ananizi Tpadiky 3 Bukopuctanasm SIEM cuctemu Snort 6ynu otpumani
pe3yabTat, TpeacTaBiieHi Ha puc. 4.11, mpu YoMy 3aBaHTaKEHHS IIpoliecopa

CUCTEMHU, Ha sIKiii BUKOHYBaBCsl SNOIt nmpeacTaBieHa Ha puc 4.12.



119

1,00

0,75

0,50

Tpadik (I'b/c)

0,25

0,00
1 25 4 55 6,5 7,5 8,7 10 10,9 13,5 15

Yac (cek)

Pucynok 4.10 - Buxigauii Tpagik B cuctemi 0e3 aHamizy

B Buxighui Tpadik(Fb/c) [l BxigHui Tpadik (FB/c)

1,00

0,75

0,50

Pesynetar (I'b/c)

0,25

0,00

125 3 4 99 65 68 75 87 9,5 10 109 135 15

Yac (cek)

Pucynok 4.11 - Buxigauii Tpadik 3 BUKOpUCTaHHIM SNoOrt

®opmyna (4.6) 103BOIsIE PO3paxyBaTh CEPEIHE 3aBAHTAKEHHS MTpoliecopa il
gac poOOTH CHUCTEMHU aHali3y Tpadiky y pamKax MpOBEIEHHS eKCIepuMeHTy. BoHa

BpaxoBYy€ 3MiHHE HaBaHTAXEHHS BIPOJOBXK Pi3HUX YaCOBUX 1HTEPBATIB:
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n-1
_ Xi=1 CPU*(tiy1—ty)
CPU = Z?=_11(ti+1—ti) ’ (46)

ne CPU; - 3aBaHTa)XEHHS MIPoIlecopa Ha 9YaCOBOMY 1IHTEPBAJIi;
CPU - cepenHe 3HAa4YeHHs 3aBaHTAKEHHs IpoIlecopa 3a OOpaHHi MPOMiKOK
gacy. BoHO He € TpocTor0 apuMETHIHOIO CEPETHBOIO, a 3BAKEHOIO CEPEIHBOIO,
sIKa BPaXxOBY€E TPUBATICTh KOKHOTO 1HTEPBAILY,
t; Ta t;;, - TOCIIOBHI MOMEHTH Yacy, B sIKi MPOBOJAMIIMCH BUMIPIOBAHHS,
tiy1 — t; - 1€ TPUBAIICTh IHTEPBANy, MPOTITOM SIKOTO (PIKCyBajoCs IIE€BHE

HaBaHTAaXXCHHA.

80

60

40 —

CPU (%)

20

125 3 4 56 65 68 7.5 8,7 9,5 10 109 135 15

Yac (cek)
Pucynok 4.12 - 3aBanTa)keHHs mpoiiecopa 3 BUKOPUCTAHHSIM SNOrt

Sk BugHO 3 puc. 4.11 ta 4.12 BukopuctanHsa SnOrt He 3a6e3Meunsio BUSBICHHS
JBOX 3 TPbOX aTak, MPHU YOMY HaBiThb NpPU BUIBJICHHI aTakl HABAaHTAKEHHS Ha
npolecop He 3MeHIIoch. CepeHe 3aBaHTa)KEHHS Ipoliecopa MpU BUKOPHUCTAHHI
el cucteMu ckiaio 42,5%.

[Tpu anamizi Tpadiky 3 BHKOPHUCTaHHSAM CHCTeMu Suricata Oymu oTpumaHi
pe3ynbTaTH, TpeacTaBieHi Ha puc. 4.13, mpu yoMy 3aBaHTaXXEHHs IMpolecopa

CHCTEMHU, Ha SIKili BUKOHYBaJiacsi Suricata npeacrasiena ua puc 4.14.
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B Buxighui Tpagik(FB/c) [ BxiaHui Tpadik (MB/c)
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Pucynok 4.13 - Buxigauii Tpadik 3 BAKOpUCTaHHIM Suricata
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PucyHok 4.14 - 3aBaHTa)XeHHs MPOIecopa 3 BAKOPUCTaHHAM Suricata

Sk BumHO 3 puc. 4.13 Ta 4.14 BukopucrtanHs Suricata 103BoOJIMIIO BUSBUTH JBi 3
TPHOX aTaK, NpPH YOMY TICIS BUSBJICHHS JAPYroi aTakd I[ACTKOBO 3HHU3UJIOCH
HaBaHTa)XCHHA Ha cuctemy. CepeaHe 3aBaHTaXKCHHsI TpoIlecopa MPH BUKOPHCTAHHI

i€l cuctemu ckitano 50,5%.
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[Tpu anamnizi Tpadiky 3 BUKOPUCTAHHIM PO3POOJICHOI CUCTEMU OyJId OTpHUMAaHi
pe3ynbTaTH, TpejacTaBieHl Ha puc. 4.15, mpu YoMy 3aBaHTaXXEHHs IMpolecopa

CUCTEMH, Ha SIKii BUKOHYBaJIacsl BIacHa po3poOKa mpescTasieHa Ha puc 4.16.
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Sx BuaHO 3 puc. 4.14 ta 4.15 BUKOpPUCTaHHS BJIACHOI CUCTEMH JO3BOJIHIIO
BUSBUTH JIBI 3 TpbOX arak, IMpPU YOMY IIiCJs BUSIBICHHS AaHOMaJli CYTTEBO
3MEHIIIYBaJIOCh HaBAaHTAXXEHHS Ha IPOIIECOP, HABITH MPO MOBHOMY 3aBAHTAXKEHHI
kaHanmy. CepeqHe 3aBaHTaXEHHs MPOIecopa MPH BUKOPHUCTAHHI 11€1 CHCTEMHU CKJIAJOo
40,5%.

[IpoBeneHuii eKCriepUMEHT MIATBEPAUB €(PEKTUBHICTH PO3POOJIEHOI CHUCTEMU
aHaII3y MepexeBOTo Tpadiky 3 BUKOPUCTAHHSAM TiOpuaHOTo Metoay. [lopiBHAIEHUN
aHai3 pe3yJbTaTiB 3aCBIIUMB, 1110 CTaHJIapTHA cucTeMa SNOIt BUSBMWIIA JIMILIE OJHY 3
TPbHOX aTak, HE 3MEHIIYIOUYM HABAHTAKEHHS Ha cucteMy (cepenne 3aBanTaxeHHs CPU
— 42,5%). Y Toli yac sk Suricata BusBWIIA JBI aTakW, aje MpPU [OMY CIIOKUBAJA
oinmpme pecypciB (CPU — 50,5%). Hartomicth, BiacHa po3poOka 3a0e3meuniia
BUSIBJICHHS JIBOX aTaK, aHAJOTIYHO J0 Suricata, ojHaKk rmokasajia Kpaly OnTHMI3aIifo:
IICJIsl BUSIBJIIGHHSI aHOMaJlii HaBaHTA)KEHHS Ha IMPOLIECOpP 3HUKYBAJIOCh, HABITh IpHU
BHUCOKIil iHTEHCUBHOCTI Tpadiky. Cepenne 3aBanTaxkeHHss CPU mpu 1mipomy ckiiajio
40,5%. lle cBimuuTh NOpo €QPEKTUBHIMIMK PO3MOJALUT pPecypciB Ta TMOTEHINal

MOJIANIBIIIOTO PO3BUTKY MIAXOAY Ha 06a3l riOpuIHOTO aHami3y Tpadiky.

BucHoBku 3a po3saiiiom 4

VY nanomy pozaui 0yJio AETadbHO PO3TISIHYTO PO3POOKY CTPYKTYPHOI MOJIeNi
CUCTEMHU BUsBIICHHS aHoMaibHOro tpadixy B IKC 3 BuKOpHCTaHHSM TiOpHUIHOTO
METOAY, SKUWA TO€IHYE TPAJAMLINHUI CUTHATYpHUWM aHami3, METOOU aHal3y
CaMOMO/IIOHOCTI Ta HEUITKY JIOT1KY. ApXITeKTypHa KOHIICTIIis 0a3yeThCs HA IHTETparii
CUCTEMU BUSBIICHHS BTOPTHEHb Snort i3 BIACHOPYY po3pobiieHor0 610110TeKO0r0, SKa
3abe3rneuye aHaldi3 B PEXKHUMI peasibHOro vacy. Takuil mifxia 03BOJISIE HE JIUIIE
BUSIBJISITH BIJIOMI aTakd 3a JIOMOMOTOIO CHUTHATYp, ajie i OPIEHTYBATHCS Ha TATEPHH
MOBEIIHKH, XapaKTEepHi ISl aHOMAJIbHUX TMOJii, [0 CYTTEBO MIJBUIIYE 3aTHICTh
CUCTEMH pearyBaTy Ha HOBI 200 MOAM(IKOBAHI 3arPO3H.

ApxiTektypa cucremu Oyna no0y1oBaHa 3 ypaxyBaHHSIM KiJIbKOX KOMIIOHEHTIB,

IO OXOIUIIOIOTh MOBHUM IIMKI OOpOOKHM MepexeBOro Tpadiky: BiJ MEPBUHHOIO
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3axXOIUIEHHS TAKeTIB 1 IX momepenHboi oOpoOku (de BiaOyBaeThes (iIbTpaLlis,
HOpMaJTi3allisl Ta arperaiis JaHuX) JI0 eTamiB Kiacu@ikallii Ta JOT1YHOTO BUBECHHS
pimeHb. BaXianBow 0COOJMBICTIO 3alpOMOHOBAHOI MOJIEI € 1HTEerparlis BIaCHOTO
MOMYJIS, SIKUA B3a€EMOJIIE€ 13 CTAaHAAPTHOIO IIAaTGOPMOI0 Snort 4depe3 MOIYJbHY
apxiTekTypy. BukopucranHs Snort H03BOJWJIO aJanTyBaTU CHUCTEMY JO YMOB
pEaIbHOTO Yacy, 110 3a0e3MeUnsIo MOKIIMBICTh ONIEPATUBHOTO aHAJI3y Ta OJOKYBaHHS
MiI03pLIHX MTOTOKIB Tpadiky.

Orsin poboTH cTaHaapTHOTO Snort, cuctemu Suricata ra moandikoBaHoi Bepeii
Snort 13 MIAKITIOYEHOI0 TiOpUAHOK O10J10TEKOI0, MPOBEIEHO SIK y Ja0OpaTOPHUX
yMOBax, Tak 1 Ha pealbHOMY MEPEKEBOMY CEpE/IOBHUII. Pe3ynbTaTh eKCIiepuMEHTIB
MoKa3zalid, 10 IHTerpamis TIOpUIHOTO METOAy 3HAYHO 3MEHIIYE KUIbKICTh
MPOIYIIEHUX aHOMAJII Ta XMOHUX CHpalOBaHb. 30KpeMa, 1Jis Ja0OPaTOPHUX TECTIB
OyJI0 MPOAEMOHCTPOBAaHO, IO MoAMGIKOBaHA Bepcis Snort gocsriia TOYHOCTI
(Accuracy) 0,9912 Tta F1-mipu 0,9953, 1110 € CyTT€BHM NOKpPAIIEHHSIM y MOPIBHIHHI 3
OpUTiHAJIBLHUMHU pilIeHHSIMU. AHami3 moka3HukiB Precision, Recall 1 Specificity
MiATBEPAUB, 110 3aCTOCYBaHHS TIOpUAHOrO MIAXOAY M03BOJsiE OUTBII €(PEKTUBHO
11eHTU(IKYBaTH aHOMAJIbHI 3pa3Kd Ta 3HWXKYBaTH BIUIMB LIYMY HOPMAaJbHOIO
Tpadiky.

Oco6nuBy yBary OyJio NPUIIJIEHO aHai3y PECYpCHUX TMOKa3HUKIB, 30KpeMa
HaBaHTAXXEHHSI HA MPOIECcop MiJ yac podotu cucteM. @opmyra (4.6), 110 00UUCITIOE
cepenne 3aBanTaxeHHs: CPU, BpaxoBye BaroBuii BHECOK KO>KHOT'O YACOBI'O IHTEPBAITY
3QJIEKHO BiJI MOTO TPUBAJIOCTI, IO JO3BOJISIE OTPUMATH OLIBII TOYHE 3HAYCHHS
CEepeNHbOr0 HaBaHTaXEHHS. Pe3ynbTraTh TEeCTyBaHHs TMOKa3alld, IO CTaHAApTHUN
Snort y mabopaTOpHMX YMOBax JIEMOHCTPYBAaB CEpPEIHE 3aBaHTAKEHHS MpoIlecopa
omu3bpko 42,5%, Tomi SK BUKOPHCTAaHHs Suricata mpuBOIWIO 10 3POCTaHHS I[HOTO
nokazHuka 1o 50,5%. Y Bumaaky iuTerpamii TiOpUIHOTO METOAY, HABITh MPH
BUCOKOMY 00Cs31 BUXIZHOrO TpadiKy, cHCTeMa JIEeMOHCTpyBaja 3HA4YHO Kparly
ONTHMI3aIliI0 PecypciB, 3a0e3MeUy0Yrd KOPEKTHE BHSIBJICHHS aTak IMPHU CePEIHBOMY
naBantaxeHHi CPU onu3bko 40,5%.

[IpoBeneH1 €KCNEpUMEHTH K Yy JIaDOpaTOPHUX YMOBAaX, TaK 1 B PEXKUMI
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pEaIbHOTO 4Yacy Ha 130JbOBAHMX IMIAMEpeX)ax MIATBEPAUIN, 110 BUKOPUCTAHHS
riOpUIHOTO METOAY J03BOJISIE 3HAYHO MOKPAIIMTH TMOKA3HUKHU SIKOCTI BUSIBJICHHS
aHoMmaJjii. MeTpuku, po3paxoBaHti 3a gornomMororo cranaapTHux BenuuuH (TP, FP, TN,
FN), cBimuate mpo mepeBary TiOpUAHOTO TIAXOAY: 3MEHIIEHHS KUIBKOCTI
IPOIYIICHUX aTaK Ta XUOHUX CIPaIlOBaHb, 1110 0COOJIMBO BAXJIMBO B yMOBaX BUCOKOI
JUHAMIYHOCTI MEPEXEBOro TpadiKy Ta 3poCTaHHs 3arpo3 KibepOe3neKu.

Taxum yuHOM, CTPYKTYpHA MOJI€]Ih CUCTEMH BUSBIICHHS! aHOMAJIBHOTO Tpadiky,
0a3zoBaHa Ha r1OPUIHOMY METO/I1, JIEMOHCTPYE BUCOKY aJIalITUBHICTh Ta €(PEKTUBHICTh
y pI3HUX yYMOBax ekcruryarauii. Bona 3a0e3nedye He JiMiIe OrnepaTUBHE pearyBaHHS
Ha 3arpo3u, a ¥ MiJBUILYE HAIIHHICTh CUCTEMH 3aBISKU KOMIUIEKCHOMY MIIXOAY 10
aHanizy Tpadiky. Pe3ynpTaTu MOCHIJKEHHS CBIAYaTh MPO MOKIUBICTH MOJAJBIION
1HTEerpatii 3anpornoHOBaHOI MOJEINI 3 IHIIMMHU €JIEMEHTAMH KOMIUIEKCHUX CHUCTEM
Ki0ep3axucTy, MO0 BIJKPUBAE TMEPCHEKTUBU JJIA PO3IIUPEHHS (QYHKIIOHATY Ta

ajanTarii 10 HOBUX THUIIIB aTak.



126
BUCHOBKHA

Y Mexax BHKOHAHOTO JUCEPTAIlIMHOrO JOCHIDKEHHS OyJio BCEOIYHO
OTIpaIlbOBAaHO HAYKOBO-TIPAKTUYHY 33/1a4y BUSBIECHHS aHOMabHOTO Tpadiky B IKC. Y
mporieci TMPOBEJACHHS AUCEPTAllIMHUX JOCTIHKEHb OTpHUMaHiI Taki HAyKOBlI Ta
MPaKTUYHI Pe3yJbTaTH.

1. TIpoBeneHo aHami3 CydaCHHX METO/IB Ta MOJIEIICH BUSIBICHHS aHOMAJIBHOTO
Tpadiky B iHQOpMAIIHHO-KOMYHIKAIlIMHUX CHCTeMaxX Ta MoJieJied THUIIOBOTO
KOPUCTyBauya Ta MOTEHIIHHOro mnopymHuka. Ha OCHOBI NIpOBENEHOIO aHa3y
BCTaHOBJICHO, IO B1JIOM1 METOAM BUSBJIECHHS aHOMAJIbHOTO TpadiKy HE JA03BOJSIOTH
3a0€3MeYnTH BUCOKHUM DPIBEHb JIOCTOBIPHOCTI BUSIBJICHHS aHOMAJill y BHUXIJIHOMY
Tpadiky.  OOrpyHTOBAaHO  aKTYaJIbHICTh  HAyKOBO-TIPAaKTUYHOTO  3aBJaHHS
JUCEPTALIITHOTO MOCHIKEHHS. B pe3ynbrari aHamizy mojeneil moBeIiHKHA TUIIOBOTO
KOpPUCTyBaua Ta MOPYIIHMKAa C(POPMOBAHO MpaBHJIa HEYITKOI JIOTIKH Ui aHaTi3y
Tpadiky.

2. BpockoHaneHO MOJAENb CUTHATYpU MAaKeTy JUId MOUIYKY aHOMaJbHOI'O
TpadiKy, 1110 32 PaXyHOK BUKIIIOUEHHS 3 MapaMeTpiB CUTHATYpU PO3MIPY 3arojioBKa,
KOHTPOJILHOT CyMU 3aTr0JIOBKY, KOPUCHOTO PO3MIpPY IMaKeTa, MITKH MOTOKY, PIOPUTETY
MaKeTy, KOHTPOJIbHOI cyMu makeTy 3a mnpuHuunoM Ilapero. lle 3a0e3neumsio
3MEHIIICHHS Yacy aHami3y Tpagiky.

3. BrockonanaeHo MoOJenb MpOIECy BU3HAYECHHS aHOMAJIBbHOTO Tpadiky Ha
OCHOBI CaMOMNOAIOHOCTI 3 ypaxyBaHHSIM MOTEHIIMHUX 3arpo3 Ta OCOOJUBOCTEH
Tpadiky B 1HGOPMAIIITHO-KOMYHIKAIIHHUX CHUCTEMaX, 3a PaXyHOK IPOBEICHHS
aHaJli3y KOMIIOHEHTIB curHatyp. Lle mo3Bonuino ¢popmyBaTh MHOXKHHY HOPMAaJIbHUX
CUTHATYP.

4. BIOCKOHAJEHO MOJENb MPOLECYy HEYITKOrO0 BU3HAYEHHS aHOMAJIbHOTO
TpadiKy 3a paxyHOK BUKOPUCTAHHS E€KCIIEPTHOTO MiAXoay cpopMoOBaHa MHOKHUHA
npaBuil Ta HAOIp BIANOBIAHUX JIIHTBICTUYHHMX 3MIHHHUX, IO BPaXOBYIOTh MOBEIIHKY
TUIIOBOTO KOPUCTYyBaya Ta MOTEHIIIHOTO nmopyurHuka. [{e mo3Boausao po3poOuTu HOBI

OIIXOAU 0 BUSIBJICHHS aHOMaJbHOrO Tpadiky B 1HPOPMALINMHO-KOMYHIKAIIHHUX
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CUCTEMaX.

5. Po3poGneno riOpugHuii MeTOA BHSABICHHS aHOMaJbHOTO Tpadiky B
1H(popMaIiitHO-KOMYHIKAIlIMHUX CHUCTEMax B SKOMY 3a PaXxyHOK 1HTErpaiii MeTomy
knacudikamii Tpadiky 3a 0O3HaAKaMHU, METOAY CaMOMOIIOHOCTI Ta po3po0OIeHOT MOeNl
IpoIeCy HEWiTKoro BusiBIeHHsS. Lle m03Bonmino auHaMigyHO (HOpMYBaTH MHOKHHU
CUTHATYp Ipu Kiacudikarlii Tpadiky 3a 03HaKaMH Ta 3a0€3MEYNTH BUCOKI MIOKA3HUKH
BUSBIICHHSI aHOMaJIbHOTO Tpadiky, a came TouHIicTh — 0,9944, nosHoTa — 0,9962.

6. YIockoHaEHO CTPYKTYpPHY MOJENbh CHUCTEMHU BUSBICHHS aHOMAJIBHOTO
Tpadiky B 1HPOpMaIIHHO-KOMYHIKAIIHHUX CUCTEMaX, 110 3a PaXyHOK 1HTErpyBaHHs
po3po0JIeHOr0  TIOPUAHOTO METOAY BHUABJICHHS  aHOMalbHOTO Tpadiky B
1H(MOpMAIIHHO-KOMYHIKAIIMHUX CUCTEMaX Ta JUHAMIYHOTO BapilOBaHHS MHOKUHOIO
JI03BOJICHUX Ta 3a00pPOHEHUX 3'€JHAHb Y PEXKHUMI peaJIbHOTO Yacy J03BoJMII0 Ha 20-
25% 3HU3WTH cepeIHE HaBaHTAKEHH Ha TPOIIecop Y MopiBHAHHI 3 Snort Ta Suricata.

7. Po3poOneHe anropuTMiuHE Ta MPOTpaMHE 3a0e3MEUYEHHs 3alpOINOHOBAHOL
CUCTEMHU JO03BOJMJIO MPOBECTH EKCIEPUMEHTANbHI JIOCTIPKEHHS Ta BIPOBAJAUTH

po3po0IeHUI T1IOpUAHUN METO/I.
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Ha 3100y TTS cTyneHs Jokropa ¢inocodii 3a cnenianphicTio 125 Kibepbesneka
wughp i nasea cneyianenocmi

BIIPOBA/KEHI B iSTTBHOCTI XMEIEHUIIBKOTO HANliOHAIBHOTO YHIBEPCUTETY
Hasea ycmanosu, opaanizayii
3o0kpema, y Iporeci MiIr0TOBKH MPOMO3HUILiii 00 MiAFOTOBKU Ta BUKJIAAHHS KypCY JIEKIii
3 qucuuiuling «TexHosorii BUSIBIEHHS! BPa3IMBOCTEl Ta BTOPrHEHb» BHKOPHCTAHO: AHATITHYHI
Marepiajiy 1010 aHaji3y 3arpo3 6e3nexu iHpopmarii (po3ain 1 guceprauiiinoi podbotH), Mmojeneii Ta
METO/1iB BUSIBJICHHS aHOMaJiil B cydacHUX iH(opMmaLiiiHo-KoMyHiKaLiiHUX cucTeMax (po3ainu 2-3
Jucepraniitnoi poboTn).

TonoBa komicii K.€.H.. JOIIEHT Biktop JIOTTATOBCHKUI
(HayKOBHMH CTYIIHb, BUEHE 3BAHHSA (m/ c) (Im 51,
Ynenn Komicii JL.T.H.. 1podhecop / Tetana TOBOPYIIIEHKO
(HayKOBHIi CTYMiHb, BUEHE 3BaHHs) (/ (nignuc) (Im’s, TIPI3BHILLE)
K.T.H.. JOLEHT Bipa TITOBA

(HayKOBHIi CTYIiHb, BU€HE 3BaHHS) {/ (nionuc) (Im’s, [IPI3BHIIE)
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MIHICTEPCTBO OCBITH | HAYKU YKPATHU

XMEABHHLIbKHF HALIOHAABHHH YHIBEPCHTET

By Incruryreska 11, Xmeabuuubkuii-16, 29016, Ten.: (0382) 67-02-76, takc: (0382) 67-42-65
e-mail: centr@khmnu.edu.ua, kog €APTIOY 02071234

a2 0¥ RO w022 /76 Ha Ne Bi
7

JOBIJKA ITPO BITPOBA I KEHH S

Pesynpratu nuceprauiiinoro nocnimxenust [lemasxk Hamanii Cepeiisnu Ha
TeMmy: “Moodeni ma memoou 6uaeieHHA AHOMANLHO20 MpPaiKy 6 iHgopmayitHo-
KOMYHIKayiiHux —cucmemax” Ha 3000yTTs cTyneHs pgokropa ¢ijgocodii 3a
crnenianbHicTio 125 — Kibepbesnexka BNpoBapkeHi B AisIBHOCTI  kaghedpu
Kibepbesnexu ma yeHmpy yupposux mexHonoziil.

- 3okpeMma, y nporieci MiArOTOBKH MPOMO3HULIiN [II0A0 MiArOTOBKH Ta BUKJIAJAaHHS
Kypcy JeKuii 3 aucuumiiinn « TexHonorii BUSBIEHHS Bpa3MBOCTENW Ta BTOPIHEHB)
BMKODUCTAaHO: aHAJITUYHI Martepiaqyd LIOAO aHalidy 3arpo3 Oesmeku iH(opmarii
(po3min 1 nauceprauiiinol po6oTH), Mozesneil Ta METOMIB BHSBJEHHS aHOMaliil B
CydacHHX IH(pOpMaliiHO-KOMYyHIKalilfHUX cucTemax (po3zminm 2-3 auceprauiiiHol

poboTn).
PexTop 7 / %
K.C.H., }:[ouel-xy-/« / ( / Cepriit MATIOX
(nionuc) (Im’s1, [TPI3BHULLIE)
e

™

XHY. 3am. Ne 23725, 7. 2000, 2025
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Kowmicist y cxnai:
rOJIOBH — aupekropa TOB «X-CITVY» Irops JIMTBIHYY KA
YJICHIB KOMICIT: — 3acTynHUK JIMPEKTOpa 3 TEXHIYHUX nuTanb [Bana ILITOIPUHA
— 3acTynHuK anpexkTopa 3 komepuiitnux nutanb Pycnana KOHUKA

MM AKTOM 3acBijuye, 10 Pe3yjbTaTH JMCEpPTAlliiHOrO JIOCHI/UKEHHs achipaHTa Kadeapu
KidepOe3nekn AepikaBHOro HeKOMEPLIHHOro mianpuemcTsa «/lepxasuuii yuisepeurer « KuiBcbkuii
aBlallifHuil IHCTUTYT»

Hernsik Haranii Cepriisim

[piscuuge, ivi'st, no oamorkosi
Ha Temy: “Mojieni Ta METO/IH BHSBICHHS aHOMAILHOIO Tpadiky B iHdopMaiiiino-KoMyHiKaiiH1xX
cucremax’”

Teavta oucepmanii
Ha 3100yTTs cTyneHs joktopa (inocodii 3a crienianbuictio 125 Kibepdesneka
wuhp i nazea eneyiatvnocmi
BIPOBA/LKEHI B JistibHOCTI ToBapucTsa 3 00MekeH010 BIIOBLALHICTIO « X-CITY»
HA36A YCManocu, opeanizafil

3oKpema. BHKOPHCTAHO METOJL BH3HAUCHIISE aHOMATILHOTO TpadiKy Ha OCHOBI caMOoNoaidHOCTI
Ta HCYITKHH METOJI BH3HAUCHHS aHOMAILHOrO Tpadiky. wo Ha 4-3% NOKpalMIO BUABICHHS
QHOMAJILHOIO Tpa(iKy B NOPIBHIAHHI 3 PAHILIE BHKOPHUCTOBYBAHOIO CHCTEMOIO.

['iOpunnuit MeTon BHsIBIEHHS aHoMaibHOro Tpadiky B iH(opmaitiiiHo-KoMyHikauiitHux
cucremax (3.4, 4.1) 3abe3neunB 3MeHIICHHs aHOMalbHOro Tpadiky Oe3 JI0AaTKOBHX BHTpAT Ha
oOnaziHaHHs.

3a3HaueHi pe3yabTaTH JIaloTh MOMIIMBICTL NIIBUUIMTH piBeHbL 1H(OpMaiiiinoi Ge3neknu
MANPHEMCTBA.

Jlanuii akT He € miAcTaBoto Julst (IHAHCOBHX B3aEMOPO3PAXYHKIB.

[ojioBa Komicit Jlupextop ——lrop JIMTBIHYYK
Ynenn komicii 3acTYNHUK AHPEKTOPA 3 TEXHIUHUN [TNTaHb @ Isan LLITOI'PHUH

3acTyNHUK AUPEKTOPA 3 KOMCPLITTHIN MHTaHb Pycinan KOHUK
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TOB «X-CITY» EAPNOY 33761335
TeA. (0382) 724-777, ten./dbakc (0382) 71-71-80

or

@ = ceo@x-city.ua, fin@x-city.ua

JOBIJAKA
PO BITPOBAJIKEHHSA

Pesynbratu nuceprauiiinoro pocnimxenus [lemask Hamanii Cepeiienu na
temy: “Modeni ma memoou euseienns anomarvnoco mpagicy 6 inghopmayiiino-
KOMyHIKayittnux — cucmemax” Ha  3J100yTTs  CTyNeHs JIOKTOpa Gutocodii  3a
cneuianbHicTio 125 — Kibepbesnexa BNpoBajukeHi B JisIbHOCTI Tosapucrpa 3
obmerxenoto BianosiaanbHicTio «X-CITY».

30Kpema, BUKOPUCTAHO METOJI BU3HAUYCHHS aHOMAJILHOTO TpadiKy Ha OCHOBI
caMonolibHOCTI Ta HeUiTKMH MeTOJ| BU3HAYCHHS AHOMAJIbHOI'O Tpadiky, uo Ha 4-5%
MOKPALLMIO  BMABJCHHS — aHOManbHOro Tpadiky B  MOPIBHSAHHI 3  pawiiue
BMKOPUCTOBYBAHOK) CHCTCMOIO.

['ibpuannii  Metost BusiBiCHHS anomaibHoro Tpadiky B indopmaiiino-
KOMyHIiKalliliHuX cucremax (3.4, 4.1) 3a6e3neumnB 3MeHIIEHHS aHOMAJTbHOTIO Tpagiky
0e3 101aTKOBUX BUTPAT Ha 0OAaHAHHS.

3asHaueHi pe3yJibTaTH JIAioTh MOMKIIMBICTh 111IBUIMTH PiBCHE inopmaltiiinot
be3neku 1i/puemMcTna.

Jlupekrop ToBapuctna 3
00OMEKEHOIO BiINOBIIAILHICTIO <<X-C/7

57
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TOBAPUCTBO 3 OOMEXKEHOIO BIAMOBIACQABHICTIO «X-CITY»

29019, M. XMEAbHULLKMIA, BYA. MMKOAM Ma3ypa, 8/1 OPIC



TOJATOK b
IMPOI'PAMHUHA KO/

I/ Signature.hpp

#pragma once

#include <string>

#include <sstream>

#include <ctime>

#include <queue>

#include <vector>

struct Signature {

}

long ipSourse;
long ipDst;

long portSourse;
long portDst;
long protocol,
long intens;
long time;

long mac;

long size;

Signature() = default;

Signature(const std::string& csvLine);

std::string toString() const;

bool operator==(const Signature& other) const;

long ipToLong(const std::string& ip);
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std::string longTolp(long ip);

long parseTime(const std::string& dateTime);

// Signature.cpp
#include "Signature.hpp”
#include <iomanip>
#include <iostream>
#include <sstream>
#include <vector>

#include <stdexcept>

Signature::Signature(const std::string& csvLine) {
std::stringstream ss(csvLine);
std::string part;

std::vector<std::string> parts;

while (std::getline(ss, part, ;")) {
parts.push_back(part);

if (parts.size() < 9) throw std::runtime_error("Invalid CSV format™);

ipSourse = ipToLong(parts[0]);

ipDst = ipToLong(parts[1]);

portSourse = std::stol(parts[2]);

portDst = std::stol(parts[3]);

protocol = std::stol(parts[4]);

intens = std::lround(std::stod(parts[5]));

time = parseTime(parts[6]);

mac = parts[7].empty() ? O : std::stol(parts[7], nullptr, 16);
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size = std::stol(parts[8]);

std::string Signature::toString() const {
std::ostringstream oss;
std::tm tm{};
tm = *std::localtime(reinterpret_cast<const time_t*>(&time));
char buf[20];
std::strftime(buf, sizeof(buf), "%d.%m.%Y %H:%M", &tm);
0ss << longTolp(ipSourse) << ;"
<< longTolp(ipDst) << ™;"
<< portSourse << ;"
<< portDst << ";"
<< protocol << ";"
<<intens <<";"
<< puf << ™"
<< (mac ==07?"":std::hex << mac) << ";"
<< size;

return oss.str();

bool Signature::operator==(const Signature& other) const {
return ipSourse == other.ipSourse &&
ipDst == other.ipDst &&
portSourse == other.portSourse &&
portDst == other.portDst &&
protocol == other.protocol &&
intens == other.intens &&
time == other.time &&

mac == other.mac &&
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Size == other.size;

long ipToLong(const std::string& ip) {
intbl, b2, b3, b4;
sscanf(ip.c_str(), "%d.%d.%d.%d", &bl, &b2, &b3, &b4);
return (b1 << 24) | (b2 << 16) | (b3 << 8) | b4,

std::string longTolp(long ip) {
return std::to_string((ip >> 24) & OxFF) + "." +
std::to_string((ip >> 16) & OxFF) +"." +
std::to_string((ip >> 8) & OXFF) + "." +
std::to_string(ip & OxFF);

long parseTime(const std::string& dateTime) {
std::tm tm{};
std::istringstream ss(dateTime);
ss >> std::get_time(&tm, "%d.%m.%Y %H:%M");

return std::mktime(&tm);

I/ PriorityQueueSignature.hpp
#pragma once

#include "Signature.hpp™
#include <queue>

#include <vector>

struct CompareSignatures {
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bool operator()(const Signature& a, const Signature& b) const {

return a.intens < b.intens;

}
}

using PriorityQueueSignature = std::priority _queue<Signature,

std::vector<Signature>, CompareSignatures>;

// main.cpp

#include "Signature.hpp”

#include "PriorityQueueSignature.hpp”
#include <fstream>

#include <iostream>

#include <string>

int main() {
std::ifstream file("input.csv");
if ("file.is_open()) {
std::cerr << "Unable to open file" << std::endl;

return 1;

PriorityQueueSignature pg;
std::string line;
while (std::getline(file, line)) {
try {
Signature sig(line);
pa.push(sig);
} catch (const std::exception& e) {

std::cerr << "Error parsing line: " << e.what() << std::endl,
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file.close();
while (!pg.empty()) {

std::cout << pg.top().toString() << std::endl;
pg.pop();

return O;
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JIOJIATOK B
CNUCOK NYBJIKALIN 3/I06YBAYA

Hayxosi npayi, 6 sikux onyoaikoeani 0CHO8HI HAYKOGI pe3yibmamu oucepmayii:

1. Titora B.1O., Knsor FO.I1., TTetnsx H.C., Kamyctsa M.B.. Fuzzy inference
subsystem for classifying threats to computer information. BumipioBasibHa Ta
0o0UHCIIIOBalIbHA TEXHIKA B TEXHOJIOTTYHMX Tporiecax. 2022. Ne 1. C. 57-61

2. Kmporr IO.II., TIlernsxk H.C.. Busnenns anHomambHOTO Tpadiky Yy
3araJbHOJOCTYIIHUX KOMIT IOTEPHUX Mepexkax. BumiproBanbHa Ta 0OYUCIIIOBAIbHA
TEXHIKa B TEXHOJIOTTYHMX mporecax. 2022. Ne 3. C. 79-86. DOI: 10.31891/2219-9365-
2022-71-3-9

3. Moctouit C.B., Iletnak H.C., T'omota 1.O.. [JochimkeHHs eheKTUBHOCTI
IHCTPYMEHTIB BHSBJIEHHS 1 3amoOiraHHs BTOPIHEHb Ha BY3JIM B KOPHOPATHBHHX
Mepexkax. BuMiproBaabHa Ta 0OYHCIIOBaIbHA TEXHIKA B TEXHOJIOTTYHUX MpolEecax.
2023. Ne 2. C. 5-8. DOI: 10.31891/2219-9365-2023-74-1

4. Nataliia Petliak, Yuliia Khokhlachova. METHOD OF ANALYSIS OF
OUTGOING TRAFFIC PACKAGE SIGNATURES. 3axuct indopmanii. 2024. Ne 1.
C. 179-187. DOI: 10.18372/2410-7840.26.18841

5. Ilernsak H.C. Ananiz mojeneil BUSBICHHA aHOMalliid Tpadiky B Cy4acCHHUX
iH(OpMAIIHO-KOMYHIKAIlIMHUX ~ CHUCTEMax Ta Mepexax. BuMiproBaibHa Ta
o0YHCIoBalIbHA TeXHIKAa B TeXHOJoruHuX mporecax. 2025. Ne 1. C. 180-186. DOI:
10.31891/2219-9365-2025-81-21

6. [letnax H.C.. T'iOpumHmii MeTOJ Ta CHCTEMa BHSBJICHHS aHOMAJIbLHOIO
Tpadiky B 1H(MOpPMAIIHHO-KOMYHIKAUIMHUX cUcTeMax. BicHuk XMenbHUIBKOTO
HarioHanpHOro yHiBepcurety. Cepis: Texuiuni Hayku. 2025. Ne2. C. 561-569. DOI:
10.31891/2307-5732-2025-349-82.

Hayxoesi npayi, saxi 3aceiouyroms anpodbayiro mamepianieé oucepmayii:
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7. Klots Y., Titova V., Petliak N., Cheshun V., Salem A.-B.M.. Research of the
Neural Network Module for Detecting Anomalies in Network Traffic. 3rd International
Workshop on Intelligent Information Technologies and Systems of Information
Security (Intell TSIS 2022), Khmelnytskyi, 23-25 March 2022. Vol. 3156, P. 378 - 389.
ISSN 16130073 (SCOPUS)

8. Petliak N., Klots Y., Titova V., Cheshun V., Boyarchuk A.. Signature-based
Approach to Detecting Malicious Outgoing Traffic. 4th International Workshop on
Intelligent Information Technologies and Systems of Information Security (IntellTSIS
2023), Khmelnytskyi, 22-23 March 2023. Vol. 3373. P. 486 - 506. ISSN 16130073
(SCOPUS)

9. Klots Y., Petliak N., Titova V.. Evaluation of the efficiency of the system for
detecting malicious outgoing traffic in public networks. 13th International Conference
on Dependable Systems, Services and Technologies (DESSERT 2023), Athens, 13-15
October 2023. DOI: 10.1109/DESSERT61349.2023.10416502 (IEEE)

10. Klots Y., Petliak N., Martsenko S., Tymoshchuk V., Bondarenko I.. Machine
Learning system for detecting malicious traffic generated by IoT devices. nd
International Workshop on Computer Information Technologies in Industry 4.0 (CITI
2024), Ternopil, 12 June 2024. Vol. 3742. P. 97 - 110. ISSN 16130073 (SCOPUS)

11. Titova V., Klots Y., Petliak N., Cheshun V., Salem A.-B.M.. Detection of
network attacks in cyber-physical systems using a rule-based logical neural network.
1st International Workshop on Intelligent and CyberPhysical Systems (ICyberPhyS
2024), Khmelnytskyi, 28 June 2024. Vol. 3736. P. 255 - 268. ISSN 16130073
(SCOPUS)

12. Petliak N., Klots Y., Titova V., Salem A.-B.M.. Attack detection system
based on network traffic analysis by means of fuzzy inference. 1st International
Workshop on Advanced Applied Information Technologies (AdvAIT 2024),
Khmelnytskyi, 5 December 2024. Vol. 3899. P. 201-213.ISSN 16130073 (SCOPUS)

13. Iletmax H.C., Knwor FO.I1., Xoxmauosa FO.€.. BusBneHHs aHOMAJIBHOTO
TpadiKy y 3araabHOAOCTYITHUX KOMIT IOTepHUX Mepexkax. [HhopmarriitHa, dhyHKITITHA

1 k10epOe3neka: Te3u gor. Il cTya. Hayk.-TexH. K. (M. XapkiB, 30 nuctonana — 1 rpyaas
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2022 p.) X., 2022. C. 45-46

14. Tlernsax H.C., Knwor FO.I1.. [Tigxin 1o aHamizy BUX1a1HOTO Tpadiky Ha OCHOBI
curHatyp. [ndopmariiitna 6e3mexa Ta KOMI' FOTEpPHI TEXHOJOTIi: Te3u gom. VI mixkHap.
HayK.-1ip. KoH(]. (M. KponuBuunpkuii, 20-21 xBitHs 2023 p.) Kp., 2023. C. 3-4

15. Iletnax H.C., Kunponr HO.I1.,, Xoxmawosa O.€.. [Iliaxim o anHamizy
BUXigHOTO Tpadiky. besneka iHpopmamiiiHux TexHojoriii: te3u gom. XII mixHap.
HayK.-TexH. KoH(. (M. Yxropon, 2-4 TpaBusa 2023 p.). K., 2023. C. 97-99

16. ITetnax H.C., Kasory FO.I1., TitoBa B.IO., Yemyn B.M. BuspneHus
3JI0BMHUCHOT'O BUXIHOTO Tpadiky Mepexi Ha OCHOBI HEHITKOT'O JIOTTYHOTO BUCHOBKY.
3axuct iHpopmarlii 1 6e3neka iHbopMaliitHUX cucTteM: Te3u Aor. [X MikHap. HayK.-
TexH. KoH}. (M. JIbBIB, 25-26 TpaBus 2023 p.) JI., 2023. C. 33-35

17. lernax H.C., Knwony FO.I1.. Meton ineHTudikailii BTOprHeHb Ha OCHOBI
QITOPUTMY BU3HAYEHHS CaMOIOJIOHOCTI Tpadiky Ta aJropuTMIB HEYITKOI JIOTIKH.

besneka indopmaniitnux texnosorii: te3u gon. XIII mixkHap. Hayk.-TeXH. KOHP. (M.

JIsBiB, 9-11 TpaBus 2024 p.) JI., 2024. C. 117-119.

Bioomocmi npo anpobayito pezynomamie oucepmayii

1. Indopmartiitna, pyHkiiiiHa 1 KibepOe3neka: Te3u nom. 11 cTyn. Hayk.-TexH. K.
(m. Xapkis, 30 mucronaga — 1 rpyaas 2022 p.) X., 2022. C. 45-46

2. 4th International Workshop on Intelligent Information Technologies and
Systems of Information Security (Khmelnytskyi, 22 March 2023). Khm., 2023. P. 486-
506

3. 13th International Conference on Dependable Systems, Services and
Technologies (Athens, 13 October 2023). Ath., 2023.

4. 2nd International Workshop on Computer Information Technologies in
Industry 4.0 (Ternopil, 12 June 2024). T., 2024. P. 97-110

5. 1st International Workshop on Intelligent and CyberPhysical Systems
(Khmelnytskyi, 28 June 2024). Khm., 2024. P. 255-268

6. 1st International Workshop on Advanced Applied Information Technologies
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(Khmelnytskyi, 5 December 2024). Khm., 2024. P. 201-213

7. 3rd International Workshop on Intelligent Information Technologies and
Systems of Information Security (Khmelnytskyi, 23 March 2022). Khm., 2022. P. 378-
389

8. Indopmarriiina Oe3neka Ta KOMIT FOTEPHI TEXHOJIOTI: Te3u Aom. VI MixHap.
HayK.-1ip. KoH(. (M. KponuBuunpkuit, 20-21 xBitHs 2023 p.) Kp., 2023 . C. 3-4

9. besneka iH(popManiiHUX TexHOJOTIH: Te3u nom. XII mikHap. HayK.-TE€XH.
koH(. (M. Yxropon, 2-4 tpaBus 2023 p.). K., 2023. C. 97-99

10. 3axucrt indopmarii i 6e3nexa iHhopMaLIHHUX CHCTEM: Te3H A01. [ X MixkHap.
HayK.-TeXH. KoH(. (M. JIbBIB, 25-26 TpaBus 2023 p.) JI., 2023. C. 33-35

11. Besneka indopmariiitnux TexHosorii: Te3u gom. XII mixkHap. HayK.-TEXH.

koH®. (M. JIbBiB, 9-11 TpaBus 2024 p.) JI., 2024. C. 117-119
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